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Intel® Server Boards D50TNP and Intel® Server Systems D50TNP may
have incorrect MAC address programming that could result in MAC
address duplication on the network.

Products Affected
Product Name Product Code MM# PBA

Intel® Server Board D50TNP1SB D50TNP1SB 99A2AT K14754-351
Intel® Server Board DDR4 D50TNP1SBCR D50TNP1SBCR 99AA23 M12931-152
Intel® Server System D50TNPTMHCPAC Compute Module D50TNPTMHCPAC | 99A2DZ K14754-351
Intel® Server System D50TNP1TMHCRAC Compute Module D50TNPTMHCRAC | 99A84D M12931-152
Intel® Server System D50TNP2MHSTAC Management Module | D5OTNP2MHSTAC | 99A2F1 K14754-351
Intel® Server System D50TNP2MHSVAC Storage Module D50TNP2MHSVAC | 99A27)J K14754-351
Description

Intel has discovered that Intel® Server Boards D50TNP and Intel® Server Systems D50TNP built with the onboard
Intel® Ethernet Controller X550-AT2 coupled with incorrect BMC firmware could result in MAC address duplication in
the customer’s network environment. The incorrect MAC address programming occurs on the Baseboard
Management Controller’s (BMC) shared port and dedicated port. Boards and systems built with onboard Intel®
Ethernet Controller X550-AT are not impacted. The specific board PBA and BMC firmware combinations are listed in
the Root Cause section of this advisory

Root Cause

Root cause has been determined to be that incorrect BMC firmware was used exclusively on boards and systems built
with the onboard Intel® Ethernet Controller X550-AT2. The following table reflects the problematic board and BMC
firmware combinations:

Onboard Ethernet Controller Board Level PBA BMC Firmware Revisions
X550-AT2 K14754-351 v2.81.99B20E11 and v2.87.be6beeae
X550-AT2 K14754-352 v2.81.99B20E11 and v2.87.be6beeae
X550-AT2 M12931-151 v2.81.99B20E11 and v2.87.be6beeae
X550-AT2 M12931-152 v2.81.99B20E11 and v2.87.be6beeae

The BMC firmware versions listed in the table use incorrect MAC address programming rules for the Intel® Ethernet
Controller X550-AT2, which is the ultimate root cause. Boards that are programmed with BMC firmware versions
2.87.EAODA84B and 2.88.E5F45B9C properly implement MAC address assignment and are not impacted by this issue.
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Impact/Workaround
The correct MAC address programming rules are as follows:

e NIC 1 MAC address (for operating system usage). Example: Base MAC Address = A4BFO1910FCD

e BMC LAN channel 1 MAC address = NIC1 MAC address + 1 Example: Base +1 = A4BFO1910FCE

e BMC LAN channel 3 (Intel® Dedicated Server Management NIC) MAC address = NIC1 MAC address + 2
Example: Base +2 = A4BFO1910FCF

When programmed with the incorrect BMC firmware version, the incorrect MAC address programming rules are as
follows:

e NIC 1 MAC address (for operating system usage). Example- Base MAC Address = A4BFO1910FCD

e BMC LAN channel 1 MAC address = NIC1 MAC address + 2 Example- Base +2 = A4BFO1910FCF

e BMC LAN channel 3 (Intel® Dedicated Server Management NIC) MAC address = NIC1 MAC address + 3
Example- +3 = A4BFO1910FDO

Note: The onboard LOM (Intel® Ethernet Controller X550-AT2) is NIC 1 and is the base MAC address used for the
calculation. The NIC1 base address is always correct and is not impacted. The subsequent calculations for the BMC
shared port and BMC Dedicated port is where the impact is seen.

The impact of the miscalculation primarily results in potential duplication and conflicts between the MAC addresses
of NIC 1 on one system and the Dedicated Management port on another system. Our modeling reveals that Dedicated
port to Dedicated port MAC address duplications are not likely to occur.

One workaround is to not use the onboard Network Controller if the BMC Dedicated Management Port is configured
for server management use. This will require that an add-in Network adapter be installed for use instead of the
onboard NIC. The duplication issue is ignored in this configuration.

Customers may determine if they are impacted by checking the board PBA version programmed in the FRU and the
BMC firmware versions. If one of the previously listed combinations are detected, the board is impacted by this issue.

Corrective Action / Resolution

This issue is resolved in the latest BMC firmware. Firmware version 2.88.e5f45b9c is contained in the latest System
Update Package (SUP) and System Firmware Update Package (SFUP) R01.01.0005, which are both publicly available
on the product website. Updating to this, or any later released version of the SUP or SFUP packages will resolve or
prevent the issue from occurring in deployed systems.

Please, contact your Intel support or sales representatives if you require additional information for this issue.
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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY
ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED
IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL
DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY
OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT,
COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in personal
injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL
INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND
EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES
ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY
WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN THE
DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked "reserved" or "undefined". Intel reserves these for future definition
and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The information
here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata, which may cause the product to
deviate from published specifications. Current characterized errata are available on request.

Intel and the Intel logo are trademarks of Intel Corporation or its subsidiaries in the U.S. and/or other countries.
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