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1 Legal Information

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by
this document.

Intel disclaims all express and implied warranties, including without limitation, the implied warranties of
merchantability, fitness for a particular purpose, and non-infringement, as well as any warranty arising
from course of performance, course of dealing, or usage in trade.

This document contains information on products, services and/or processes in development. All
information provided here is subject to change without notice. Contact your Intel representative to
obtain the latest forecast, schedule, specifications and roadmaps.

The products and services described may contain defects or errors known as errata which may cause
deviations from published specifications. Current characterized errata are available on request.

Intel technologies’ features and benefits depend on system configuration and may require enabled
hardware, software or service activation. Learn more at Intel.com, or from the OEM or retailer.

Copies of documents which have an order number and are referenced in this document may be
obtained by calling 1-800-548-4725 or by visiting www.intel.com/design/literature.htm.

Intel, the Intel logo, Xeon, and Xeon Phi are trademarks of Intel Corporation in the U.S. and/or other
countries.

Optimization Notice: Intel's compilers may or may not optimize to the same degree for non-Intel
microprocessors for optimizations that are not unique to Intel microprocessors. These optimizations
include SSE2, SSE3, and SSSE3 instruction sets and other optimizations. Intel does not guarantee the
availability, functionality, or effectiveness of any optimization on microprocessors not manufactured by
Intel. Microprocessor-dependent optimizations in this product are intended for use with Intel
microprocessors. Certain optimizations not specific to Intel microarchitecture are reserved for Intel
microprocessors. Please refer to the applicable product User and Reference Guides for more
information regarding the specific instruction sets covered by this notice.

Notice Revision #20110804
*Other names and brands may be claimed as the property of others

© 2017 Intel Corporation.
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2 About this Document

This User Guide describes how to install the product as well as the most important use-
cases to get started with the trace examples shipped with this version.
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3 Installing from a Web Package

3.1 Pre-requisites

e A working Eclipse* 64-bit Mars.2 for C/C++ developers
https://www.eclipse.org/downloads/download.php?file=/technology/epp/downloads/relea
se/mars/2/eclipse-cpp-mars-2-win32-x86_64.zip

e Java* RE version 1.8 64-bit or higher
e .NET Framework
e Windows 7: .NET Framework 4.0 and 4.5

e .NET 4.0 download
http://www.microsoft.com/en-US/download/details.aspx?id=17718

e .NET 4.5 download
http://www.microsoft.com/en-US/download/details.aspx?id=40779

¢ Windows 8.x: .NET Framework 3.5 and 4.5

e .NET 3.5 download
http://www.microsoft.com/en-us/download/details.aspx?id=5007
(Please be aware that this installer might want to download files from the internet,
even it is an offline installer).

e .NET 4.5 download
http://www.microsoft.com/en-US/download/details.aspx?id=40779

e Optional: a working Internet connection, as the Eclipse* plugin installer might need to
install missing dependent plugins

3.2 Installation

To install the Intel® System Debugger 2018 from a downloaded web package, do the
following:

1. To start the installation, double-click the web package installation executable. (Enter or
browse to the directory where the installer shall extract the setup files.


http://www.microsoft.com/en-US/download/details.aspx?id=17718
http://www.microsoft.com/en-us/download/details.aspx?id=5007
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Intel(R) Systern Debugger 2017 @

Extract the product package to folder:

Remave temparatily extracted files after installation,

[ Extract ] [ Cancel l

2. Click Extract. The installer prepares the installation procedure.
Intel(R) Systern Debugger 2017 @

Extracting datal.cab...

After the extraction is completed, the main setup starts and the following dialog box is

displayed.
K2 Intel(R) Systern Debugger 2017 [=] =2 ==
O Getting started y Welcome to Intel{R) System Debugger 2017 Installer
i License agreement The Intel installation wizard will install the Intel® Systern Debugger on your "
H systemn. i
+ License activation The Intel® Systern Debugger is a component of the Intel® Systern Studio and
' requires a valid Intel® Systern Studio Ultimate Edition base installation and
Options license,
Installation The installation process will pravide you with the choice to
a) use an existing license installed on the system for activation.
Complete b) specify an alternative serial number or license file for Intel® Systerm Studio

Ultimate Edition,
o) specify a license manager serving an existing floating license for Intel®
Systern Studio Ultimate Edition.

m

Why activate your support subscription?

Support services start from the time you install your support subscription, Help
us to help vou by activating your support account now so we may keep yvou
apprised of updates, upgrades, and other important product announcements,

Intel® System Debugger Components:
Intel® Systern Debugger 2017
Intel® Debug Extensions for WinDbg* 2017
(exclusively for Intel® Systern Studio 2017 for Windows* target)
OpenQCD* 0.8.0 library and source

MNOTE:
- Python* 2.7 will be installed. s

Back. | Mexk | [ Cancel

3. Click Next.
The Software License Agreement page is displayed.
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8 Intel(R) System Debugger 2017 o] = |z

Getting started End User License Agreement

L LU [IMPORTANT INFORMATION ABOUT YOUR RIGHTS, OBLIGATIONS AND THE -
License activation USE OF YOUR DATA - READ AND AGREE BEFORE COPYING, INSTALLING OR | |
A USING

Options This Agreement forms a legally binding contract between you, or the company or
other legal entity ("Legal Entity™ for which you represent and warrant that you have
the legal authority to bind that Legal Entity, are agreeing to this Agreement (each,
"You" or "Youry and Intel Corporation and its subsidiaries (collectively “Intel”)
regarding Your use of the Materials. By copying, installing, distributing, publicly
displaying, or otherwise using the Materials, You agree to be bound by the terms of
this Agreement. If You do not agree to the terms of this Agreement, do not copy,
install, distribute, publicly display, or use the Materials. You affirm that You are 18
years old or older or, if not, Your parent, legal guardian or Legal Entity must agree
and enter into this Agreerment.

¢ Installation

Complete

DATA COLLECTION. The Materials may contain certain features that generate,
collect, and transmit data to Intel about the installation, setup, and use of the
Materials. The purposes of data collection are; 1) to verify compliance with the
terms of this Agreement; and 2) to enable Intel to develop, improve, and support

Intal's neadurte and camirac WWhan data e callactad tn varifu comnlianea with tha

[¥11 accept the kerms of the licensei [ Save ] [ Print ]

’ Back ] [ fexk ] ’ Cancel ]

4. If you have accepted the software license agreement, click Next.
The Activation page is displayed.

@Intel(R) Systern Debugger 2017 EI E] @

Getting started Activation
License agreement @ I have a serial number and want to activate and install my product

O License activation How to buy

[ How ko find my serial number
Options

nstallation Activation requires Internet connection.

i Complete

Evaluate this product {no serial number required)

(7) Choose alternative activation

Use a license file or a license manager, because this system may not be set for successful
Internet connection.

5. Choose the desired option to provide your license and click Next.
You will see the installation summary page:
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@Intel(R) Systern Debugger 2017 EI E] @

Intel{R}) System Debugger 2017

Getting started :
Installation Summary

License agreement

) . : Intel System Debugger 2017
License activation
) Destination Folder{s):

Q Options C:%Program Files (x86)\IntelSWToals

+ Installation Following components will be installed:
Intel Systermn Debugger 2017

i Complete

Configuration Options:

“eclipse_mars).

Space required: 0.0B Space available: 29GB

Integration with Eclipse* software (C:%WProgram Files {(x86)\IntelSWTools

Back ] [ Custaomize ]l Mext | [

Cancel

6. In the next step the installer asks for an Eclipse* installation, to integrate the System
Trace plugins. If you do not have a compatible Eclipse* installation already (see pre-

requisites) on your system, the ISS package comes with

an Eclipse* installation, which

fulfills all pre-requisites required for the System Trace plugin integration. This pre-
configured version is set as Eclipse* location by default in the dialog shown below. Using
this Eclipse, no Internet connection is required. Simply click Next in this case.

@ Intel(R) Systern Debugger 2017

Getting started & Eclipse* Integration
License agreement
License activation = Eclipse path: C:“Program Files {x86)5\IntelSWToolsheclipse_mars

() Options

e Eclipse* 4.4-4.6
+ Complete

Eclipse path:

71 Do not integrate into Eclipse® IDE

rmore information regarding Eclipse™ integration,

@ Install Eclipse* IDE configured for integration with Intel Systern Studio

' ) = Integrate with my existing installation of Eclipse; compatible with the
H Installation = following versions {requires Internet connection for plug-in configuration):

See IntellR) Systern Debugger 2017 installation quide {requires PDF reader) far

=) & s

Erowse

Back ] [ Install

] [ Cancel

10
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If you want to integrate into your own Eclipse* installation, choose the location of your
Eclipse* installation, for example, C:\eclipse:

Please note that a working Internet connection is required as your Eclipse*
installation might need to download dependent plugins.

If you are not interested in the Eclipse* integration, select Do not integrate into
Eclipse* IDE.

7. After clicking Install, the installation starts.

NOTE: The display of the option: Integration with Eclipse* software depends on your selection.
@Intel(R} System Debugger 2017 E’E‘@

Getting started ¥, Installation

License agreement Installation complete message will be shown when done
Installing component 3 of 4

License activation
Options . ) )
Zi\ProgramDatat Intelinstaller\Par allelStudio|cachew_svs_dbg_p_2017_0_0_041

Q Installation
| |

+ Complete

Back Met

When the installation is finished, the following page indicates the installation success.
@Intel(R} Systern Debugger 2017 E”F‘@

Getting started ¥, Complete

INSTALLATIONCOMPLETE  cinteP

Click “Finish” to view a “Getting Started Page®
for lots of helpful information to get you started

License agreement
License activation
Options
Installation

O Complete

Cliclk here to create your support account on Intel® Software Developrment Products

Registration Center web site,

Back Cancel

11
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8. Click Finish to close the installation dialog box.

12
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3.3 Installation Troubleshooting

Symptom

Solution

The Eclipse* installation does not work or the
installation takes very long time.

Make sure that you have the correct Eclipse*
version installed (Eclipse* Mars.2) and you have a
working Internet connection. If you are behind a
firewall and need a proxy for Internet access, make
sure this proxy is correctly set in Eclipse* (Window
> Preferences > General > Network Connections).

Eclipse* is not showing the System Trace
perspective in the Open View window.

Make sure your system fulfills the requirements,
including Java* 1.8 64bit and Eclipse* Mars.2
64bit.

The installation cannot write to the default
installation location

Make sure you install the Intel® System Debugger
2018 package with administrator rights.

My old System Trace workspace/project does not
work with the newly installed Intel(R) System
Studio.

Make sure you have created a new System Trace
project. If this does not work, please create a new
Eclipse* workspace and a new System Trace
project.

A workspace in the installation directory does not
work

User files, such as Eclipse* workspaces, should
never go to system sensitive directories. Please
create your workspace in your user home directory
or any other directory where the current user has
write access.

The installation aborts and no meaningful error
message is displayed.

If this is the case, the installer has most likely
written log-files, which helps identifying the
problem. The log-files can be found at the following
location:

C:\Users\<username>\AppData\Local\Temp\
pset _tmp ISS 2018 <username>\

Every install run will create a sub directory marked
with date and time. Inside you will find log-files,
which provide information on the possible root
cause.

13
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4 Installing the System Trace Eclipse*
Plugin Manually

If the Eclipse* plugin integration of the Intel® System Debugger 2018 fails, you can install
the System Trace Eclipse* Plugin manually as described in the subsequent sections.

4.1 Pre-requisites:

e A working Eclipse* 64-bit Mars.2 for C/C++ developers
https://www.eclipse.org/downloads/download.php?file=/technology/epp/downloads/relea
se/mars/2/eclipse-cpp-mars-2-linux-gtk-x86_64.tar.gz

or
a working Eclipse* 64-bit Neon.1la for C/C++ developers

http://www.eclipse.org/downloads/download.php?file=/technology/epp/downloads/releas
e/neon/la/eclipse-cpp-neon-la-linux-gtk-x86_64.tar.gz

e Java* RE version 1.8 64-bit or higher

4.2 Installation

1. Start Eclipse* and close the Welcome page.
r
S C/C++ - Eclipse

File Edit Source Befactor Mawvigate Search  Project Bun Window  Hel

E Wielco @

i

Welcome to the Eclips

14
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2. Select Help > Install New Software.

= C/C++- Eclipse

File Edit Source Refactor Mavigate Search Project Run  Windows

" Welcome 2
i

Welcome to the Ecli B

(% Overview
Get an overview of the features

@;-- , Samples

Ty Try out the samples

Welcome
(7)) Help Contents
E search
Dynarmic Help
Key Assist... Ctrl +Shift+L

Tips and Tricks...
Report Bug or Enhancement..,

Cheat Sheets..,

Check for Updates

Developers

Install Mew Software...

Installation Details

Eclipse Marketplace..,

o I Hale

About Eclipse

KV Find oLt what 15 new

The following Install dialog box is displayed.

3 Instal
Available Software

Select a site or enter the location of a site.

= )

(]

i

Work with:”

type filter text

Name
[ @ There s no site selected.

SelectAll | [ DeselectAll

&
v Add...
Find more software by working with the "Available Software Sites” p

Version

€s.

Details

Show only the latest versions of available software

Group items by category

[} Show only software applicable to target environment

[V] Contact all update sites during install to find required software

Hide items that are already installed
What is already installed?

©)

< Back Next > FEinish

Cancel

3. Click Add ... at the top right corner of the dialog and select the Intel® System Debugger
2018 plugin source. The following dialog box is displayed.

15
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& &dd Repository @

MName: Local..,

Location;: fiIE:HC:fPrngram Files (x86)/IntelS\WToolsfsysterm_tracefec Archive.., |

'r:?;' Ok l ’ Cancel ]

4. Click Local ... to add a local Eclipse* repository. Select the following path: <INSTALL-
ROOT>\system trace\eclipse repository

5. Click OK.

A dialog box is displayed, where you can select the plugin “"System Trace” and “System
Trace, Skylake Trace”. Make sure you have set the checkboxes exactly like shown in the
screenshot below, otherwise you might not see the “"System Trace, Skylake Trace”

component.
> Install - ®
Available Software
Check the items that you wish to install. Jf
Workwith: | Intel(R) System Debugger - System Trace - metadata - file:/C:/) vl hdd..
Find more software by working with the "Available Software Sites” preferences.
type filter text
pme Version
[0 Intel(R) System Debugger - System Trace
Select All Deselect All
Details
Show only the latest versions of available software [] Hide itemes that are already installed
[¥] Group items by category What is already installed?
[ Show only software applicable to target envirenment
[] Contact all update sites during install to find required software
@ < Back Nedt > it T

6. Click Next.
The following dialog box is displayed.

16
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Install Details

Review the items to be installed.

Mame

@ Intel(R) System Debugger - System Trace
(i Intel(R) System Debugger - System Trace integration

Version

1.0.0.201604280410-46889
1.0.0.201604280411-46889

Id

comiintel. debuggertrace feature.g..
com.intel.debugger.trace public fe...

Size: 56 KB
Details

@

7. Click Next.

The license is displayed.

ntel.

17
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Review Licenses

Licenses must be reviewed and accepted before the software can be installed.

Licenszes:

License text:

& IMPORTANT INFORMATION ABOUT YOUR RIGHTS, OBLIGATIONS AND THE USE O

IMPORTANT INFORMATION ABOUT YOUR RIGHTS, OBLIGATIONS
AMD THE USE OF YOUR DATA -
\nREAD AND AGREE BEFORE COPYING, INSTALLING OR USING

This Agreement forms a legally binding contract between you, or
the company or

other legal entity ("Legal Entity") for which you represent and
warrant that you

have the legal authority to bind that Legal Entity, are agreeing to
this

Agreement (each, "You" or "Your") and Intel Corporation and its
subsidiaries

(collectively "Intel") regarding Your use of the Materials. By
copying,

installing, distributing, publicly displaying, or otherwise using the
Materials,

You agree to be bound by the terms of this Agreement. If You do
not agree to

the terms of this Agreement, do not copy, install, distribute,
publicly display,

or use the Materials. You affirm that You are 18 years old or older
or, if not,

Your parent, legal guardian or Legal Entity must agree and enter
into this

Agreement.

-~

(®)] accept the terms of the license agreement

()1 do not accept the terms of the license agreement

@

Next » Enish || Concel

8. Accept the license and click Finish.
The installation starts.

@ Installing Software

Downloading com.infineon.stt.rules.ui

Always run in background

[Run in BackgroundJ [

Cancel || Details>> |

9. Confirm the installation of unsigned 3rd party plugins with OK.

18
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= Security Warning

installation?

Warning: You are installing software that contains unsigned content. The authenticity
' % orvalidity of this software cannot be established. Do you want to continue with the

e

| ok

][ Cancel ][ Details »> ]

10. After successful installation, restart Eclipse*.

= Software Updates

restart now?

You will need to restart Eclipse for the changes to take effect. Would you like to

Yes I [ No

4.3 Plugin Installation Troubleshooting:

Symptom

Solution

the perspective. Instead the Eclipse* Welcome
page is shown

The System Trace does not appear after selecting

Close the Eclipse* Welcome page by clicking the
“X” right to the Welcome tab. Open the System
Trace perspective as described in section 10.

Eclipse* does not install the plugins due to
unsigned content

Confirm any dialog boxes about unsigned content
during the installation of System Trace with OK.

the plugins manually

I cannot find the local Eclipse* repository to install

Make sure you installed the Intel® System
Debugger 2018 package correctly.

Try to re-install the package and skip the Eclipse*
integration step during the installation.

The installation takes very long time

If you integrate into your own Eclipse* installation
it can be that some plugins need to be fetched
from the Internet. If your internet connection is or
does not work at all, this step might take long until
Eclipse* runs into a timeout. If you are behind a
firewall and need a proxy for Internet access, make
sure this proxy is correctly set in Eclipse* (Window
> Preferences > General > Network Connections)

19
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5 Starting System Trace in Eclipse*

This chapter shows you how to start the System Trace.

1. Start Eclipse*. The pre-configured default Eclipse* installation can be found in
<INSTALL-DIR>\eclipse_mars, e.g.:
C:\Program Files (x86)\IntelSWTools\eclipse_mars\eclipse.exe.

Important note:

If you have an existing workspace containing an old System Trace project this project is
probably not compatible with the newly-installed System Trace anymore.
Recommended procedure: Whenever you install a newer version of Intel® System
Studio including the System Trace, please create a new Eclipse* workspace or at least a
new System Trace project.

2. To open the System Trace plugin, go to Window > Open Perspective > Other.

= C/C++ - Eclipse o|[-E @
File Edit Source Refactor Navigate Search Project Run Help
- S i) -1 Ko« < New Window frdes@rip~-0 Q@ RNi®™E 5~
ST v v New Editor Quick Access 5 | (B c/ce+
| Hide Toolbar
LCI Project Explorer 22 =58 | =g @M. T = g
s i Open Perspective » | %5 Debug .
= Show View » | 80 Team Synchronizing -

Customize Perspective... Other...
Save Perspective As...

Reset Perspective...

Close Perspective

Close All Perspectives
Navigation >

Preferences

[£¢ Problems 32 Task Console . = = B
0 items

Description : Resource Path Location Type
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S Open Perspective F= @
%C;’C++

B Cws Repaository Explaring
ﬁDebug

H Device Trace Tool

[ sit

a’Jaua

:a,JJaua Bromesing
EJJaua Type Hierarchy
@?JauaScript

<= Plug-in Development
9 Resource (default)
H System Trace
E9Team Synchronizing
@ ek

3 ML

[ ok J[ concel |

3. Choose System Trace as perspective.

The System Trace default window is displayed. The first time you launch the System
Trace will show a welcome dialog, which guides you through the first steps.

= Systern Trace - Eclipse (=@ ][]
File Edit Mawigate Search Intel System Studio  Project  Analyse Run W¥indow  Help

B PEE CRL R = 0 R R Quick Access | B B cces [ Sytem Trace
[ Project Explorer 52 = B | &0 T = 8 = O

= Welcome ta Systern Trace (=]
Welcome to System Trace
@ Help me setup a new praject
) Import a project
[[] Do not show this dialog again
8] Trace Capture §2 5 Y =
[l Decode and display as data is received QK ] [ Cancel
AutomaticaHy extract trace data from target
memo
Configure target during capture start and stop
@ Error: No open Systern Trace project founc E] Bl Console 32 ThY Configurer " ce= 0

Mo consoles to display at this time,
@ Target Connection 53 g F£=0
Target Type: Mot selected

Connected:  Offline Mode

Connection: Mot selected

Target Status: ot Connected

Cores Status: Unknown

Options available on the Welcome to System Trace dialog:
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e Help me setup a new project
This option will guide you through the process of creating a trace project.

¢ Import a project
This option will open the Eclipse* import dialog to import existing trace projects.

5.1 Importing Example Rule Sets

The Intel® System Studio provides example rule sets for supported trace sources. For
example, to mark trace messages based on their origin. The example rules can be found in
<INSTALLDIR>\system_trace\examples\rules

To import these example rule sets do the following:

1) In the TMV Configurer view, open the rules view by clicking on the Open Rules View
icon:

@ TMV Configurer 3 O |

2) In the Rules view, click on the Open Rules button.

[E3 TMV Configurer Rules &2 Apply @ O T = O
3) In the Import Rule(s) Settings dialog browse to a rules file in the location mentioned
above.

4) Click OK and you should see the imported rules in the Rules view.
5) In the TMV Configurer view, you can now use the imported rules to filter, search or
mark trace messages.

5.2 Startup Troubleshooting:

Symptom Solution
Eclipse* is not showing the System Trace Make sure your system fulfills the requirements,
perspective in the Open View window. including Java* 1.8 64bit and Eclipse* Mars.2
64bit.
System Trace displays error messages when Make sure you have the right Java* RE installed.
restarting Eclipse* after installation Make sure you have Java* version >= 1.8 64bit
installed.
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6 Hardware Setup and Configuration

This chapter describes how to configure the target for doing live streaming using the
System Trace. Furthermore, it describes how to start and stop live tracing.

Note: If you experience problems during the connection procedure, please refer to
the trouble shoot section at the end of this chapter.

6.1 Connecting Hardware

Connect a USB cable to target side of the Closed Chassis Adapter (CCA) and to the solitary
USB port on the target board. Connect a USB cable to the host side of the CCA and to the
host running the Intel® System Debugger 2018.

6.2 Setting up BIOS

The Intel® Trace Hub needs to be enabled in the BIOS settings before tracing is possible. To enable this
functionality enter the BIOS and enable the following settings:

Intel Advanced Menu = PCH-10 Configuration = Trace Hub Configuration Menu = Trace Hub Enable
Mode > Set to value <Host Debugger>

Intel Advanced Menu = PCH-10 Configuration = DCI Enable (HDCIEN) — Set to ‘Enabled’
Intel Advanced Menu = CPU Configuration = Debug Interface = Set to value <Enabled>
Intel Advanced Menu = CPU Configuration = Direct Connect Interface = Set to value <Enabled>

Save and exit the BIOS.
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6.3 Setting up the Target for Event Trace for Windows
(ETW) Tracing

This section can be skipped if ETW is not of interest. Once Windows is installed on the target the ETW
drivers need to be installed on the target side. The drivers can be downloaded from:
https://platformsw.intel.com

Driver and service installation package: the driver and service installation package comes as a single
setup.exe package. Running the file installs both components. Select the setup.exe file and click Run as

Administrator option to start the installation.

Intel{R) Trace Hub Software - O

Please read the following license agreement. Press the PAGE DOWHMN key
to see the rest of the agreement.

INTEL SOFTWARE LICEMSE AGREEMEMT (Alpha /' Beta, -~
Organizational Use)

IMPORTANT - READ BEFORE COPYING., INSTALLING OR USING.

Do not use or load this software and any associated materials
(collectively, the " Software") until you have carefully read the
following terms and conditions. By loading or using the Software. you
agree to the tems of this Agreement. f you do not wish to so agree,
do not install or use the Software.

The Software contains pre-release "alpha” or "beta™ code, which
may not be fully functional and which Intel Corporation ("lntel™) may
substantially modify in producing amy "final™ version of the Software. e

Do you accept all of the terms of the preceding License Agreement? K you
choose Mo, Install will close. To install you must accept this agreement .

Yes Mo

Read the agreement and click Yes to continue with the installation.

Go through the guided installation and the final screen will appear as below.
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Intel{R) Trace Hub Installer

ongratulations! You are finishe
Congratulati 1Y finished
% installing your Intel(R) Trace Hub

~J

device.

Enjoy using the Intel{R) Trace Hub.

Driver Name Status

w Intel Comporation Intel{R) ... Device Updated

Intel(R) Trace Hub Software

0 Intel(R} Trace Hub Software Setup Completed.

OK

The installer displays a message after the installation process is complete. Indicating the Intel® Trace
Hub Driver is updated and Intel® Trace Redirect service is created. Click OK to close the window.

To verify that the setup was successful please execute the next three steps.

Step 1: Go to the Windows* device manager and check that the Intel® Trace Hub Device is listed
correctly under the System Devices hive without any error indications:
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= Device Manager
File Action View Help

= | B HE E BSS

| ACPI Processor Aggregator
ACPI Thermal Zone
ACPI Thermal Zone
Composite Bus Enumerator

Generic Bus

High precision event timer

Intel(R) 82802 Firmware Hub Device

Intel(R) Serial 10 GPIO Host Controller - INT3450D
Intel(R) Serial 10 12C Host Controller - A160
Intel(R) Serial 10 12C Host Controller - A161
Intel(R) Serial 10 UART Host Controller - 4127
Intel(R) Trace Hub Device

Microsoft ACPI-Compliant Embedded Controller
Microsoft ACPI-Compliant System

Microsoft System Management BIOS Driver

Microsoft Virtual Drive Enumerator
Microsoft Windows Management Interface for ACPI
MDIS Virtual Metwork Adapter Enumerator
Mumeric data processor

PCl Express Root Complex

PCl standard host CPU bridge

Plug and Play Software Device Enumerator
Power Button

Programmable interrupt controller
Remote Desktop Device Redirector Bus

Bl Slvlale Ganscian Midore Madel - 1611

Step 2: Now open the Windows* Services dialog (run services.msc) and verify that the Intel® Trace
Redirect Service status is “Running”. If not, start the service by right clicking on the entry and select Start.

- o EEH|

= Services
File Action View Help
@ ENEEN I D

% Senvices (Locall | R a0 i es (local)

Intel(R) Trace Redirect Service Name ’ Description Status Ste A
2% IKE and AuthlP IPsec Keying Modules The IKEEXT service hosts the Internet Key E..  Running Al

Stop the service “% Intel(R) PROSet Monitoring Service The Intel(R) PROSet Monitoring Service a

Restart the service
# 3 Intel(R) Trace Redirect Service Hosts a WCF service that provides ETW t
L Interactive Services Detection Enables user notification of user input for M

Description: . 2% Internet Connection Sharing (ICS) Provides network address translation, ad Dit

ET”VZ“t;:':CCZ;;’;’L‘r:tﬁ';;t:g:"c'j:iml £%, Internet Explorer ETW Collector Service  ETW Cellecter Service for Intemet Explerer... M

and redirects ETW traces to Intel(®) 5 IP Helper Provides tunnel connectivity using IPvBtra.. Running A

Trace Hub device. 2% IPsec Policy Agent Internet Protocol security (IPsec) supports ... Running M
% KtmRm for Distributed Transaction Coor... Coordinates transactions between the Distr... M
% Link-Layer Topology Discovery Mapper  Creates a Network Map, consisting of PC a... M
&% Local Session Manager Core Windows Service that manages local ... Running Al
&% Micrasoft Account Sign-in Assistant Enables user sign-in through Microsoft acc... M
£ Microsoft iSCSI Initiator Service Manages Internet SCSI (iSCSI) sessions fro... M
% Microsoft Keyboard Filter Controls keystroke filtering and mapping Di:
&% Microsoft Software Shadow Copy Provider Manages software-based volume shadow ... M
% Microsoft Storage Spaces SMP Host service for the Microsoft Storage Spa... M
£ Multimedia Class Scheduler Enables relative prioritization of work base... Av
£% Net.Tep Port Sharing Service Provides ability to share TCP ports over the... Dit
<% Netlogan Maintains a secure channel between this c... Mi
£ Network Access Protection Agent The Metwork Access Protection (NAP) age... M
£% Network Connected Devices Auto-Setup  Metwork Connected Devices Auto-Setup s... M v
< >

% Extended {, Standard

Step 3: Open the Registry Editor by executing “regedit” and verify if the folder Trace Hub is created
under “HKEY_LOCAL_MACHINE\SOFTWARE\Intel” and the value ETWRedirectService_PortNumber is set

to 20950. The target is now ready for ETW tracing.
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File

Edit View Favorites Help

Registry Editor

£

-8 Computer

. HKEY_CLASSES_ROOT

>
:> -« HKEY_CURREMNT_USER
4.

|| HKEY_LOCAL_MACHINE
> -}, BCDODDODDOD

5|, HARDWARE

bl SAM

i | SECURITY

4| SOFTWARE

b - . Classes

b - . Clients

y Intel

Basedrivers
Inflnst

. Metwork_Servic
b . Prounstl

b Ll PSIS

b- . Setup and Coni
- . Macromedia

- . Microsoft

»- ), ODBC

b - . Piriform

[ PR

>

-~

v

ab| ETWRedirectService_PortNumber

Type
REG_SZ
REG_SZ

Data

g not set)

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Intel\TraceHub

6.4 Configuring the Target Connection

Open the System Trace as described in the previous chapters.

You should see the following screen (System Trace startup screen):

ntel.
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= System Trace - Eclipse
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File Edit MNavigate Search Intel System Studio  Project  Analyse Bun  Mfindow Help

i (O EIEIE e i@ iyl -
I Project Explarer 22 = <f;>| T =8
BE) Trace Capture 53 4 T = B8

V| Decode and display as data is received

7 Automatically extract trace data from target
rrernory

V| Configure target during capture start and stop

@ Error: Mo open Systern Trace project founc u Bl Console 52 TMV Canfigurer

Mo consoles to display at this time,
@ Target Connection 52 & F =0

Target Type: Mot selected
Connected:  Offline Mode

Connection:
Target Status:
Cores Status:

Mot selected
Mot Connected
Unknowen

= le =]
Quick Access D’| @C;‘C++
= 8
ok =8

In order to configure the target, you need to create a Trace Project first. To do this select
File > New > Project... and browse to System Trace > Trace Project:
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(=] MNew Project

Select a wizard

Wizards:
type filter text

(= CVS

[» [ Eclipse Modeling Framework
> (= EJB

[ = Java

[+ [ Java EE

[ (= JavaScript

[ (= JAKB

= IPA

[» = Plug-in Development

4 [ System Trace

L Trace Project

[ = Web

@ < Back

Cancel

Click Next and enter a project name in the following dialog.

e MNew Trace Project

Create a new System Trace project.

- o N

Project name: | Test Trace Project]

Use default location
Laocation: C:\User-runtime—New_configuration\Test Trace Pr

Choose file systern: | default

Browse...

@ < Back

Nexut >

Cancel
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After creating the Trace Project, click on the Configure Target Connection button to
specify the target you are using:

D Target Connection 53 & = B8
Target Type: Mot selected

Connected:  Offline Mode

Connection: Mot selected

Target Status: Mot Connected

Cores Status: Unknown

In the following dialog, specify the target and the connection type:
= Startup Wizard = =

Target Connection

Target: fth Generation Intel(R) Core(TM) Platform /0 W
Connection Type: [Intel(R) DCl OOB P
localhost 13000

[v] Atternpt to configure Intel(R) DFx Abstraction Layer in 'C:\Intel\DAL'.

{?3' < Back Mext = Einish Cancel

If you want to configure the DAL installation automatically, make sure Attempt to
configure DAL installation is checked.

Confirm this dialog with Finish.

Now the connection type is set and in case Attempt to configure DAL installation is
checked, the right DAL configuration files are selected automatically, which is indicated in
the Eclipse* console view, e.g.:
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B Console &2

System Trace Tool

7| = =4
w BB | Ter-

15:41:45 [INFO] Copyving DAL configuration: C:\Intel\DAL\TopoConfig.SKL_SPT_DCI_ReferenceSettings.xml -> C:\Intel\DAL\TopoConfig.xml

15:41:45 [INFC] Copying DAL configuration: C:\Intel\DAL\HostConfig DCI SKL.xml -> C:\Intel\DAL\HostConfig.xml
15:41:45 [INFC] Succezssfully copied 2 DAL configuration file(s).

To connect to the target, click on the Connect button. It is shown as un-plugged connector,
which means the current state is disconnected.

D Target Connection 53 ~ = O

Target Type: Mot selected
Connected:  Offline Mode
Connection: Mot selected
Target status: Mot Connected

Coaores Status: Unknown

The System Trace is now trying to connect to your target using the connection type you
specified just before.
2

= Connecting to target... =]
'0' Connecting to target...

Diﬂlways run in background;

Run in Background Cancel Details > =

NOTE: Connecting for the first time can take up to 5 minutes as the CCA firmware might need to be
updated. Check the messages in the console window to see if such an update is still progressing.

Once this is done, the System Trace will indicate that the target is now connected by
updating the status in the Trace Capture view to Connected. The connection icon also
changed to a plugged connector to indicate connected state.

NOTE: The state Connected means that the System Trace is connected to the selected target system.
Connected does not mean that the Intel® Trace Hub is already configured. The configuration of
the Intel® Trace Hub is done when the capturing starts (see next paragraphs).
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The Target Connection dialog also shows the current Target Status and Core Status:

Connected: Connected
Connection:  Intel(R) DC|I QOB
Target Status: Ok

Cores Status:  Running

6.5 Configuring and Selecting Trace Sources Using
Example Projects

The Intel® System Studio provides example projects for supported trace sources. These
examples are located in the following directory:
<INSTALLDIR>\system_trace\examples\projects

To import such a project do the following in Eclipse*:

1) Open the System Trace as described in the previous chapters

2) Select File > Import...

3) Select General > Existing Projects into Workspace and click Next

4) Select as archive file one of the example projects in the location mentioned above.
5) Click Finish

The example trace project should occur in the Project Explorer. Inside this project, you will
find an example configuration in the folder configuration. Open this configuration.

To start tracing you only need to specify the target you are using and click Connect.

@ Target Connection &3 & - o

In the following dialog specify the target and the connection type.
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Target Connection

Target: |Eth Generation Intel(R) Core(TM) Platform 1/O

Connection Type: |§InteI{R} DCl 006

Socket address: | localhost Port | 13000
Atternpt to configure Intel(R) DFx Abstraction Layer in "Chlnte\DAL'

6.6 Select Trace Sources

A trace configuration needs to be created in order to specify the trace sources you want
to enable. Right-click on the configuration node in the Project Explorer view and select
New > Trace Configuration.
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P

e Systern Trace - Eclipse Platform
File Edit Mavigate 3earch Project Analyse Run  Window Help

=&

CEEIEN A e e

Ly Project Explorer 3 = B
= <L=‘b =
4 = MyProject
= capture
. E? EDHF:H..uq+:n“
= e M b | T Project..
5o Into % File
= Copy Ctrl+C j Trace Configuration
Paste Ctrl+% [ % Folder
W Delete Delete F9 Bample..
Mowe..,
Renarme F2 7 Other.. Ctrl+M

Specify a name for the new trace configuration in the New Trace Configuration dialog and
click on Finish.
% Mew Trace Configuration =

Trace Configuration File
Enter or select the parent folder:
Test Trace Project/configuration

1= RemoteSystemsTempFiles
4 2 Test Trace Project
(= capture

(= configuration

= sessions

File name: | SKL Configuration.tracecfg

Advanced > >

At the bottom of this editor, you will find different trace source configuration tabs, which
provide trace source specific configuration parameters, such as:
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1
4

ETwW | Configuration

Inside these tabs, you can select/configure different trace sources.
When the configuration is finished, save the file by selecting File > Save.

NOTE: It is important that to save your configuration at the end. Otherwise, the System Trace cannot
configure the target correctly.

6.6.1 Enabling and Configuring BIOS and CSME traces

You only need to follow the steps in this sub-chapter if you are interested in BIOS and CSME traces.

To enable and configure BIOS and CSME trace sources, go to the Configuration tab in the Configuration
editor and select the BIOS and CSME checkboxes.

Trace Profile: |BIOS Reserved Trace Memory [

Available Trace Sources Trace Destination Information
C5ME |Verbose w ElO5 Reserved Mermory Ring Buffer

| BIOS
Cx0000000086600000...0e000000002866FFFFF

Reload

CSME tracing verbosity can be set to Verbose or Normal.

Also, select the trace profile. The trace profile specifies where the traces will be sent. The default is
Streaming to Intel(R) DCI OOB.

Save the configuration by selecting File > Save.

6.6.2 Fnab)ling and Configuring Architectural Event Traces
AET

You only need to follow the steps in this sub-chapter if you are interested in AET traces.

AET gives the user core level P- and C-state transitions. It also provides visibility into all of
the power management MSRs (e.g. energy and perf bias) and MWAIT requests. Therefore,
AET allows the user to see what the OS is doing to the system behind the scenes. Since the
cores are down during package level c-states, no visibility is provided there. Also included
are interrupt/iret and exception/fault/trap tracing, so the user can see e.g. what events are
influencing performance, waking cores from sleep, etc.
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Refer to the AET introduction slide set to get more information about the AET technology.
The slide set can be found in
<INSTALLDIR>\documentation_2018\en\debugger\iss2018\system_debugger\system_trace
\aet_introduction.pdf

To enable AET traces please do the following:

36

1) Check the Architectural Event Trace checkbox in the main configuration panel, like
described in chapter 6.6, Select Trace Sources:

Trace Profile: | (none) W
Available Trace Sources Trace Destination Information

L] CSME  Verbose Streaming Mode

[ ]BIOS

Intel(R) DCl QOB

2) Select the AET tab on the bottom of the configuration editor:
S Source & Destinatiu:unl AET [ETW

3) If the AET tab was selected, the AET configuration should show up:

Config 0 Thread Assignment
a [ TARGET

[[1Enable RIC [+]Enable LIP a4 []PKGD

Event Description Enable LBR a[]co
HW_INTR  HW Interrupt trace enable |:| [1To[Po]
IRET IRET trace enable | a[] Eﬂ [Pl
EXCEPTIOM Exception trace enable [l [] TO[P2]
SR MSR trace enable | [1T1[P3]
POWER Power management trace enable [

10 | trace enable [l

SGX Enclave event enable |:|

WEBINYD WERBINYD trace enable |

ShI SMI trace enable |

MWAIT MOMITOR/MWAIT trace enable [ ]

Reset Defaults

Mew Configuration | | Clone Configuration
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Please make sure that the Enable AET checkbox is selected. In the AET
configuration panel, you can turn on or turn off specific AET events.

NOTE: 1If you stream via Intel(R) DCI OOB, please note that the bandwidth is limited. When enabling all
AET events in the configuration panel, AET might generate a high volume of data, which might
lead to errors in STT, due to the maximum available Intel(R) DCI OOB bandwidth.

4) Save your configuration by clicking the save icon in the main Eclipse toolbar or use
CTRL-s.

5) Start Live Tracing, like described in chapter 6.9

6.7 Select Trace Destination

In the trace configuration editor, you can select the trace destination by selecting a Trace
Profile:

[ SPTLP_C1 [Skylake PCH-LP C1] 52

Trace Profile: | (nong) W

The default is Streaming to Intel(R) DCI OOB. Each trace destination has different
implications regarding the trace scenario that is being run. It is important to understand
these implications before selection a destination. The following options are available:

e Streaming to Intel(R) DCI OOB
This streaming profile setting writes all trace events to the Intel(R) Direct Connect
Interface (Intel(R) DCI) USB port that is also used for connecting and configuring the
target system. This profile supports tracing through reboots of the target system.
This profile implies that the trace tool is connected to the DUT over Intel(R) DCI OOB
at all times. The data bandwidth of the trace is limited by the USB data path. Too
high data rates can result in loss of trace events. Try using BIOS allocated memory if
this happens

e BIOS Reserved Trace Memory
The BIOS reserved memory buffer profile requires BIOS setup for memory allocation
and programming of the Intel® Trace Hub destination addresses. Review the Trace
Hub section in the BIOS setup for reserving trace memory. This method is only
available after BIOS has booted and cannot be used to analyze reset issues, as the
memory gets reset and cleared on a target reset as well. The benefits of using this
method are the virtually unlimited data bandwidth and the fact that a system can
collect traces without an active connection to the trace tool. A connection to the
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trace tool is only needed when the trace is captured from the memory buffer.

e Intel(R) Trace Hub Memory
The Intel® Trace Hub has a small on-chip memory buffer that is always accessible.
Using this profile supports tracing through reboots of the target system. The main
benefit of this profile is the analysis of early boot failures of a platform or a fallback
when other destinations cannot be used due to hardware issues (for example no
system memory or USB access). However, since this buffer is small, it can only hold
a few trace events before the older ones get overwritten.

Once you selected the trace destination, save the configuration by selecting File > Save.

6) Starting Live Tracing.

NOTE: When analyzing the live traces, you might want to switch on the AET specific columns. To do this
open the Message View Select Columns dialog, by clicking on the following icon in the
Message View toolbar:

You will find a section called AET in the column tree, where you can enable columns you are
interested in. For more information about Message View columns, please refer to chapter 7.5

Basic Trace Analysis: Selecting Trace Fields to be Displayed.

The following table describes AET events, which can be enabled including references to the
Intel® 64 and IA-32 Architectures Software Developer’s Manual for more information. The
document can be downloaded here: http://www.intel.com/content/www/us/en/architecture-
and-technology/64-ia-32-architectures-software-developer-manual-325462.html

HW_INTR

Enable events triggered by hardware interrupts, those are interrupts
#32..255 across all IA processors in the system. Please refer to the
Intel(R) Software Development Manual, volume 3, chapter 6 (Interrupt
and Exceptions Handling)

IRET | Enable events triggered by execution of the Interrupt Return Events
(IRET) instruction. This is used to return from interrupt/exception/fault
handler. Please refer to the Intel(R) Software Development Manual,
volume 2, chapter 3 (Instruction Set Reference, A-M)
EXCEPTION | Enable events triggered by Exceptions or INTn. Exceptions are the first

32-interrupt vectors, which are reserved by Intel to report specific
instruction execution error conditions like page-faults. Please refer to the
Intel(R) Software Development Manual, volume 3, chapter 6 (Interrupt
and Exceptions Handling)
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MSR | Enable events triggered by CPU Model Specific Register (MSR) read/write
accesses using RDMSR/WRMSR instructions. Please refer to the Intel(R)
Software Development Manual, volume 3, chapter 35 (Model Specific
Registers) and volume 2, chapter 4 (Instruction Set Reference, N-Z)

POWER | Enables events triggered by thread-level C-state activity. Please refer to
the Intel(R) Software Development Manual, volume 3, chapter 14 (Power
and Thermal Management)

IO | Enable events of data transfers to and from input/output port(s) issued
by the IN and OUT instructions. Please refer to the Intel(R) Software
Development Manual, volume 1, chapter 17 (Input/Output)

SGX | Enable events triggered by Intel(R) Software Guarded Extensions
(Intel(R) SGX) entries and exits. Please refer to the Intel(R) Software
Development Manual, volume 3, chapter 37 (Introduction to Intel(R)
Software Guard Extensions)

WBINVD | Enable Write Back and Invalidate Cache events. Please refer to the
Intel(R) Software Development Manual, volume 2, chapter 4 (Instruction
Set Reference, N-Z)

SMI | Enable System Management Interrupt (SMI) events of entries and exits
from System Management Mode (SMM). Please refer to the Intel(R)
Software Development Manual, volume 3, chapter 34 (System
Management Mode)

MWAIT | Enable Monitor Wait (MWAIT) events, e.g. triggered by OS requests for
lower power states. Please refer to the Intel(R) Software Development
Manual, volume 2, chapter 3 (Instruction Set Reference, A-M) or volume
3, chapter 8.10.4 (MONITOR/MWAIT Instruction)

6.7.1 Enabling and Configuring ETW traces

You only need to follow the steps in this sub-chapter if you are interested in ETW traces.

ETW (Event Tracing for Windows) is the event tracing mechanism, available on windows for capturing
trace logs from drivers and applications. ETW can be configured in the ETW Panel.

NOTE: For capturing ETW traces, the target needs to be setup first. To do so, install the Intel® Trace
Hub Driver, which is part of the Intel release drivers, which can be downloaded here:
https://platformsw.intel.com
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The setup is described in chapter Setting up the Target for Event Trace for Windows (ETW)
Tracing.

Choose the ETW Tab in the STT configuration editor for configuring ETW traces.

] cfgtracectg 22

grget Details

Target Name/IP

........

Select the Enable ETW Trace checkbox.

[ cfgtracecfg &2

Enable ETW Trace
Target Details

| | Connect @
Target Name or IP : | 10.223.18.27]

Port Number: | 20950

Enter the IP address or DNS name of the target for connecting to do the trace configuration. Click on
connect. The target will listen to TCP port 20950 by default.

If you want to use a different port then you should change the target side port as well. Please follow the
IntelTraceHub Driver installation document.

When the connection to the target is established, the view lists available ETW trace providers. Select the
trace providers you are interested in.
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O *cig.racecig &2 = A

Enable ETW Trace
Target Details

— Connect
Target Name or IP: | 10.223.12.27
Clear
Port Number: 20930
Disconnect

Trace Provider Details

Provider Properties

Filer: || Trace Level Trace Keywords

Selected Providers

CRITICAL

Application Papup ~
Application-Addon-Event-Provider ERROR
Cisco-EAP-FAST .
Cisco-EAP-LEAP WARNING
Cisca-EAP-PEAP ;
CodeMarkers INFORMATION
Error Instrument VERBOSE
LocationNotifications
LsaSrv

McAfee Anti-Virus File System Filter Driver £
Microsoft-Antimalware-AMFilter
Micrasoft-Antimalware-Engine <<
Microsoft-Antimalware-Protection
Microsoft-Antimalware-RTP
Microsoft-Antimalware-Service
Microsoft-IE
Microsoft-lE-JSDumpHeap
Microsoft-EDVTOOL
Microsoft-IEFRAME
Microsoft-JScript v Match Any Keyword Match All keywords
< >

Apply

Follow the steps as displayed in the image below. When you are done with selecting and configuring a

particular trace source, you can repeat the steps in order to select another trace source.

3 *cfgtracecfg 2
[¥]Enable ETW Trace

Target Details
= - Connect
Target Name or IP: | 10.223.18.27
Clear
Port Number: 20850
Disconnect

Trace Provider Details

Search/Filter for Provider Provider Properties

Filter: | TCP Selected Providers Trace Level Trace Keywords

ut:TcpipEndpeint ~

05 [
Microsoft-Windows-Tcpip-50M-Provider

Add Selected
ut:Tcpiplnterface to trace
ut:TcpipRoute
() VERBOSE
ut:TepipCtep

ut:TcpipDiagnosis

ut:Transfer

ut:ProcessldHint

ut:Endpoint

ut:Rss

ut:TcpipNdkpi

ut:TcpipCsDiag

1 utSendDath v

Set Trace Level

<

Oo0oOoo0oooooon

Match Any Keyword Match All keywords

Select to match all Apply @
selected keyword or any

ofthe k

ut:TcpiplListener <:
ut:TepipTch

ut:TcpipBind Select the keyword

ETW | Configuration 1 @ L — |
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Save the configuration by selecting File > Save.

6.8 Select Trace Destination

In the trace configuration editor, you can select the trace destination by selecting a Trace

Profile:

[ SPTLP_C1 [Skylake PCH-LP C1] 52

Trace Profile: | (none) W

The default is Streaming to Intel(R) DCI OOB. Each trace destination has different
implications regarding the trace scenario that is being run. It is important to understand
these implications before selection a destination. The following options are available:

Streaming to Intel(R) DCI OOB

This streaming profile setting writes all trace events to the Intel(R) Direct Connect
Interface (Intel(R) DCI) USB port that is also used for connecting and configuring the
target system. This profile supports tracing through reboots of the target system.
This profile implies that the trace tool is connected to the DUT over Intel(R) DCI OOB
at all times. The data bandwidth of the trace is limited by the USB data path. Too
high data rates can result in loss of trace events. Try using BIOS allocated memory if
this happens

BIOS Reserved Trace Memory

The BIOS reserved memory buffer profile requires BIOS setup for memory allocation
and programming of the Intel® Trace Hub destination addresses. Review the Trace
Hub section in the BIOS setup for reserving trace memory. This method is only
available after BIOS has booted and cannot be used to analyze reset issues, as the
memory gets reset and cleared on a target reset as well. The benefits of using this
method are the virtually unlimited data bandwidth and the fact that a system can
collect traces without an active connection to the trace tool. A connection to the
trace tool is only needed when the trace is captured from the memory buffer.

Intel(R) Trace Hub Memory

The Intel® Trace Hub has a small on-chip memory buffer that is always accessible.
Using this profile supports tracing through reboots of the target system. The main
benefit of this profile is the analysis of early boot failures of a platform or a fallback
when other destinations cannot be used due to hardware issues (for example no
system memory or USB access). However, since this buffer is small, it can only hold
a few trace events before the older ones get overwritten.

Once you selected the trace destination, save the configuration by selecting File > Save.
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6.9 Starting Live Tracing

After completing the steps in the previous chapters, the Trace Capture view enables the
Begin capturing trace data from target button, like shown below:

f&] Trace Capture 3 ¥ =8

Decode and display as data is received
Autormatically extract trace data from target memory
Configure target during capture start and stop

Click on the Begin capturing trace data from target button to start the trace capture
process. The following loading screen appears:

Progress Information

./-._-.\.
[ |
. r

Starting trace on target, this might take some time...

Applying trace configuration to target..,

Cancel

In case no trace configuration was opened before, the following dialog pops up after clicking
the Begin capturing trace data from target button:

43



®
l n tel Intel® System Debugger 2018 - System Trace User Guide

= Start Trace Capture = =

Mo configuration for target type 'SPT-H B0’ found. Press Finish to create a new configuration file.

Filter: T = any character, * = any string.

|f*.tra cecfg

Matching items:

[ SPTH_BO.tracecfg - TraceProject/configuration

= TraceProject/configuration

Create File Cancel

Choose the trace configuration you want to apply and click Select. If you do not have a
trace configuration file click Create File to create a one.

6.9.1 Start Capture without Configuration

By default, the trace viewer configures the Intel® Trace Hub hardware for tracing and starts the capture
of trace data at the same time. This overrides any existing trace configuration. To capture just the data
without changing the hardware configuration setup earlier or by some other tool, uncheck this option in
the Trace Capture view:

BE] Trace Capture 3 o ¥ =8

Decode and display as data is received
[¥] Automatically extract trace data from target memory

Configure target during capture start and stop

Note: You can still apply the start capture configuration settings manually during a running capture using
the context menu of the Trace Capture view.
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B8
iE  Apply Start Trace Configuration

BE) Trace Capture &3

ecode and display as data is received:

1% Apply Stop Trace Configuration

Automatically extract trace data from target memory

Configure target during capture start and stop Streaming Decode Preferences

After completion of the connection procedure, trace messages received from the target are displayed in
the system trace, for example, for BIOS and CSME traces.

[=] MessageView001 52 = 0
Synchronize Go Tolndex 0 = Filter On | | Search On

Index FORMATTED GTS _Summary i

a 00h:00m:00s 000.000ms SVEN: l:Userl t:catalog msg s:catéd OxE80860002005F0020 m:00000000100017000000000)
1 00h:00m:00s 000.l66ms SVEN: l:Normal t:catalog mag s:cat64d OxEB0860002004100CE OF12000000000000 m:000000) E

2 00h:00m:00s 003.599ms SVEN: 1l:Userl t:catalog _msg s:catéd OxE80860002005F001A 00000000020000000000000000

3 00h:00m:00s 010.713ms SVEN: l:Userl t:catalog msg s:catéd OxE80860002005F000% 020000000900000002950400 m

4 00h:00m:00s 036.151lms SVEN: l:Userl t:catalog msg s:catéd OxE80860002005F0014 0500000002590400 m:0000000)

5 00h:00m:00s 047.057ms SVEN: l:Userl t:catalog msg s:catéd OxE80860002005F0014 010000000900000002950400000

[ 00h:00m:00s 052.780ms SVEN: l:Userl t:catalog msg s:catéd OxE80860002005F000% 0200000008000000092D0000 m

7 00h:00m:00s 0E80.630ms SVEN: l:Userl t:catalog msg s:catéd OxE80860002005F0014 08000000092D0000 m:0000000Y

2 00h:00m:00= 0953.398ms SVEN: l:Userl t:catalog msg s:catfd 0x80860002005F001A 0100000008000000092D000000)

k] 00h:00m:00s 137.071ms SVEN: l:Userl t:catalog msg s:catéd OxE80860002005F000% 020000000700000000000000 m

10 00h:00m:00s 187.486ms SVEN: 1:Userl t:catalog msg 3:catfd (0x30860002005F0014 0700000000000000 m:0000000)
'l 1 | | E=

Example for ETW traces:
Traceltracecfy  [S] Messageviewdi1 52 = B8

[¥] Synchronize Go ToIndex 0 = Filter On | | Search On

Index FORMATTED GTS _Summary Mipi Channel Mipi Master Mipi Source it
15 00R:00w:005 000.142ms Microsoft-Windows-TCPIP-->TCP: Commection OxFFFFEO00L4LE0SS0 stopping PushTimer timer, 3 32 Tindows
16 00h:00m:00s 000.147ms Micresoft-Windows-TCRIP-->TCP: comection OxFFFFEOD0LLEDSS0: Received data with mmber of bytes = 3 3z Tindows
17 00h:00w: 005 000.142m5 Microsoft-Windows-TCPIP-->TCPIP: SendDatagran OxFFFFDOOLFED96CE0 fell off the send fast path, Reaso. 3 32 Tindows
18 00h:00n:00s 000.20lms  Micresoft-Windows-TCRIP-->TCPIP: NEL OxFFFFEO001203CSA0 fell off the receive fast path, Feason: Des. 3 3z Tindows
19 00R:00m:005 000.209ms Micresoft-Windows-TCPIP-->TCP: commection OxFFFFE0001438EDL0 send posted posted 69 bytes at 2174185... 3 32 Tindows
20 00h:00n:00s 000.209ms Microsoft-Windows-TCRIP-->TCP: Comnection OxFFFFE000143BDL0 stopping SusTimer timer. 3 3z Tindows
21 00R:00m:005 000.209ms  Micresoft-Windows-TCPIP-->TCP: commection OxFFFFE0001438EDL0 send transmitted 69 bytes at 2174185385, 3 32 Tindows
22 00h:00n:00s 000.209ms  Micresoft-Windows-TCRIP-->TCP: comnection OxFFFFE0001433BDL0 3RTT neasurement started (seq = 217418... 3 3z Tindows
23 00R:00m:005 000.209ms Extended Event information not found 3 3z Tindows
24 00R:00m:00s 000.209ms Micresoft-Windows-TCRIP-->TCP: CTcp: Allocated blocks: 1; hssigned blocks: L. 3 3z Tindows
25 00R:00m:005 000.209ms Extended Event information not found 3 3z Tindows
26 00h:00n:00s 000.209ms  Micresoft-Windows-TCRIP-->TCPIF: SendDatagran OxFFFFDOOLFFEOFLO0 fell off the send fast path, Reaso... 3 3z Tindows
27 00R:00m:005 000.209ms  Micresoft-Windows-TCPIP-->TCP: commection OxFFFFE0001438BDL0 send posted posted 1653 bytes at 21741... 3 32 Tindows
28 00h:00n:00s 000.209ms Microsoft-Windows-TCRIP-->TCP: Comnection OxFFFFE0001433BDL0 stopping SusTimer timer. 3 3z Tindows
29 00R:00m:005 000.209ms Microsoft-Windows-TCPIP-->TCP: commection OxFFFFE0001438BDL0 send transmitted 1653 hytes at 2174185, 3 32 Tindows
30 00h:00n:00s 000.209ms Micresoft-Windows-TCRIP-->TCP: Comnection OxFFFFE0001438BD10 large Send Offload, Bytes in segment =. 3 3z Tindows
31 00R:00m:005 000.209ms Extended Event information not found 3 3z Tindows
3z 00h:00n:00s 000.209ms  Micresoft-Windows-TCRIP-->TCPIF: SendDatagran OxFFFFDOOLFFEOFLO0 fell off the send fast path, Reaso... 3 3z Tindows
33 00R:00m:005 000.209ms  Micresoft-Windows-TCPIP-->TCP: commection OxFFFFE0001438BDL0 send posted posted 1653 bytes at 21741... 3 32 Tindows
34 00h:00m:00s 000.209ms Micresoft-Windows-TCRIP-->TCP: Comnection OxFFFFE0001433BDL0 stopping SusTimer timer. 3 3z Tindows
s 00R:00m:005 000.209ms Microsoft-Windows-TCPIP-->TCP: commection OxFFFFE0001438BDL0 send transmitted 1653 hytes at 2174187, 3 32 Tindows
36 00h:00n:00s 000.209ms Micresoft-Windows-TCRIP-->TCP: Comnection OxFFFFE0001438BD10 large Send Offload, Bytes in segment =. 3 3z Tindows
37 00R:00m:005 000.209ms Extended Event information not found 3 3z Tindows
38 00h:00n:00s 000.209ms  Micresoft-Windows-TCRIP-->TCPIF: SendDatagran OxFFFFDOOLFFEOFLO0 fell off the send fast path, Reaso... 3 3z Tindows
39 00R:00m:005 000.209ms  Micresoft-Windows-TCPIP-->TCP: commection OxFFFFE0001438EDL0 send posted posted 949 bytes at 217418... 3 32 Tindows
an 00h:00n:00s 000.209ms Microsoft-Windows-TCRIP-->TCP: Comnection OxFFFFE0001433BDL0 stopping SusTimer timer. 3 3z Tindows
a1 00R:00m:005 000.209ms  Micresoft-Windows-TCPIP-->TCP: commection OxFFFFE0001438EDL0 send transmitted 949 bytes at 21741887... 3 32 Tindows
az 00h:00m:00s 000.209ms Extended Event information not found 3 3z Tindows
a3 00h:00u: 005 000.209m5 Microsoft-Windows-TCPIP-->TCP: CTop: Allocated blocks: 1) Assigmed blocks: L. 3 32 Tindows
44 00h:00m:00s 000.209ms Micresoft-Windows-TCPIP-->TCPIF: SendDatagran OxFFFFDOOLFFEOFLO0 fell off the send fast path, Reaso... 3 3z Tindows
as 00R:00m:005 000.233ms  Extended Event information not found 3 3z Tindows
a6 00h:00w:00s 000.233ms  Fxtended Event information not found 3 3z Vindows -
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If you want to change the decoder parameter for streaming, open the streaming decode preferences

dialog and set your preferred options.

B2 Trace Capture 23

[¥]:Decode and display as data is received:

Automatically extract trace data from target memory

Configure target during capture start and stop

-
= Preferences

Strearming Decode Streaming Decode

L]

(GX
i, Apply Start Trace Cenfiguration

.

%5 Apply Stop Trace Configuration

Streaming Decode Preferences

=[O ]

Add ar rermove engine and decode pararmeters used for live decode of data streaming off the target,

Use Case: |4l protocols decoding from live strearming IPC connection

Engine Pararneters

Parameter
configuration-dir
global-rmetadata-path
global-options-root
netawark
root-packetbype-path
session-dir-path

tirmesync-xml

Decoder Pararneters

Marrie Instance

MIPL Decader

)

alue
HINSTALLDIR) targets
$INSTALLDIR) targets
HAMSTALLDIR)targets Add
generic_strearming_netaork_guisxml Rermove
Roothdetalata.xml
${SESSIOMDIR)
TirmeSyncaxml
Pararneter Value
pathToOutputConfigFile  MipiOutputConfigGenericxml
Addd
Rermuowve
[Restore Defaults] [ Apply
[ Ok l [ Cancel

Close the dialog with OK and start live tracing.

NOTE: Changing streaming parameters is an expert setting and requires detailed knowledge about

decoders.
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6.10 Stop Live Tracing

To stop the live tracing, click the Stop capturing button in the Trace Capture view.

2

BE Trace Capture 532 ¥ = 8
P

[V|Decode and display as data is received:
[V] Automatically extract trace data from target memory
Configure target during capture start and stop

The System Trace stops the live streaming.

Progress Information

Stopping trace on target, this might take some time..,

Stopping data capture and decode...

Cancel

6.10.1 Stop Capture without Configuration

By default, the trace viewer configures the Intel® Trace Hub hardware to stop tracing and the capture of
trace data at the same time. This overrides any existing trace configuration. To avoid changing the
hardware configuration on capture actions, disable this option in the Trace Capture view:

A5 Trace Capture &3 < ¥ =8

Decode and display as data is received
Automatically extract trace data from target memory

["] Configure target during capture start and stop
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6.11 Disconnect from Target

To disconnect from a target, click the Disconnect button in the Target Connection view:

@ Target Connection 53 = B

The System Trace then will be disconnected from the configured target.

6.12 Hardware Setup and Configuration

Troubleshooting:
Symptom Solution(s)
The connection from the CCA adapter to the target 1) Use a USB2 (non-SuperSpeed) Type A to
using USB3 is not possible. The connection Type B cable to connect the CCA to the
procedure runs into a timeout. host.
2) The CCA does not use the USB protocol to
talk to the target, instead it uses the
Intel(R) DCI OOB (formerly known as
Boundary Scan Sideband Interface (BSSB)
protocol), which uses both single-ended
and differential signaling. It also uses the
SuperSpeed wires in a USB cable to
transmit the Intel(R) DCI OOB. Therefore,
an off-the-shelf USB cable will likely not
work. Please be sure to use the ~9” USB
SS cable that shipped with the CCA.
3) Connect the CCA to the target only using
USB3
The connection using the connect button in the Some target steppings (SPT AO, and likely BO)
System Trace does not work. require the following procedure:
1) Turn off the target
2) Connect the CCA adapter to the target and
the host.
3) Click connect in the System Trace panel
4) Wait 3-4 seconds, then switch on the board
The CCA adapter will not be recognized by the Make sure the Intel(R) Direct Connect Interface
Windows operating system. (Intel(R) DCI) drivers are installed probably. Please
check the Windows device manager if you find a
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device called Intel USB CCA Debug Class Devices.

The connection to the target takes long time and
the fails with a timeout message

If the Intel® Dfx Abstraction Layer library (DAL)
detects an old firmware on the CCA, the firmware
will be updated by DAL automatically during the
first connect to the target. In some cases the
connect procedure can run into a timeout and
display error messages on the Eclipse* console.
The firmware will only be updated at the first
connect and when an old firmware is detected. All
subsequent connects should run smooth.

If you ran into this timeout, please do the
following:

1) Close Eclipse*
2) Unplug the CCA adapter

3) Kill the DAL MasterFrame process
(MasterFrame.HostApplication.exe) using
the Windows* task manager.

4) Plug-in the CCA adapter

5) Start Eclipse* and follow the connect
procedure described in the user guide
again.

No trace events appear

1) Check if the configuration has the
necessary trace sources enabled

2) Check if “Configure target during capture
start and stop” was disabled by mistake.
The viewer skips any trace configuration if
this option is unchecked

3) Chose “Apply Start Trace Configuration”
from the Trace capture context menu

ETW: Error in Target Connection. Network issues.

Make sure the target is connected to the network
and has valid IP address. Make sure you can ping
the target from the host and vice versa. Make sure
the ETW service is running on target with a valid
port (e.g. default 20950).

ETW:Error in Start Trace Capture

Make sure that the Intel® Trace Hub device is
displayed in Windows Device Manager. If it is not
displayed, set the configuration in BIOS to enable
the Trace Hub device.
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6.13 Exporting Trace Configuration

The Trace Configuration represents selected trace sources and trace destination described in

sections: 6.6 and 6.7. The current state of the selected sources and trace destination is saved within the
Trace Configuration. The Trace Configuration can be exported into a specified folder in two ways:
exporting the Trace Configuration file (.tracecfg) or exporting it to Intel(R) Trace Hub binary file (.bin).
The “Intel(R) Trace Hub Binary for Intel(R) FIT” can be used to set Intel(R) Trace Hub registers from the
firmware when the platform boots. For more information on Intel(R) FIT and how to generate a
firmware with these settings, contact your Intel representative.

A Project can have multiple configuration files. A project with three Trace Configurations will be used as
an example below.

4 & TraceProject
> = capture
4 = configuration
[3% SPTLP_C1_1.tracecfy
[ SPTLP_C1_2.tracecfy
[§% SPTLP_C1_3.tracecfy
» [ sessions

Exporting to a folder can be done in two different ways:

1. Right-click on a .tracecfg file and go to Export in the context.
This option is available even if multiple configuration files are selected.

2. Right-click in the project explorer window and then in the context menu click on Export to see
the following Export wizard.
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Select

Choose export destination,

Select an export destination:

| type filter text

> |= General
i = Install
[» (= Run/Debug
4 [= System Trace
ﬁ Intel(R) Trace Hub Binary for Intel(R) FIT
[E] Trace Capture
[ Trace Configuration
ﬂ Trace Session
[» [ Team

Under the System Trace folder, select preferred export method: Intel(R) Trace Hub Binary for Intel(R) FIT
or Trace Configuration.

Clicking on Next navigates you to Export dialog where user must mention the destination folder for the
export.
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7

Trace Analysis Use-Cases

7.1

This chapter describes the most important use-cases for the System Trace and how they
can be used.

Importing an Existing Trace Capture
Archive/Trace Capture File (bin-file)

To import an existing Trace Capture Archive file, such as, one of the examples, which can be found in
<INSTALLDIR>\system_trace\examples\input, you need to import such a file into your trace viewer. To
import a sample System Validation Events (SVEN) trace included in a Trace Capture Archive or in a plain
bin-file:

1. Open System Trace integrated in Eclipse*.
2. Switch to the trace perspective.
3. Go to File > Import...

= System Trace Tool - Eclipse
Edit Mavigate Search Project Analyse Run  Window Help

Connection type: Mot selected

Mewy Alt+Shife+N » v - - - x| = Quick Arcess
Open File..,
Close Chrl+\
Close Al Ctrl+Shift -+
Save Ctrl+5
Save As..
Save Al Ctrl+5hift+5
Rewert
bove..
@ Renarne... Fz
&1 Refresh F5
Conwert Line Delimiters To 3
Print... Ctrl+P
Swvitch Workspace 3
Restart
f2g Import.
y Export.
Properties Alt+Enter
Exit
Target type: Mot selected El Console 2 ThiW Canfigurer
Connected: Mot connected E com.intel.debuggertrace.core

13:@6:44 [INFO] Message router process id: 3796

Eﬁl g cic++ [H Systern Trace Tool

[E=3 Eol =

= g
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4. Browse to System Trace > Trace capture.

= Import

Select

Select an import source:

type filter text

BE—=
(=

[ General

v T+

- = CWE

» = Git

o = Install

¢ = Remote Systerns

¢ = RPM

» = Run/Debug

4 [ System Trace
] Trace capture

[ Tasks

o 2= Team

: [ Tracing

3
@ < Back Finish

Cancel

Click Next.

5. Select the Trace Capture Archive by clicking Browse...

Locate sven_stp_data.tracecpt in the directory

<INSTALLDIR>\system trace\examples\input

If you want to import a bin file: select the *.* file filter on the bottom right corner of

the file browse dialog.

6. Select the Trace Project you want to import the data. If you do not have a project, type

in @ name for your new project and select Create trace project.
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7. Click Finish to import the Trace Capture Archive.
& Import Trace Capture = [
Import Trace Capture.

Ierigset & trd e Clpture

Trace capture: CAProgrm Files (EntenSstemn Suds 3015 \debuggerinrtemen Ertwet-

Truce praject  WhyPropcd =

| Criabe bade peephct

T <« Bnck b Finik | Cancel

8. In the Project Explorer, expand the capture node. You should see a sven_stp_data
entry.

9. Right click on the sven_stp_data entry and select Decode.

= System Trace Tool - Eclipse
File Edit Mawigate Search Intel Systern Studio  Project  Analyse  Bun Window  Help

e HEERE Qe e
[ Project Explarer 53 = <}~=='l">| & -~ = 0
a2 2 MyProject
4 [= capture
] sven_stp_data
+ = configural Decode
(& sessions Decode as.,
Rename..
Export.,
% Delete

Decode Preferences
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The sample trace is displayed in the trace viewer.

[ traceConfiguration.tracecfg

Synchronize Go ToIndex 0

MessageView001 52

= . Filter On | | Search On

Index

R I T A

W

11
1z
13
14
15
1la
17

FORMATTED GTS

00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:
00h:

00ms:
00m:
00m:
00ms:
00m:
00ms:
00m:
00m:
00ms:
00ms:
00m:
00m:
00m:
00m:
00ms:
00m:
00m:
00ms:
00ms:

00z
00s
00s
00s
00z
00z
00s
00s
003
00z
00s
00s
00s
00z
00z
00s
00s
00s
00z

0oa.
000.
000.
000.
0oa.
000.
000.
000.
000.
0oa.
000.
000.
000.
0oa.
0oo0.
000.
000.
000.
0oa.

000ms
015ms
030ms
045ms
060ms
075ms
090ms
105ms
120ms
135ms
150ms
165ms
180ms
185ms
210ms
225ms
240ms
255ms
270ms

None t:oa_clock fmt=epoch microseconds 2014-Apr-16 12:00:00.000100 GMT m:)

_Summary

SVEN: 1:

SVEN: 1

SVEN: 1

SVEN: l:Normal t
SVEN: l:Normal t
SVEN: l:Normal t:
SVEN: l:Normal t
SVEN: l:Normal t
SVEN: l:Warning

SVEN: 1l:Warning

SVEN: l:Warning

SVEN: l:Warning

SVEN: l:Warning

SVEN: l:Warning

SVEN: l:Warning

SVEN: l:Warning

SVEN: l:Warning

SVEN: l:Warning

SVEN: l:Error t:

t
t
t
t
t
t:
t
t
t
t

debug_string

:debug_string
:debug_string

icatalog_mag
:catalog msg
:catalog_mag
:catalog_mag
:catalog msg
catalog msg
:catalog_msg
:catalog_mag
:catalog_msg

icatalog_msg

k]

k]
k]
=]
3
k]
k]
k]
3
k]
k]
k]
=]

rcatad
rcatad
icatiz
scatld2
catad
rcatad
icatéd

debug_string s:assert

1

:None t:debug string s:generic Hello world! m:0R16878E865C93B4659F431EFESFDE]
:Userl t:debug_string s:generic Hello world! m:0A16878865C93B469F431EFESFD]
:debug_string s:generic Hello world! m:0Al&873865C93B469F431EFESE]
:debug_string s:generic Hello world! m:0R16873565C93B469F431EFESF]
:generic Hello world! m:0A1687E8865CO3B469F431EFESF]
:func enter main m:0R16E8TEE65C93B469F431EFESFDFESE!
:func enter main m:0R16873865C93B469F431EFESFDFESE,
icatfd
tcatid
catad

2 f4bit catalog message from sventx/example
Message with 1 parameter - pl=1 m:0R1&687886!
Message with 2 parameters - pl=l p2=0x2 m:0]
Message with 3 parameters - pl=l p2=0x2 p3=
Undefined catalog ID 0x4 m:0R16872865C93B46)
L 32bit catalog message from sventx/example
Many think that 42 is the meaning of life m
Message with & parameters - pl=l p2=0x2 p3=
Message with & parameters - pl=l p2=0x2 p3=
Message with & parameters - pl=l p2=0x2 p3=|
example.c:138 m:0R16878865C93B469F431EFESFD]
b

7.2 Stopping an Ongoing Decode

Large capture files may take some time to decode completely. Following steps show you
how to stop a long running decode.

1. Open the task in the lower right corner while a decode is ongoing.
ﬁIIﬂEvent["

B Console 2 TMY C
Systemn Trace

B ME-=-= 6

Running TDE (9283851 Events): (0%)

2. Press the stop button to cancel the decode.
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B Console [57 TMV Configurer fljj Event Distribution | 5y Progress &2 o T = 0

Running TDE (11189275 Events)
=0

Event capture

(= ]

: Running TDE (11189275 Events): (0%) [ '

7.3 Trace Hardware Tests

The Trace Hardware Tests functionality can be used to make sure the target connection is
working and basic features on the target are working correctly to be able to start tracing.
Trace Hardware Tests can be launched by connecting to the target using the connect icon
in the Target Connection view:

@‘Sl

Once you are connected, click on the Trace Hardware Tests icon in the Target
Connection View:
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The following dialog opens:
= Trace Hardware Tests

Trace Hardware Test Status
Test:

Status: Run Tests,

Message:

Test Mame Status
Connection Test

Halt/Ge

VISA to Intel(R) Trace Hub Performance Counters

Access Method Test

|4 Firrmware (BIOS) Setup Check

[« [ [&] [«] 4]

Console Log

14:34:52 [INFO ] [npk_config api] Successfully created target connection. A
14:34:52 [INFO ] [npk_config_api]
Querying NPK hardware...
1. NPK PCI access (@x@,8x8,8x2): false
2. NPK C5R access: true
3. NPK hardware ready: true
14:34:52 [INFO ] [npk_config_api] Detected Intel(R) Trace Hub hardware

Closze

The dialog lists all the tests, which are currently available. These are:

e Connection Test
Checks that the connection to the probe is available.

e Halt/Go
Checks that the platform can halt/go correctly. An error here indicates that some
sources, e.g. AET, may not be configurable.

e VISA to Intel(R) Trace Hub Performance Counters
This is the Intel(R) Trace Hub internal check that verifies the validity of the hardware
VISA observation paths to Intel(R) Trace Hub are able to be configured and that
performance counters are useable.

e Access Method Test

Tests the various access methods that are supported. If an access method fails, it
could be that some trace sources may not be configurable.
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IA FW BIOS check

Check to see that BIOS configured the Intel(R) Trace Hub hardware correctly. If this
test fails, it means that BIOS did not setup Intel(R) Trace Hub and the user should
enable Intel(R) Trace Hub in the BIOS menus.

To start the tests click on the Run Tests button. The status of the test run will be indicated
by a progress bar:

S

Trace Hardware Test Status
Test:

Status:

Trace Hardware Tests

Access Method Test (4/5)

Message: Checking MMIO Access to TraceHub C5R space

® & & [&] &

Test Mame Status
Connection Test PASS
Halt/Go PASS
VISA to Intel(R) Trace Hub Performance Counters PASS
Access Method Test Running
|4 Firmware (BIOS) Setup Check

The result of the various tests will be shown as status PASS or FAIL. More descriptive status
messages during test execution will be available in the Console Log:

Console Log

14:
14:
14:
14:
14:
14:
14:

35:
35:
35:
35:
35:
35:
35:

EREERRE

[TEST]
[TEST]
[TEST]
[TEST]
[TEST]
[TEST]
[TEST]

SW_BAR appears ok with wvalue @x92880888 A
RTIT_BAR appears ok with wvalue @x92b2eeee

FW_BAR appears ok with wvalue e@xfezeeeae

MSCBBAR has been configured with a value of @x7afee

MSC@DESTSZ has been configured with a value of @xlee

MSC1BAR has been configured with a value of @x7ac@@

MSCIDESTSZ has been configured with a value of @xlee

Close

7.4 Navigating a Trace using Graphical
Representation of the Event Distribution

The Event Distribution view visualizes the distribution of messages over time to provide a
better overview of the trace and assist you in identifying interesting regions. This can be a
good starting point for trace analysis.

1. Select Window > Show View > Other... from the menu bar.
The Show View window is opened.
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= Show View - O

type filter text

« [ General
+ = Debug
: == Help
4 [= System Trace
[Z] Decoded Field
|H_I|I| Event Distributiﬂn|
& Marker
] Message Router Traffic
Rules
@ Target Connection
(&) Time Difference
[&] TMV Cenfigurer
B Trace Capture
= Team

2. Select System Trace > Event Distribution and click OK.
The Event Distribution view is opened.

gl Event Distribution 53
1

= BIOS
— CSME
s SVENOS
s TSCU

0

Cud by b ed bl b Ld L

The Event Distribution view displays two graphs on the left and the Source Selection
(the legend box) on the right.

The Full View (the lower graph) always shows the full range of the trace and the
Zoomed View (the upper graph) shows the selected range if set.

The Source Selection lists all sources present in the trace with the corresponding color
code in plot. Setting the checkbox shows or hides the source in the graphs accordingly.

A point or a pixel on the horizontal axis in the graph represents a time frame known as
Slice and the value on the vertical axis is the total number of events within that Slice.
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3. To select a region of the trace to zoom into, left click on the intended starting point in
the Full View and drag to the intended end point.
lll Event Distribution 53 =g

1500

1000

— BI0S

500
| h || = CSME
0 'l L Lk y U

T = SVENOS [v]
00h:00m:00s 023.703ms 4 A = 00h:00m:00s 003.036ms ¥ 00h:00m:00s 030.739ms

bl bl bl b by b bd. L

The Zooming Range Selection (the semi-transparent yellow box on the Full View)
represents the portion of the full trace that the Zoomed View is showing.

The Zooming Range Selection can be updated using the following controls:
Select Zooming Range left mouse click on the Full View and drag to left or right

Resize Zooming Range left mouse click on the left or right edge of the Zooming Range
Selection and drag to left or right

Zoom In scroll wheel up

up arrow key

Zoom Out scroll wheel down

down arrow key

Pan Left left mouse click in the Zooming Range Selection and drag to left
middle mouse click on the Full View and drag to left
left arrow key

Pan Right left mouse click in the Zooming Range Selection and drag to right
middle mouse click on the Full View and drag to right

right arrow key

4. To see more information for a particular Slice, hover the mouse pointer over the
Zoomed View or the Full View.

lil Event Distribution 53 =0

00h:00m:00s 028.915ms

1500 Index: 121280

1000

500 J
0 1k L |

"00h:00m:00s 025.703ms + A = 00h:00m:00s 003.036ms

— BIOS
s CSME
— SVENOS
— TSCU

:005 030.739ms

Ll Ll b b bd L L

The Cursor (the dotted line) is displayed at where the mouse pointer is hovering.

60



] ®
Trace Analysis Use-Cases l n tel

If the mouse pointer is hovering in the Zoomed View, a Cursor is always shown at the
corresponding Slice in the Full View.

If the mouse pointer is hovering in the Full View, a Cursor is shown at the
corresponding Slice in the Zoomed View only if it is within the selected range.

More information of the Slice is shown in the top right corner of the view, including the
timestamp and the index of the first message in the Slice.

5. To select the first message of a Slice in the Trace Message view, double click on the
Slice in the Zoomed View or the Full View.

[E] Messageview001 52 = 8
[#]Synchrenize Geo To Index 0 2| [G&| FilterOn  Search On | [¢= | |= ]
Index FORMATTED GTS _Summary "
108992 00h:01m:14s 950.279ms D32 Payload:0x44492029
108993 00h:01m:14s 950.279ms D32 Payload:0x30282032
108994 00h:01m:14s 950.279ms D32 Payload:0x20293878
108995 00h:01m:14s 850.279ms D32 Payload:0x67

108996 00h:01m:14s 850.279ms D32 Payload:0x30

108997 00h:01m:14s 950.279ms D32 Payload:0x2E293178

108998 00h:01m:14s 950.279ms FLAG Flag to mark a point of interest
108999 00h:01m:14s 950.606ms D32TS Payload:0x02000243 Timestamp:0x79356
109000 00h:01m:14s 950.606ms D16 Payload:0x0010

108001 00h:01m:14s 850.606ms D32 Payload:0x00430057

109002 00h:01m:14s 950.606ms D32 Payload:0x280860002

109003 00h:01m:14s 950.606ms D32 Payload:0x00000B08

109004 00h:01m:14s 950.606ms D32 Payload:0x00000007

109005 00h:01m:14s 950.606ms FLAG Flag to mark a point of interest

109006 00h:01m:145 950.606ms
00h:01m:145 951 2ms
00h:01m:14s 951.032ms

annel:0x12

2ms 243 Timestamp:0x9E462

109009 00h:01m:14s 951.032ms D32 Payload:0x004F0470

108010 00h:01m:14s 951.032ms D32 Payload:0x80860002

108011 00h:01m:143 951.032ms D32 Payload:0x00000006

108012 00h:01m:14s 851.032ms FLAG Flag to mark a point of interest

109013 00h:01m:14s 951.049ms D32T5 Payload:0x02000243 Timestamp:O0xAQ074

109014 00h:01m:14s 951.049ms D16 Payload:0x0008

109015 00h:01m:14s 951.049ms D32 Payload:0x004F04€B

108016 00h:01m:14s 951.04%ms D32 Payload:0x80860002

108017 00h:01m:14s 951.049ms FLAG Flag to mark a point of interest

108018 00h:01m:14s 951.049ms C8& Channel:0x0&

109019 00h:01m:14s 951.720ms D32T5 Payleoad:0x01000202 Timestamp:O0xDRASS

109020 00h:01m:14s 951.720ms D16 Payload:0x005&

108021 00h:01m:14s 951.720ms D32 Payload:0xSD44455B

108022 00h:01m:143 951.720ms D32 Payload:0x65764520
< 2w

lll Event Distribution 53 =08
1500
1000
500 — BI0S
| h || — CSME

o Ll 1 1 b y W = SVENOS [¥]

00h:00m:00s 025.703ms + — A = 00h:00m:00s 005.036ms 03070ms T,

bl bl bd b b by b b L,

The Marker is displayed in the Full View, and the Zoomed View if applicable.

The next nearest message from the point marked in the graphs is selected in the Trace
Message view.

On the other hand, selecting a message in the Trace Message view positions the
Marker in the Event Distribution view on the Slice that contains the selected
message.

6. To show or hide a source in the graphs, set or clear the checkbox for the source in the
Source Selection.
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lll Event Distribution £3

300
200

100 — BIOS
l — CSME [
Ll

| N 1 = SVENOS
- - 7 = i i T:
00h:00m:00s 025.703ms + — A= 00h:00m:005 005.036ms »00N00m:00s 030.739ms Lo

] | O T A R R B

In this example, the source that is overwhelming the distribution data of the other
sources is hidden in the graphs. This allows you to study the other sources more
effectively.

The Cursor and the Marker ignore the hidden sources. For instance, setting the
Marker in the Event Distribution view selects the next nearest message of visible
sources only in the Trace Message view.

0
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7.5 Basic Trace Analysis: Selecting Trace Fields to be

Displayed

In many cases, you are interested in only a certain set of trace fields, which are shown as

intel)

columns in the trace viewer. You can customize the column display of the trace viewer with

the Select Columns dialog in Message View.

7. Open Select Columns dialog from the Message View toolbar :

Messageliew001 2

[+/] Synchronize Auto-5croll Go To Index | O

Filter On | Search On | |¢=| | =@ m 2

Index FORMATTED GTS
1] 00h:00m:00=s 000.000ms3
1 00h:00m:00s 000.000ms

Or right click in message view and pick “Select Columns...” item from context menu.

MessageView001 3

_Summary

Ml& Master:0x0200 ﬁ

Cl16 Channel:0x0001

Y

Sj.rnchrunize Auto-5Scroll Go To Index | O = LT'; Filter On | | Search On  |é=| [=P |I|
Index FORMATTED GTS _Summary
_ 00h=00m=003 _
1 00h:00m:003 000.000ms Copy "
2 00h:00m:002 000.016ms ®  Marker * Jxooc
3 00h:00m:003 000.0l6ms [F]  Text Search
4 00h:00m:005 000.016ms =) Time difference
5 00h:00m: 003 000.01&6ms T
6 00h:00m:00s 000.033ms (8] Select Columns.. ¢ %000

8. The Message View Select Columns dialog is opened.

The dialog contains two tabs: Common and Advanced

The selection is synchronized between the tabs.
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Select the columns to show in Message View

Commen | Advanced

| type filter text

+ [ Software/Frrmware Mt
FORMATTED GTS
Source
[[] Severity
Summary
] Grigin

4 [| MIPISTP Protocol
[] Timestamp
[] MasterlD
[[] ChannellD
Source
Summary
[] Status

] Raw

The Common tab displays commonly used fields and grouped by use cases or protocols.
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Select the columns to show in Message View

Common | Advanced

4 1A

NOTE:

a [] Default

FORMATTED GTS
GTS

4 ] BLOB

Summary
[] Raw

[T] BlobSizelnBits
[] Status
Source

[[] MasterlD
[[] ChannellD
[[] DevicelD
[] Reserved?
[[] Reserved2
[] TypelD

[] Timestamp

5[] Ml

i [] PACKETLOSS
» [] ODLA

i [] Sochap Packet
& [ SVEN

5 [] PCH_PM
] AET

» ] ETW

Interview_Event

[ [[] signalTransition packet

Cancel

The Advanced tab displays every selectable field for a session, where the metadata
fields retain their hierarchical structure within BLOB as the root node of the metadata
tree. The Default node contains additional fields that are not part of the metadata.

The All node is great for clearing selection, but it is not recommended to simply enable

all fields in Advanced tab. A maximum of 32 fields can be selected.

these fields, it will be enabled or disabled across all protocols.

Some fields are common fields are shared across protocols. When you enable or disable one of

9. To make your selection effective, click OK Button of the Message View Select Columns

dialog.

The trace viewer now displays all selected fields of the session, such as:
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[Z] Messageviewoo1

/Synchronize Go Tolndex 0 =] s W seacer ==EB2
Index FORMATTED 6TS _Summary Mipi Channel Mipi Master Mipi Source PacketStatus PacketType Raw
0 00h: 00m:00s 000.000ms SVEN: l:None t:debug_string s:gener... 69 1604 0x0000450644 NONE ; BLOB.SVEN.EXAMPL... 8210FF010000000¢(
1 00h: 00m:00s 000.000ms 1:Normal t:debug_string s:gen... 69 1604 0x0000450644 NONE ; BLOB.SVEN.EXANPL... C212FF010000000(
2 00h: 00m:00s 000.000ms : l:Normal t:debug_string s:gen... 69 1604 0x0000450644 NONE ; BLOB. SVEN.EXAMPL... C213FF010000000(
3 00h: 00m: 00s 000.000ns SVEN: 1:Normal t:debug_string s:gen... 69 1604 0x0000450644 HONE ; BLOB. SVEN.EXAMPL, .. C213FF010000000¢
4 00h: 00m:00s 000.000ms SVEN: l:Normal t:debug_string s:gen... 69 1604 0x0000450644 KONE; BLOB.SVEN.EXAMPL... C213FF010000000(
5 00h: 00m:00s 000.000ms SVEN: l:Normal t:debug string s:fun... 69 1604 0x0000450644 NONE : BLOB.SVEN.EXAMPL... C212FF020000000(
6 00h: 00u: 00s 000.000ms Normal t:debug_string s:fun... 69 1604 0x0D000450644 RONE ; BLOB.SVEN.EXAMPL. .. C213FF020000000( r
2 00h: 00m: 00s 000.000ms Warning t:catalog _msg s:cat... 69 1604 0x0000450644 KOKE ;. BLOB. SVEN.EXANPL... B313FF020000000(
8 00h:00m: 00s 000.000ms Warning t:catalog_msg s:cat... 69 1604 0x0000450644 NONE ; BLOB. SVEN,EXAMPL. .. B312FF020000000¢
9 00h: 00nm:00s 000.000ms Warning t:catalog_msg s:cat... 69 1604 0x0000450644 NONE ; BLOB. SVEN,.EXANPL. .. B312FF020000000¢
10 00h: 00m:00s 000.000ns SVEN: l:Warning t:catalog msg s:cat... 69 1604 0x0000450644 NONE ; BLOB.SVEN.EXAMPL... B312FF020000000(
11 00h: 00m: 00s 000.000ns SVEN: l:Warning t:catalog _msg s:cat... 69 1604 0x0000450644 NONE ; BLOB. SVEN.EXAMPL... B312FF020000000¢
12 00h: 00m:00s 000.000ms SVEN: l:Warning t:catalog msg s:cat... 69 1604 0x0000450644 NONE; BLOB.SVEN.EXANPL... B312FF010000000(
13 00h: 00m:00s 000.000ms SVEN: l:Warning t:catalog _msg s:cat... 69 1604 0x0000450644 WORE ; BLOB.SVEN.EXANPL... B312FF010000000¢
14 00h: 00m:00s 000.000ms : 1l:Warning ticatalog_msg s:cat... 69 1604 0x0000450644 WONE ; BLOB. SVEN.EXANPL... B313FF020000000(
15 00h: 00m:00s 000.000ms Warning ticatalog msg s:cat... 69 1604 0x0000450644 NONE ; BLOB. SVEN.EXANPL... B313FF020000000(
16 00h: 00m: 00s 000.000ms Warning t:catalog_msg s:cat... 69 1604 0x0000450644 NONE ; BLOB.SVEN.EXANPL... B313FF020000000(
17 00h; 00m: 003 000.000ms

: L:Error tidebug string siesse... 69 1604 0x0000450644 NONE : BLOB. SVEN.EXAMPL,..  A213FF070000000¢
i =

7.6 Basic Trace Analysis: Message View Column
Presets

The column preset feature allows user to save column settings and load them very easily. In
the Message View click on the button drop down menu to show the available column
presets:

[+] Synchronize Auto-Scroll Go To Index | O =\ |E#&| Filter On|  SearchOn |¢=| |=% v g
Index FORMATTED GTS _Summary General Decode
0 00h:00m:003 000.000ms SVEN: 1:None t:os_clock fmt=epoch mficro RAW Decode 1
1 00h:00m:00s 000.0léms SVEN: l:None t:debug_string s:generfic H @ Column Preset Settings... 4
2 00h:00m:008 000.033ms SVEN: l:Userl t:debug string s:geneckdic H

The Intel(R) System Debugger already comes with some predefined column sets. By clicking
on the column presets (e.g. General Decode or RAW Decode), the Message View changes
the column layout according to the selected preset.

7.6.1 Create new Column Preset
To create a new column preset, do the following:

1) Enable all columns in the Message View you want to have in your new preset. To do
this follow chapter 7.5 Basic Trace Analysis: Selecting Trace Fields to be
Displayed.

2) Select Column Preset Settings... from the column picker drop down menu.

[ v b

General Decode

RAW Decode

icro

lc B} Column Preset Settings...
ric T =i
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3) In the following dialog, click on Add to create a new column preset.

= Message View Column Presets

Message View Column Preset Preferences

(i) Press 'OK' to save changes.

List of preset settings:

Columns in the selected preset:

- o IEN

General Decode

Column Preset 1

Index
FORMATTED GTS
_Summary

Mipi Channel
Mipi Master

Mipi Source

Add

Delete
Restore Defaults
Import..

Export...

Cancel

On the left column (List of preset settings), you can type in a new name for the
column preset. The right column (Columns in the selected preset) shows the

columns you have activated in the Message View.

If you want to rename the new column preset, right click on the entry and choose

Rename.

4) Click OK to save the preset in your workspace.

5) The new column preset will show up in the column picker drop down menu:

CH v |e4
General Decode
iero AW Decode
ic H Column Preset 1
rLe @. Column Preset Settings...
eric
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7.6.2 Export Column Preset

To export column presets, do the following:

1) Select Column Preset Settings... from the column picker drop down menu.

v e
General Decode |
icro RAW Decode
ic B [} Column Preset Settings...
ric — —J

2) Click the Export... button:
= Message View Column Presets = B

Message View Column Preset Preferences
(i) Click 'Add' to add the current message view column settings to the preset list.

List of preset settings: Columns in the selected preset:

General Decode Add
RAW Decode

Column Preset 1

Delete

Restore Defaults

Import...

OK Cancel

3) Choose a location and a filename in the file picker and click Save.

7.6.3 Import Column Preset
To import column presets, do the following:
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1) Select Column Preset Settings... from the column picker drop down menu.

=

] General Decode |
iero RAW Decode

lc B [} Column Preset Settings...

ric R -

2) Click the Import... button:
= Message View Column Presets > B

Message View Column Preset Preferences
(i) Click 'Add' to add the current message view column settings to the preset list,

List of preset settings: Columns in the selected preset:
General Decode Add
RAW Decode
Column Preset 1 beEe
Restore Defaults
Import...
Export...
0K Cancel

3) Select the .columnOrder file you want to import and click Open.

4) If the Message View Column Presets dialog detects that you try to import existing
settings, it will ask if the column preset should be overwritten or not:
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= Import Presets

% Do youwant to overwrite existing preset with the same name 'General Decode'?

Mo Yesto All Mo to All

Select Yes to overwrite the existing column preset in the list.

Select No to skip importing the existing column preset.

Select Yes to All to overwrite all existing column presets in the list from the import
file.

Select No to All to skip importing all existing column presets.

7.6.4 Delete Column Preset

To delete a column preset, do the following:

1) Select Column Preset Settings... from the column picker drop down menu.

v ed
General Decode |
icro RAW Decode

lc B @- Column Preset Settings...
ric T =3
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2) Select the column preset you want to delete and click the Delete button
=] Message View Column Presets = B
Message View Column Preset Preferences

(1) Click 'Add' to add the current message view column settings to the preset list.

List of preset settings: Columns in the selected preset:

General Decode Index Add
FORMATTED GTS I
_Summary Delete |
Column Preset 1 Mipi Channel 1
Mipi Master Restore Defaults
Mipi Source
Import...
Export...

3) Click OK to save your changes.

7.6.5 Restore default Column Presets
The column presets can be restored to default, by doing the following:

1) Select Column Preset Settings... from the column picker drop down menu.

=
General Decode |
iero RAW Decode
ic B @. Column Preset Settings...
ric - N
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2) Click the Restore Defaults button.

n settings to the preset list.

e selected preset:

| Add

Delete

| Restore Defaults

Import...

Export...

Warning: this will remove you custom column presets.

7.7 Quick filtering a trace

To quickly find events you are interested in, type a text matching criteria into the quick filter
text box in the Message View and press enter:

[E] MessageView001 32 = O
[w] Synchronize Auto-Scroll IHE”D I\=/ Filter Off | Search Off v |y

Index FORMATTED GTS Seurce Summary

1 00h:00m: 005 000.100ms EXAMPLE Hello world!
2 00h:00m: 005 000.200ms EXEMFLE Hello world!
3 00h:00m: 005 000.300ms EXAMPLE Hello world!
4 00h:00m: 003 000.400ms EXEMFLE Hello 14!
5 00h:00m: 005 000.500ms EXZMPLE Hello world!
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The view will display only the messages, which have visible fields that match the given
criteria. To display all messages again, click on “Filter Off”. For more complex criteria, refer
to section 7.10, Basic Trace Analysis: Message Search.

7.8 Basic Trace Analysis: Detailed View of a Trace
Entry

This section explains to examine the trace entry for the SVEN Error event in detail.
1. With the SVEN Error event selected, click the Open Full Decode icon in the toolbar:

SE1=HUTER: SEARCH: - Echipse 1
2 = -
File Edit Mavigate Search Project Analyse Run  Window Help
e (1) 100000 ~ K « < 17 @ O] QiR - - v .| o

Open Full Decode Quick Access & | g c/C++
es.. [9Pr. 8 = 8 [E] MessageViewl 52 = 0
e | -
E®|& © . ) 0 e || P = =
(& TraceProjectd [V Synchronize Go TolIndex 0 = Filter On | | Search Or ‘=(> [’:?_]I
Index FORMATTED GTS _Summary Mipi Channel ‘ =
00h:00m:00s 000.000ms SVEN: l:Error t:debug string s -:
18 00h:00w:00s 000.000ms SVEN: t:short_event s:uint32 ShortE... 69
19 00h:00m:00s 000.000ms SVEN: l:Normal t:module_spec key=0x... 69
20 00h:00m:00s 000.000ms SVEN: l:Normal t:api s:call api Ox0... 69
21 00h:00m: 00s 000.000ns SVEN: l:Normal t:api s:ret api 0x00... 69
< n » v
TMY Configurer Console E‘ Text Search 23 = B

Search in _Summary (MessageView001)

Selected Message Source @ All Message Sources

<No Active Decoders> v

Find \What:
Error v | Search
Find What Direction Options
@ Plain Text @ Forward | Case Sensitive
Regular Expression Backward | TMV Containing Results
Forward from Begin | Mark Results
V] SetIndexRange From: 10 To: 20

The tree of the decoded event is displayed, with all decodable fields and values. Note
that this tree displays the most-detailed or most protocol-specific decode on the top.
Farther down the information becomes more general - until it reaches the base Mobile
Industry Processor Interface (MIPI) record level ("Blob”) at the very bottom. Blob stands
for Binary Large Object.

For the SVEN Error, the tree is displayed such as:
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| S11 = FLIER: SESRCH: = Echpse
-

2 SIEr=]
File Edit Navigate Search Project Analyse Run  Window Help
@ (B) 100000 ~ K « < 17 05 5 sl B @ E e i® Q oviS g - - >
Quick Access : ra| ‘ @C/C*+
es.. gPr. 88 = O8O Message‘u’iewﬂﬂl b4 = 0
= | =
= TraceProjectjD ! [V] Synchronize Go TolIndex 0 = @‘ Filter On | | Search Or IE l “
Index FORMATTED GTS _Summary Mipi Channel ‘ =
00h SVEN: l:Error t:debug string s:assert r::
18 00h:00m:00s 000.000ns SVEN: t:short event s:uint32 ShortE... 69
19 00h:00m:00s 000.000ns SVEN: l:Normal t:module_spec key=0x... 69
20 00h:00m:00s 000.000ms SVEN: l:Normal t:api s:call api Ox0... 69
21 00h:00wm:00s 000.000ms SVEN: l:Normal t:api s:ret api 0x00... 69
< | 1 » %
L |
@TM\!Canﬁgurer El Console ETextSearch EJ_FuIIDecode = —| Show/Hide type 2 @ = (=
Structure/Struct-Item name Walues Type Info &
4 BLOB.SVEN.EXAMPLE.DEBUG
SubType assert L
Payload example,c:138 1
4 BLOB.SVEN.EXAMPLE
CatalogStrings32 Undefined catalog ID 0x6D617865
CatalogStrings64 Undefined catalog ID 0x2E656C706D617865
ShortString32 0x6D617865
ShortStrings64 0x2E656CT06D617865
Fileld example.c
4 BLOB.SVEN
Header 0x07FF1342
Type debug_string
Severity Error
Unit 1 <
NAo . acc
< m »

The view displays the SVEN Error trace type (“assert”), the erroneous file (*example.c”)
and the erroneous code line (*138”).

NOTE: One hierarchy level down, you can see that this SVEN Error trace entry did not have a valid
catalog file. This means that the given number could not be decoded to a text string. If a valid
catalog file would have been in place, the text string from the catalog would have been printed,
instead if “Undefined catalog ID <messagelD>".

Two hierarchy levels down, you can also inspect which software unit and module caused the trace
entry, which GUID was assigned to this entry - these are defined by the particular instance of
SVEN that generated the trace and may vary.

To recognize quickly trace messages in a later stage of your project, for example for team
collaboration activities, it is possible to mark them. This is described in the next section.
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7.9 Basic Trace Analysis: Marking Trace Entries

You can mark trace entries for later use. This is useful for recognizing them in a later stage
of your project, for example if you wish to examine them in a team collaboration effort.

1. Assuming the SVEN Error trace message is selected, right-click the message.

The trace entry’s context menu is displayed.

= Ci\lUsers\Administratoriworkspace\TraceProjectlisessions\sven_stp_data - Syster Trace Tool
File Edit Mavigate Search Project Analyse Run Window Help

=5 [BEH =X

o () 100,000 v K « < 15 15 B Ei& CRO) Qi v ille S
Quick Access B ‘ Ecic++
@ Ses... 2 Pr. = B [E] MessageViewddl 52 = =
= (e & @
E3 ¢ @B u = = -
] i = Filter On | | Search [ 5|
@sven_stp_data V] Synchronize Go Tolndex 0 = LT); ilter On | | Search On =5
Index FORMATTED GTS _Summary Mipi Channel ’ E-
15 00h:00m: 00s 000.000ms SVEN: l:Warning t:catalog_msg s:cat... 69 |
16 00h:00m: 00s 000.000ms SVEN: l:Warning t:catalog_msg s:cat... 69 |
(17 ] oo 0o e . e
. |
18 008:008 g Marker » Ctrl+\W
19 00h: 001 |
[F] TextSearch »
20 00h:00r | ‘
21 ooh:00r 2 Time difference i E
- . |
) p— T :’_Q Open Field ) H:f
Show Message in » s
Export T ’
TNV Configurer B Console [F] Text Search (5] _Full Decode 53 At =) Show/Hidetype 2 [ = B
Hide Column (FORMATTED GTS)
S X -
Structure/Struct-Itern name Values @ Search in Multiple Sessions Info %
4 BLOB.SVEM.EXAMPLE.DEBUG
Jump to source
SubType assert -
Payload example.c:138 Display Search Count
a BLOB.S\/EN.EXAMPLE . B Configure
CatalogStrings32 Undefined cat: =
CatalogStrings64 Undefined cat: © Befreshy
ShortString32 0x6D617865 Message Info
ShortStrings64 0x2E656CT06D Hel
Fileld example.c i
4 BLOB.SVEN
Header 0x07FF13A2
Type debug_string
Severity Error
Unit 1

Mo acc

m

2. Select Marker > Add from the context menu.
A marker bubble is added in the very first column

of the trace view:
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= C\Users\Administrator\workspace\TraceProjectlisessions\sven_stp_data - System Trace Tool [ ][@][=
File Edit Nawvigate Search Project Analyse Run  Window Help
Cis (P) 100,000 v K « < 15 RPN B Ei@® Elei® Qi s . B =
Quick Access B ‘ Mg c/c++
@ Ses.. 2 Pr. = 08 [E] Messageviewddl 52 = m]
<R ‘ 2, B
5| ¢ @ : = = (
= Filter On earch On [
B venstp data | Synchronize Go ToIndex 0 = Filter On | | Se Y =5
‘ Index FORMATTED GTS _Summary Mipi Channel £
15 00h:00m:00s 000.000ns SVEN: l:Warning t:catalog_msg s:cat... 69
16 00h:00m: .000ns SVEN: l:Warning t:catalog msg s:cat... 69
17 1:Error t:debug S \
18 00h:00m: .000ns SVEN: t:short event s:uint32 ShortE... 69
19 00h:00m: .000ns SVEN: l:Normal t:module_spec key=0x... 69
20 00h:00m: .000ns SVEN: l:Normal t:api s:call api Ox0... 69
21 00h:00m: .000ns SVEN: l:Normal t:api s:ret api Ox00... 69
< N M - »

TMY Configurer Console Text Search (] _Full Decode 52 —| Showy/Hide type 1= i =
Structure/Struct-Item name Walues Type Info %
4 BLOB.SVEN.EXAMPLE.DEBUG

SubType assert L
Payload example.c:138 [
4 BLOB.SVEN.EXAMPLE
CatalogStrings32 Undefined catalog ID 0x6D617865
CatalogStringst4 Undefined catalog ID 0x2E656C706D617865
ShortString32 0x6D617865
ShortStrings64 0x2E656CT06D617865
Fileld example.c
4 BLOB.SVEN
Header 0x07FF13A2
Type debug_string
Severity Error
Unit 1
M- acc _ ¥
< | m »

This works well for small numbers of markers in a trace. If there are more markers, a
dedicated view displays all markers set in the trace.

3. To open this Marker view, click the Open Marker View icon in the toolbar.
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= CiUsers\Administratorworkspace\TraceProject\sessionsisven_stp_data - System Trace Tool
File Edit Navigate Search Project Analyse Run Window Help

Y (iB) 100,000 v KK « < 15 5 » i BE® Efe]® @i vics 57~

Open Mark Quick Access
Pr = B [E] MessageViewd0l 52 =
vk a
=S ] . ) g =i - =
Filter earch On
& sven_stp_data [V] Synchronize Go Tolndex 0 2 ilter On | | Search Or
Index FORMATTED GTS _Summary Mipi Channel
15 00h:00m:00s 000.000ms : l:Warning t:catalog_msg s:cat... 69
: :00s 000.000ns l:Warning t:catalog_msg s:cat,
. 1
18 00h:00n: 00s 000.000ns t:short_event s:uint32 ShortE...
19 00h:00m:00s 000.000ns SVEN: l:Normal t:module_spec key=0x... 69
20 00h:00m:00s 000.000ns SVEN: l:Normal t:api s:call api OxO0... 69
21 00h:00n: 00s 000.000ns SVEN: l:Normal t:api s:ret api Ox00... 69
P pr— i - »
TMY Configurer ) Console [T Text Search [ _Full Decode 52 =] Show/Hide type [ =
Structure/Struct-Item name Values Type Info
4 BLOB.SVEN.EXAMPLE.DEBUG
SubType assert
Payload example.c:138
4 BLOB.SVEN.EXAMPLE
CatalogStrings32 Undefined catalog ID 0x6D617865
CatalogStrings64 Undefined catalog ID 0x2E656C706D617865
ShortString32 0x6D617865
ShortStrings64 0x2E656CT06D617865
FileId example.c
4 BLOB.SVEN
Header 0x07FF1342
Type debug_string
Severity Error
Unit 1

i

m

The Marker view is displayed on the top-left tabs.

= CAUsers\Administratorworkspace\TraceProjectl\sessions\sven_stp_data - System Trace Tool
File Edit Navigate Search Project A&nalyse Run MWindow Help

Cre () 100000 v K « < 15 | BE® CRIONEFL S Zy=0 e

rch [ _Full Decode 53

Structure/Struct-Item name Values Type
4 BLOB.SVEN.EXAMPLE.DEBUG
SubType assert
Payload example.c:138
4 BLOB.SVEN.EXAMPLE
CatalogStrings32 Undefined catalog ID 0x6D617865
CatalogStrings64 Undefined catalog ID 0x2E656C706D617865
ShortString32 0x6D617865
ShortStrings64 0x2E656CT06D617865
Fileld example.c
4 BLOB.SVEN
Header 0x07FF1342
Type debug_string
Severity Error
Unit 1
o

ace
[ m

Quick Access
@s| emx|zp = [Z] MessageView0l 52 = 0
2 & S ;v
PBRROB =
= V}Synchronize Go Tolndex 0 Filter On | | Search On
Marker K -
o[17] SVEN: L:Error t:debug_sti Index FORMATTED GTS _Summary Mipi Channel (-
15 00h:00m:00s 000.000ns SVEN: l:Warning t:catalog_msg s:cat... 69
00h:00n:00s 000.000ns
. 00 3 0 s =
00h:00w:00s 000.000ns :short_event s:uint32 ShortE...
19 00h:00m:00s 000.000ns :Normal t:module_spec key=0x... 69
20 00h:00m:00s 000.000ms :Normal t:api s:call api Ox0... 69 ‘
21 00h:00m:00s 000.000ns SVEN: l:Normal t:api s:ret api Ox00... 69 ‘E
< ( v [ [3]
« m » &

= Show/Hide type |l = H

Info

-

m

The Marker view, displays a list of all markers in a trace message view.
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4. Add another marker on index 19 by selecting the respective trace entry with a left-click.
5. Open the context-menu by right-click and select Marker > Add.
The Marker view now contains two entries, such as:

| SHI = FLIER: SEARCH: - Echipse
=

= [E]=
File Edit MNavigate Search Project Analyse Run Window Help
e (1B) 100,000 v KK « < 14550 BEw B ei® Qi gl - - - .| =
Quick Access B | EEcrce+
S e MR P =0 [Z] Messageview0dl 52 ==
LEBXROB , T S
] Filter On | | Search On | [¢= | [=
e ‘J Synchronize Go Talndex 0 3 (3] : BIBEE]
o[17] SVEN: l:Error t:debug_sti Index FORMATTED GTS _Summary Mipi Channel “
== o[19] SVEN: l:Normal timodul 14 00h:00n:00s 000.000ns SVEN: l:Warning t:catalog msg s:cat... 69
15 00h:00m:00s 000.000ms SVEN: l:Warning t:catalog_msg s:cat... 69
16 00h:00m:00s 000.000ms SVEN: l:Warning t:catalog_msg s:cat... 69
. 17 00h:00m:00s 000.000ns SVEN: l:Error t:debug_string s:asse... 69
00h:00n:00s 000.000ns : t:short_event s:uint32 ShortE... 69
. 3 00h:00m: 00s 000, 000ns SVEN: 1:Normal timodule spe ox... |69 |iS
20 00h:00m:00s 000.000ms SVEN: l:Normal t:api s:call api Ox0... 69 1
< ii ) & 1 (]
TMV Configurer [ Console [F] Text Search ] _Full Decode 53 = Show/Hide type [ [ = &
Structure/Struct-Item name Walues Type Info %
4 BLOB.SVEN.EXAMPLE.MODULE
4 BLOB.SVEN.EXAMPLE
CatalogStrings32 Undefined catalog ID 0x3020100 3
CatalogStrings64 Undefined catalog ID 0x706050403020100
ShortString32 0x03020100
ShortStrings64 0x0706050403020100
Fileld 0x00000000
4 BLOB.SVEN
Header 0xBBFF12C6
Type module_spec
Severity Normal
Unit 1
Module 255
SubType 0xB8 I
e B a_nnanannn
< . »

You can now use the trace marker entries in the Marker view to scroll quickly the trace
to display interesting entries.

NOTE: If your trace contains timestamp information (the SVEN example does not), you can also
examine, for example, the frequency/time interval in which a certain event occurs. To do so,

select Time Difference from a marker’s context menu and select a second entry by holding the
<CTRL> key.

Besides the basic trace analysis, there is also a more advanced way of searching, marking
and filtering trace entries based on user-defined rules. The subsequent trace analysis
sections in this document describe trace analysis based on rules.
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7.10 Basic Trace Analysis: Message Search

The Message Search capability enables you to perform search, filter and marking on a
given trace session according to advanced search criteria.

To open the Message Search dialog, select Search -> Search ... from the Eclipse* main
menu, or press "CTRL-F” when focus is on the trace viewer.

o
R —————————s .
Q Message Search

History: [ ,] =

»

Search criteria

Packet type: @

Field constraints (joined by 'AND"):

A ml =] ]

Add condition [Clear all] [SaveAs Scenario...]

m

Message display

@) Search ) Mark () Filter

Search direction Color

@ Forward () Backward B [Foreground] [Background
From To

(@ Beginning of trace @ End of trace

() Selected index () Selected index

) Index: 0 ) Index: 336264

) Marker: ) Marker:

See the following sections for details on each section.

7.10.1 Packets Constraints Setting

Click the “packet explorer” icon and select the relevant packets:

Packet type: IEI

You may also type in the packet name prefix and use the auto-completion feature. In this
case, type in the "OR"” operator when multiple packets are chosen.
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You may leave the packet selector empty denoting all packets.

Search criteria

Packet type: B BLOB.SVEN.* OR BLOB.ETW|

7.10.2 Field Constraints Setting
a. Click the field constraints drop-down menu and select the desired field. Fields that
belong to at least one of the selected packets will be shown.
b. Set constraints to the selected fields.
c. Click the “plus” button to add field constraints.
d. Click the "x” button to remove a field constraint.
e. An “AND" logics will be applied to multiple field constraints.
f. Click the "Add Condition” button to add additional packet-field constraints to your
search. An "OR" logics will be applied.
Examples:

g. Search for messages of the type “"BLOB,"” with Severity of Fatal or Error or Warning:

Packets: B BLOBY

Field constraints (joined by "AND"):

[SE-.rerity v] [IN v] Fatal, Error, Warning

h. Search for messages of the type “BLOB” coming from the BIOS where POSTCODE
appears in the Summary:

Packets: B BLOB.*

Field constraints (joined by "AND":

A (3] o )= 7] [Bi0s°

w summary v ||=- + ||/ *POSTCODE= "/

i. Multiple search criteria — search for one of the following options:
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o BLOB.SVEN messages coming from the BIOS where the text contains

“Destination”

o BLOB.SVEN messages coming from the CSME where the text contains “dst”

Packets: |_| BLOB.SVEN.*

Field constraints (joined by "AND'):

Packets: \3 BLOB SVEM.*

Field constraints (joined by "AND'):
B || |summary v||conTams | dst

‘E/ |Sc|urr_e 1|r| |:: T| CSME|

&)

A [ |summary -|[conTams  +| Destination
|I| |S|:|urce v||== v| BlIDS
(%)

OR

(%]

£3

7.10.3 Search Direction Setting

Sets the search direction to forwards or backwards. Forward searches will start from the
beginning of the selected range (see section 1.5), and backwards searches will start
from the end of the selected range. This option is ignored for filters and markers.

7.10.4 Search Type (Search, Filter, Mark) Selection

Select one of the following actions to be performed:

o Filter - shows only trace entries that match the criteria.

o Search - finds all trace entries that match the criteria starting from the lower
bound for “forward” search or from the upper bound for ‘backward’ search.

o Marker - sets markers to matching trace entries. It is recommended to
delete all Markers from previous steps before continuing with this analysis
example. To do so, perform the following steps, right-click on the Marker

view and select Remove All Markers from the context menu.
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7.10.5 Boundary Setting

To limit the search to a certain window, choose the upper-bound and lower-bound using the
“From” or “"To"” options. If you defined markers, they will be displayed in the Marker drop-
downs, allowing you to use them as boundaries.

From To

() Beginning of trace (71 End of trace

(7 Selected index (7 Selected index
1 Index: ] 0 Index 26015

@ Marker:  [3] Strat of PM transaction - (RN RN SN[ 71370] End of PM transaction [l &3
[3] Strat of PM transaction
[21370] End of PM transaction

7.10.6 Search Activation

Click the “Search” button to activate the search.

To search for the next packet, use the forward or backward buttons at the Message View
toolbar .

To cancel a search, click the "Search Off” button at the Message View toolbar.

To cancel a filter, click the “Filter Off” button at the Message View toolbar. Clicking “Filter
on” will reactivate the last filter.

Filter On | (Search 0ff| (=] (=0 | |EH)| ~ (o]

7.10.7 Search Specification Saving

You may save the search specification in TRAM scenario explorer and TRAM scenario
repository. This will enable you to use the search specification later on or share it with your
colleagues (see Scenario Specification).

To save your setting for future use, click the “Save As Scenario” button.
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Search criteria

Packets: @ BLOB.SVEM.*

Field constraints (joined by "AND"):
[Suurce v] ’:: v] CSME

]

[Add condition] ’CIEﬂraII] ISWEASS::enaliu...

A

A dialog showing the scenario tree will appear enabling you to choose the desired scenario
folder. Choose the desired folder, set a name to the search criteria, and click "OK".

Mame:

=) =3 =0 transiti or1|

Select folder:

.= Power_Management
= Sensors_flows

= CSE

= Global_Debug_Flows
= Screen_Touch

The scenario will be displayed in TRAM scenario explorer. You will be able to edit your
scenario or activate it. See section 7.11.3 for details.
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4 | ;4 Scenarios
4 = Power_Management

» = Sensors_flows

» = CSE

: = Global_Debug_Flows
= Screen_Touch

QX e

@ =0 =3 =0 _transition
. @ CM3
. @@ 5 =3 50

7.10.8 Search History

The history drop-down displays all previous search patterns (ordered by activation time),
represented in the TRAM language. Selection of a search pattern populates the dialog with
the search definition, enabling you to re-activate the search.

History:

(2016-07-24 16:28:53) packet(BELOB.SVEN.®, Summary contains dst 88 Source
(2016-07-24 16:28:33) packet(BLOB.SVEMN.®, Surmmmary contains Destination &&

(2016-07-24 16:06:16) packet(ELOB.SVEN.*, ChannellD > 2)

7.11 Advanced Trace Analysis: TRAM - TRace
Analysis & Mining

7.11.

1 What Is TRAM?

The TRace Analysis & Mining (TRAM) feature refers to a set of capabilities that deal with
trace based analysis.

TRAM increases the productivity and quality in validation and debug (HW, SW) by providing
the following capabilities:
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Flow Detection: Detection of complex scenarios (flows) on large traces (w/ missing
data)

Advanced Trace Search: Filter and search according to user defined criteria
(simple or complex).
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o Measurements: Measurements of latency, performance, coverage relating to a
detected scenario on a trace.

o Abstraction: Abstraction of traces and stitching of related trace data.

o Feedback: Feedback on broken flows and trace quality (missing data, ambiguous
data, etc.).

The input to TRAM is a trace session to be analyzed and scenarios, defined in TRAM
language, representing a system behavior to be detected and measured.

7.11.2 TRAM View

To open TRAM view, click the “Trace Analysis” icon in the toolbar.

S

Iy Project Explorer &3

File Edit Mavigate 5Search Project Analyse R

L D EBEEE e -

Trace Analysis

If this is the first time that you are using TRAM and no scenarios are defined, TRAM will
create a default scenario file (default.scenarios) with a few examples and will load it into

TRAM View.

TRAM GUI is composed of three areas:

1. Scenario Explorer (left pane)

o Enables you to define scenarios and

©

|“dk Scenarios 3

™ i

[ Jaxews

4 £ C\ %l runtime-IDESTT_tmp\default.scenarios

4 (= Basic_Software_Firmare

@

® ®@ @ @

@

SW_FW_Error_Messages
SW_FW_Error_and_Warning_Messages
BIOS_Only

CSME_Only

SW_FW_Only

BIOS_PostCodes

b £3 C\Releases\Scenarios\aet.scenarios
4 [ C\Releases\Scenarios\idp.scenarios

4 (= IDI_

o)
KA

Scenarios
C2U_any_order
C2U_data

@A U2C_any_order

organize them in an explorer

g
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2. Scenario editor (top section)

o Enables you to define either a scenario using TRAM language (expression tab) or
using a designated graphical form (form tab) or a scenarios’ set using a form. See
sections 7.11.3.6 and 7.11.5 for more details.

o The expression editor contains also the Message and Packets Explorer (right):

= Displays the messages and packets that are the building blocks for scenario
definition. This enables you to drag & drop messages, packet names, field
names, and mnemonic values into the expression editor and create scenarios.

= Note: only messages that were captured in advance are displayed. You may
define your scenario on top of messages that are not in the explorer.

@ precise 12 [=] MessageView001 =g
E Jaxm

Int = message("[precisetouch. csne.perf @ %d] Interrupt received from sensor”, %0 = ~ =

Tnt2 = message("[precisetouch. csme.perf @ %] Interrupt received from sensor before select loop”, %8 == @X); 4 ¢t Message Pattems

B_SPI = message("[precisetouch.csme.perf 1.%d %d] Begin SPI transfer of ¥d bytes raw data from touch IC" = b & CSME

E_SPT = nmessage("[precisetouch. csme.perf 2.%d %d] End SPI transfer of %d bytes raw data from touch IC" b > EXAMPLE

B_D"A = nessage("[precisetouch. csme.perf 3 %d] Begin DHA transfer of %d bytes raw data to shared memory”, b ISH

E_DHA = messoge(" [precisctouch. cone.perf 4 5] End D transfer of %d bytes raw data to shored nemory”, %0 b C> SVENTX_LINUX

Ring_GUC = message (" [precisetouch.csme.perf 5 %] Ring GUC doorbell”, %@ == @X); ) & EARLY.PRINTK
Feedback = message (" [precisetouch.came.perf 6 %] Feedback received by CSHERS", %0 == @X); . -
4 [T] Metadata
sequence( Int =» Int2? =» ( B_SPI => E_SPI )+ => B_DMA => E_DMA => Ring GUC =» Feedback ); 4 BLOB
b P MPI

b P SVEN
Summary
PacketType
Raw

Ascii
BlobSizelnBits

mmmAmMmAmAm AT

Source
MasterD
ChannelD
DevicelD
Epoch

Typeld
Timestamp

Expression| [ Form

3. Results area (bottom section)
o Display the results of scenario detection and measurements. See section 7.11.4 for
more details.

) Console gl Message Distribution | [, Trace Andlysis £2 =g
precise £ x
Trace: orca 1.3.5_10fingers_2017_07.05_115419.T5

¥ riw

MNumber of matches: 1641

Quality Index FORMATTED GTS Name Summary ~

[Cea T

B 100 50 +0(%:00:00.009830352003ps

4100 110 +00:00:00.017182496806ps
110 +00:00:00.017182496806ps Int *[precisetouch.csme.perf 0 4170] Interrupt received from sensor”
122 +00:00:00.017236223206ps B_SPI “[precisetouch.csme.perf 1.1 4170] Begin 5Pl transfer of 132 bytes raw data from touch IC"
125 +0B:00:00.017651376407ps E_SPI “[precisetouch.csme.perf 2.1 4170] End SPI transfer of 132 bytes raw data from touch IC"
127 +00:00:00.017658127207ps B_DMA  '[precisetouch.csme.perf 3 4170] Begin DMA transfer of 196 bytes raw data to shared memory”
142 +00:00:00.018631704007ps E DMA  “[precisetouch.csme.perf 4 4170] End DMA transfer of 196 bytes raw data to shared memory”
148 +00:00:00.019110792407ps Ring_GUC '[precisetouch.csme.perf 3 4170] Ring GUC doerbell”

B 100 178 +0(%:00:00.021039575208ps

b 100 595  +00:00:00.030952798812ps e

86



™ ®
Trace Analysis Use-Cases { l n tel }

7.11.3 Scenario Specification

TRAM enables you to define Scenarios for analysis, organize them in an explorer, and save
them in a scenarios repository file.

7.11.3.1 TRAM Scenarios

Scenarios represent any system behavior to be detected, measured, and filtered on top of
traces. Scenarios can represent a simple trace pattern to be searched/filtered or an entire
complex flow such as a sequence or a state-machine.

Scenarios are defined in TRAM language. For more details on TRAM language, see section 8.

7.11.3.2 TRAM Scenario Explorer

The TRAM scenarios explorer displays the TRAM scenarios and scenarios sets. This view
enables you to open multiple scenarios repository files, organize your scenarios in folders
hierarchy for better navigation and management, and save them to a TRAM scenario file
(.scenarios) for reuse.

QX e
4 | 4 Scenarios
4 8 *C:\Users\mpmmif\workspace513 ||————> Scenario repository
4 (= Basic_Software_Firmare
® SW_FW_Error_Message:
@ SW_FW_Error_and_Wan
@ BIOS_Only
@ CSME_Only
@ SW_FW_Only
@ BIOS_PostCodes
4 5 *C:\Users\mpmmi\Documents\A—+——> Scenario repository
(= Screen_Touch
(= Global_Debug_Flows

& CSE
. (> Sensors_flows Scenario folder
4 (= Power_Management
WA s0_s4_s0
WA power_off Scenario

@A s0_s3_s0_transition

There are three types of objects in the explorer:
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1. Basic scenarios ?: a single event, often used for trace and search filter
2. Complex scenarios ¥ : a sequence of events over time

3. Scenarios sets . : a set of scenarios with different search/filter/mark actions

4 (= Other_Scenarios
@ SW_FW
@ packetType_space
@ field_escape
@ exists
@ regex
%7 demo
@ Color
@ Color2
@ Channeld
@ RDMSR
wF Hello
¥ glogg_example

Use the different types icons at the top to filter the tree by one or more of the types. Use

the cancel button x to remove all filters.

o Scenarios &3 ] By =0

[ Jax[e]w:s
4 [ Cwwmwmi runtime-IDESTT_tmp\default.scenarios | &
4 = Basic_Software_Firmare
@ SW_PW_Error_Messages
SW_FW_Error_and_Warning_Messages
BIOS_Only
CSME_Only
SW_FW_Only
@ BIOS_PostCodes
4 [ C\Releases\Scenarios\idp.scenarios
4 (= |D|_Scenarios
@ U2C req
4 [ C\slesleil my_repo.scenarios
4 (= Basic_Scenarios
@ SW_FW v

@ @ @ @

To search for a certain scenario, use the search entry. TRAM will display and expand folders
that match the search pattern or folders having a scenario that matches the search pattern.
Empty folders will not be displayed even if they match the search pattern. Use the cancel

button ® to remove this filter.

onhy Q ¥ o

4 | 4 Scenarios
4 £ C\Usersmgmmi\workspaceS1.
4 (= Basic_Software_Firmare
@ BIOS_Only
@ CSME_Only
@ SW_FW_Only
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You may also combine textual filter with filtering by type to get only objects that match the
text of the type selected.

7.11.3.3  Using a Default Senario File

If you are using TRAM for the first time, a default.scenarios file will be copied over into
your workspace and will be opened and displayed in the Scenario Explorer. The default
repository file contains a few example scenarios. You may modify and save this file
(recommended with a different name).

7.11.3.4 Using a Predefined Scenario File

To open a predefined scenario file, click the "Open” button at the Scenarios view toolbar
and choose the scenario specification file. This file has a “.scenarios” suffix, and it must
follow the TRAM format (typically created by using the Save option).

mEE = O

To close a scenario file select the scenario repository from the explorer and then select the
Close option from the context menu.

QX e

4 | 4 Scenarios
£ C\Users\mpemworkspaceS1
4 £ C:\Users\mms\Document
(= Screen_Touch
. Global_Debug_Flows | /& SaveAs..
- CSE ¥ Close
» Sensors_flows :
(= Power_Management | [ New Folder

-
LJ

Save

TRV

New Scenario

To save changes done to the scenario repository, select the scenario repository from the
explorer and then select the Save or Save As option from the context menu.

4 | Scenarios
Q C:\Usersimmanl\workspace51
4 | C\Users\aagl\Document™
(= Screen_Touch
. Global_Debug_Flows | & SaveAs..
» CSE XK Close
, Sensors_flows »
. Power_Management | [ New Folder

-
Sesivd

Save

R

New Scenario
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To save changes done to all scenario repositories, click the "Save All” button at the TRAM
Toolbar (right side).

o By = B

7.11.3.5 Creating a Scenario Folder

To create a folder in the Scenarios Explorer select "New Folder” from the context menu
(right click). You can create a new folder under a repository or under a parent folder.

4 | 4 Scenarios
Q C:\Users\mpmml\workspace51
4 | C\Users\mps\Document

(= Screen_Touch Save
= Global_Debug_Flows ||& SaveAs..
o &K Close

(= Sensors_flows
» Power_Management ™ New Folder

New Scenario

7.11.3.6  Creating a Scenario
To create a scenario follow these steps:

1. Create a new scenario
Choose the desired folder or repository and select "New Scenario” from the context
menu. Rename your scenario if needed.

2. Define the scenario expression using the text editor
To define the scenario expression, double-click the scenario or select "Open Editor”
from the context menu to open the expression tab for editing. The scenario is defined in
TRAM language (see section 8).

4 | i Scenarios
4 = Basic_Software_Firme

LI A —
p EI'_QI Open Editor F3

@ 90 OpenForm

To create an event using the message macro, drag & drop messages from the Message
Explorer into the Expression. Note: only messages that are known in advance are
displayed. You may use messages that are not in the explorer. For example, you may
copy patterns from the Message View.
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PM_Errors | senstor_message | %9 =0 =3 =0 &2

sequence (dest_s® =»> state_s@ =»

state2 sB@ = message("Host State: 58 (%d)")2

dest_s3 =» state_s3 =>
dest2_s@ =» state2_s8);

Expression |

dest s8@ = message("Host State: Dst 5@ (%d)");
state s8 = message("Host State: 58 (¥d)");
dest 53 = message("Host State: Dst 53 (%d)");
state s3 = message("Host State: 53 (%d)");
dest2_s8 = message("Host State: Dst S8 (¥%d)");

® State] aQ %
"Cze State: Src CM3 (Sed)”

! "Cse State: Src CMO-MU (%6d)"

"Cse State: Src CMO (Sed)”

"Host State: Dst Unknown (36d)”

"Host State: Dst 55 (%5d)"
"Host State: Dst 54 (%ed)”
"Host State; Dst 53 (%6d)"
"Host State: Dst 51 (%ad)”
"Host State: Dst 50 (%ed)”

)
9,
é“#a

"Host State; 55 (%ad)”
"Host State: 54 (%6d)”

"Host State: 53 (%ed)”
4 m

Host State: Unknown (Sed)”

To create a packet based event drag & drop the packet name from the metadata
explorer into the Expression area.

To create a constraint on a field drag & drop the field name.

To use a mnemonic value as a constraint value, drag & drop the mnemonic name.

|l

)s

packet(BLOB.AET.CORE.WRMSR,

hpDR == IA32_PS_MC_ADDR

“1

[C) Metadata
BLOB

J 4

Drag & drop

F

MIPT
oDLA
Sochap Packet
SVEM
AET
CORE
; HW_INTR
IRET
; EXCEPTION
4 WRMSR
a F ADDR
MM 1432 PS_MC_ADDR
IV 1432 P5_MC_TYPE

3. Define the scenario expression using the form editor

To create a basic scenario, select the "Open Form” option from the context menu. This
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will provide you with a friendly GUI to define the search pattern (see section 7.10 for a
detailed description of the form).

QX e

4 | i Scenarios
4 [ Basic_Software_Firmz
SN o
e { @ Open Editor F3

@ 40 OpenForm

Note both the expression editor and the form are synchronized once you click the
“Save” button.

@ Error_Or_Fatal 5% | [S] MessageView001 = 8

Packet type: BLOB.*
Field constraints (joined by "AND'):
‘ Severity v| ‘ IN v || Error, Fatal

Add cendition | | Clear all

Expression | B Form |

4. Validate and save the scenario
Click the editor’s “Save” button to save the scenario. If you want to ensure that your
scenario is compliant with TRAM language, select the scenario in the scenarios explorer

and click the “Validate” option from the context menu. Save action will also validate the
scenario.

5. Save the scenario in the TRAM repository file
Select the scenario repository from the explorer and click the Save or Save As from the
context menu. You may e-mail the scenario file to others to share scenarios.

4 | 4 Scenarios
£ C:\Users\mgmmi\workspace51
4 £ C:\Users\ p\Document
(= Screen_Touch
(= Global_Debug_Flows | & SaveAs...

& CSE ¥ Close

[ Save
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7.11.4 Scenario Detection

Once you define a scenario, you may detect it in the trace and perform measurement, as
follows:

e Search/Filter/Markers (for basic scenarios only)
e Search for a scenario in a given time window
e Filter (keep) only messages that match the search criteria
e Set markers for all messages that match the search criteria
e Detection

e Detection of all occurrences of the scenario, display them and provide
hyperlinks from results to the trace

e Feedback

e Display the detection quality - percentage of events that occurred in
each scenario occurrence.

e Indication of what is missing in a scenario that is not of 100% quality
e Measurements

e Information about occurrences of each event of each scenario

e Information about occurrences of a scenario

e Information on the latency between events within a scenario
occurrence

7.11.4.1 Scenario Search, Filter, Marker

You may apply the operation of Search, Filter, Mark on Basic scenarios (denoted by the
circle icon®),
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v | 4 Scenarios
v [ C\Users\Public\my_workspace\default.scena
w = Basic_Software_Firmare
@ SW_FW_Error_Messages

@ SW_FW_Error_and_Warning_Messages
@ BIOS Only
@ C5h (g Open Editor F3
®©W.m Open Form
@ BIO
v B CA\Scenaric 5| Copy
v [= Tutoria 3§ Delete Del
W pre« Rename... F2
= Basic S
2> Validate
Detect
Search
Filter
Mark
" New set
Add to Set
<

Search: finds all trace entries that match the criteria
Filter: shows only trace entries that match the criteria
Mark: sets markers to matching trace entries

7.11.4.2 Scenario Detection activation

To detect a scenario (Basic or not) in your trace click the “"Detect” button in the scenario
editor toolbar

#F precise 3

Int = message("[precisetouch.csme.perf @ #d]

Int2 = message("[precisetouch.csme.perf @ ¥d]
B_SPI = message("[precisetouch.csme.perf 1.%d
E SPI = message("[precisetouch.csme.perf 2.%d
B_DMA = message("[precisetouch.csme.perf 3 %d
E_DMA = message("[precisetouch.csme.perf 4 %d
Ring GUC = message("[precisetouch.csme.perf 5
Feedback = message("[precisetouch.csme.perf &
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or select the scenario from the scenario explorer and choose “"Detect” from the context
menu (right-click).

4 | gy *Scenarios
4 [~ Power_Management
@ PM_Errors
. R CM3 lsgl  Open Editor F3
. w50 53 =0 H OpenForm
= Sensors_flows
. &= CSE {5 Copy
+ = Global_Debug_Flows Paste
» [= Screen_Touch 3 Delete Del
Rename... F2
I Validate
Detect

The processing happens in the background and progress is reported in the progress bar in
the bottom-right corner. Once processing completes, you can view the results in the sub-
tabs next to the expression of the scenario.

7.11.4.3 Detection Details Tab

This tab lists the occurrences of the scenario aside to a percentage denoting the quality of
the scenario - the percentage of events (of the scenario) detected in the specific occurrence.

To see the occurrence of events within a specific scenario, expand the occurrence by
clicking the small arrow next to the percentage. Clicking on an event will select the
matching even in the Message View.
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<0_s3.s0 | &}, CMO_CMOFF 57

v -8

Quality  Index
4 100
1063
1065
1066
1068

T LT

FORMATTED GTS

00h:06m:20s 961 423ms
00h:06m:20s 961 423ms
00h:06m:20s 961 456ms
00h:06m:20s 961 456ms
00h:06m:20s 961 488ms
00h:06m:37s 350 895ms

L

Expression | Detection Details

To view scenarios with quality less than 100%, click the filter button

Mame

Dst_53
CMO_PG
Cmoff_PD

CMO_PG_Entry CMO-PG Entry (7]

;;;;;;;;;;;;

_Sumrmary

Hyperlink
Host State: Dst 53 (4)
Cse State: Src Dst CMOH G (€
Cse State: Src Dst Cmof| |PD

T -

and choose those

that are not 100%. The events that are missing within a scenario (were not detected in the
trace) are colored red. Events that exceeded defined time limit are colored in orange

(see 7.11.7).
L1
v 1000 RMATTED GTS Name _Summary -
v | 500 06m:20s 961.423ms
1062 00h:06m:20s961.423ms Dst_53 Host State: Dst 53 (4]
1065  00h:06m:20s 961 .456ms CMO_PG Cse State: Src Dst CMO-PC
1066 00h:06m:20s 961 456ms Cmoff_PD Cse State: Src Dst Cmoff-f| -
1068  00h:06rm:20s 961.488ms CMO_PG_Entry CMO-PG Entry (7) -
a 50 00h:06r:37s 350.895ms
Dst_53 Host State: Dst 53 (%ed)
ChD_PG Cse State: Src Dst CMO-PEC
1406 00h:06m:37s 350.895ms Cmoff_PD Cse State: Src Dst Crnoff-|
1408 00h:06m:37s 350.928ms CMO_PG_Entry CMO-PG Entry (7) -

The scenario occurrence graph at the bottom displays the occurrences of the scenario over

time.

e A blue line denotes a scenario having a quality of 100%.

e Ared line denotes a scenario having a quality less than 100%.

Clicking on a certain location in the graph shows the corresponding occurrence in the result

table
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7.11.4.4 Timing Table Tab
This tab displays statistics on event and scenario occurrences.

e The Events table displays the number of occurrences (coverage) of each event
within a scenario.

e The Transitions table displays statistics on transitions between different events
within a scenario, including minimum, maximum and average delay, forward
probability (how often a given branch path was taken) and number of occurrences.

e essage Distribution | (73} Trace Analysis
&) Consol Message Distribution [} Trace Analysis 52

precise 53
Trace: orca 1_3_5_10 fingers_2017_07_05_115419_TS
Events

Name Occurrences
Int 1641
Int2 0
B_SPI 2845
E_SPI 2845
B_DMA 1641
E_DMA 1641
Ring_GUC 1641
Transitions

Source  Target  MinDelay (ps) MaxDelay (ps) AvgDelay(ps) ¥ Delay (ps) FwdProb. Occurrences
0

Int Int2
b Int B_SPI 2038000 574319200 445533852 1 1640
Int2 B_SPI 0 0
p B_SPI ESPI 256166400 2639016801 1685816229 1 2844
b ESPI B_SPI 1449928001 1055703600 310302883 0423 1204
p ESSPI B_DMA 4018000 6101600 6615681 0.577 1641
p B_LDMA E_DMA 338497600 1285194400 360022607 i 1641
p E.DMA Ring_GUC 329714001 896560001 338233685 1 1641

Detection Details | Timing Table | Delay Between Occurrences| Transitions Latency

e Expand transitions with occurrences > 0 to view detailed list of all occurrences.

Transitions
Source Target Min Delay (ps) MaxDelay (ps) AvgDelay (ps) ¥ Delay(ps) FwdProb. Occurrences
Int Int2 0 0
b Int B_SPI 2038000 574319200 445533852 1 1640
Int2 B_SPI 0 0
(2 BSPl ESPl 2616600 2639016601 1683816229 1 2844
63 66 2639016801
43066 43104 2215903201
69308 69346 2212918401
252624 252662 2212599200

Detection Details | Timing Table | Delay Between Occuirencesl Transitions Latency |

o Sort the list of occurrences by delay, source or target (ascending or
descending) by clicking on the corresponding header.

o Click on source or target entry to jump to the corresponding index in the
message view.

o Transitions from scenarios with quality < 100% are colored in red.
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7.11.4.5 Delay Between Occurrences Tab

This tab displays a bar chart with the delay (latency) between the occurrences of
consecutive scenarios.

B Console fl] Message Distribution [ Trace Analysis 53 A
precise 27 | x|
Trace: orca 1.3.5_10 fingers 2017.07.05_115419.TS
30
25
@20
E
k3
= 15
a

5

«

10 20 30 40 S0 60 70 80 90 100 110 120 130 140 150 160 170 180 190 200 210 220 230 240 250 260 270 280 290 300 310 320
Occurrences with 100%o quality

8 Time between begin of occurence i-1 and ]

Detection Details| Timing Table | Delay Between Occurrences| Transitions Latency

e The chart includes only occurrences of 100% quality.
e Use the popup menu or drag the mouse to the left/right to zoom-in/out.
e Hover with your mouse on the bars to see the actual values in tooltips.

e Click on the bars to jump to the occurrence’s first index in the message view.

7.11.4.6  Transitions Latency tab

This tab displays a stacked bar chart of the occurrences of each scenario and the delay
between the events within a scenario.

&) Console (] Message Distribution [ jj Trace Analysis 52 =

HH; |

B

so A o

400 500 700 800 9200 1,000 1,100 1,200 1,300 1,400 1,500 1,600
Occurrences with 100% quality

W Int->B_SPI MB_SPI->E_SPI ME_SPI->B_SPI E_SPI->B_DMA M B_DMA->E_DMA I E_DMA->Ring_GUC

Detection Details | Timing Table | Delay Between Occurrences | Transitions Latency

e The chart includes only occurrences of 100% quality.
e Use the popup menu or drag the mouse to the left/right to zoom-in/out.
e Hover with your mouse on the bars to see the actual values in tooltips.

e Click on the bars to jump to the occurrence’s first index in the message view.
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7.11.5 Scenario Sets

TRAM enables you to define a set of basic scenarios and then to associate different actions
on top of them (Filter, Search, Mark).

Basic scenarios are denoted by the circle icon ® and are related to one trace entry and not
to a flow.

To create a set of scenario do the following:

1. Select the desired folder
2. Select the "New Set” option from the context menu and give the set a name.

QX e ¥
4 | 4 Scenarios
4 [ *C:\Users\mgmmi\workspace_
4 (= Basic_Software_Firmare
SW_FW_Error_Messa:
SW_FW_Error_and_W
BIOS_Only
CSME_Only
SW_FW_Only
BIOS_PostCodes
4 (= Sets

®@ © © ®© @ ©

-

New Folder

New Scenario

New Set

5 Copy
Paste
o Delete Del

Rename... F2

Validate

3. Open the set editor - select the set from the explorer and choose “Edit” from the
context menu (or double click on the set name).

4. Drag and Drop the desired scenarios from the explorer into the set editor. Alternatively,
select the desired scenarios and then select the “"Add to Set” option from context menu.

Remove scenarios from the set by clicking the delete button ().
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E ®

Scenarios:

CSME_Only () Searct @ Mark © Filter ] [Foreground] [Background]

SW_FW Only () Searct ©) Mark @ Filter [ [Foreground] [ | [Background]

BIOS_PostCodes @ Searcl ©) Mark © Filter [l [Foreground | | | Background |
From To

@ Beginning of trace (@ End of trace

(7 Selected index (1 Selected index

Findee |0 @ Index: | 3908852

) Marker: 1 Marker:

Select the desired operation for each scenario within the set.

Select the desired coloring for each operation (optional).

Restrict the trace boundaries for your set operations to a certain time window (optional)
Click the Save button to save the set

© ® N oW

Click the run button (':E:') to apply your set to the trace displayed. Results will reflect the
defined rules.

TRAM enables you to define a Quick Set without saving it in the explorer.

To create a Quick Set select the desired basic scenarios from the explorer and then select
the “Quick Set” option from the content menu.
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4 | j Scenarios 1R
4 D *C:\Users\mmmi\workspace_

4 (= Basic_Software_Firmare

@ SW_FW_Error_Messa: CSME_Only

Scenarios:

® SW_FW_Error_and_W
@ BIOS_Only SW_FW_Only
@ CSME_Only —
® SW_FW_ Only | @ Open Editor F3
@ BIOS PostCod [} Open Form
& Sets =
iZ] Copy
K Delete Del
Validate
Detect
Search
Filter
Mark
.o' QUICkSQt
%% Addto Set
‘ m

TRAM will create a temporary set, enabling you to select the desired operation, set colors
and boundaries as described above, add more scenarios to the set, and run it as described
above. You may save the set you created to the repository using the editor’s “"Save” button.

7.11.6 Quick Search

To search for message/messages in your trace (without defining a scenario) do the
following:

e Locate the desired messages in the Message Explorer. You may use the explorer search
for this.

CMO-PG Q

e Select the desired messages.

e Choose “"Detect in trace” from the context menu.
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CMD-PG Q X

4 = Messages
4 || Unknown source
= "Going to CMO-PG
"CMO-PG Exit (%od)”
"CMO-PG Entry (%ad)”
"Cze State: Src Dst CMO-PG (%6d)”

"Cze State: Sro thAn DE fof 00
Detect in trace

2
2
Q2
]

Your search results will appear under the Search Result tab with the following information:

e Summary of occurrences (the "Summary” tab) - Provides a table that elaborates the
number of occurrences of each message

0 _s3_s0 | CMO_CMOFF | ¢ Find messages1 53

Data Total
"CMO-PG Entry (%6d)" 2
"CMO-PG Exit (Fed)” 1
"Cse State: Src CMO-PG (%ed)" 0

"Cse States Src Dst CMO-PG (%6d)” 1

o Details on occurrences (the “"Details” tab)
e Lists each occurrence of each message (color coded)

e To hyperlink to the relevant trace location, click the desired occurrence.

0 =3 _s0 [ CMO_CMOFF | = Find messages1 i3

Hyperlink
Index FORMATTED GTS Message

1065  00h:06m:20s 961.456ms  Cse State: Src Dst CMO-PG (B)
1068  00h:06m:20s 961 488ms  CMO-PG Entry (7]

1408 00h:0Brm:37s 350928ms  CMO-PG Entry (7)

1563 00h:13m:36s053.747ms  CMO-PG BExit (8)
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7.11.7 Trace Analysis preferences
To configure TRAM detection default behavior, go to the Window -> Preferences -> System
Trace -> Trace Analysis page:

=] Preferences == -

type filter text Trace Analysis - - -
b Genesal Trace Analysis Preference
[- Install/Update
[ Run/Debug
4 System Trace Maxirmurm number of results for a scenario | 5000 |
File Decode Detection engine runtime limit (in seconds) | 300 |

Intel(R} Trace Hub Sern
Streaming Decode

Target Access Provider Detection engine events stitching policy: ® FIFO O LIFO
Trace Analysis

50 |

Show only results with quality higher than (in %5)

B Viewer . |Restore Qefaults| | Apply |
Welcome Dialog
[ Team
Terminal
£ m ¥
f:?) | QK | | Cancel

Here you can control the following parameters:

e Maximum number of detection results displayed - default set to 5000, max permitted
- 50,000.

e Limit for detection engine runtime in seconds - default set to 300.

e Minimum threshold for detection results quality measured by percentage of
scenario’s events detected (see 7.11.4.3) - default set to 1% (show all).

o Detection stitching policy - stitch together events to same scenario by First-In-First-
Out (FIFO) or Last-In-First-Out (LIFO) - default set to FIFO.

To override your default preferences for a specific scenario click the scenario’s settings
button in the scenario expression tab’s toolbar:
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8 packetType space &2
® & @

R s ' LR LY

This will open the scenario preferences dialog, were you can set specific values for this
scenario:

S (- S|

Scenario's preferences

These preferences will be saved for scenario SW_FW_Error_and_Warning_Messages in this

session only,
Maxirnum number of results for a scenario | 7500 |
Detection engine runtime limit (in seconds) | 600 |
Show only results with quality higher than (in %) | 50 |
Detection engine events stitching policy: O FIFO ® LIFO
Define scenario time limit | 75 | |nanosec0nd v|

Colors for basic scenario's action (filter/mark/zearch) . | Foreground | . |§Background§|

| Edit global preferences| | Set to default | | oK | | Cancel |

These settings will be saved for your current session for the selected scenario.
There are two more preferences here in addition to the options mentioned above:

1. Scenarios time limit (optional): define a time limit for the scenario to
complete. Occurrences that exceeded the specified time limit will be marked in
orange in the detection details tab, as well as the specific events within that
scenario’s occurrence.

PipelineTouchData &

Trace: orca 1.3_5_10fingers_2017_06_20_145831_TS
T v i

Number of matches: 1641

Quality Index FORMATTED GTS Name Summary
I 100 34130 00:16:36.785,372,211,484ps

> 100 34332 00:16:36.795,382,107,898ps

[ 100 34536 00:16:36.805,369,830,702ps

a

34758 00:16:36.824,255,842,300ps Int "[precisetouch.csme.perf 0 4341] Interrupt received from sensor”

34787 00:16:36.824,810,897,510ps B_SPI "[precisetouch.csme.perf 1.1 4341] Begin SP| transfer of 3712 bytes raw data from touch IC"
34790  00:16:36.826,845,497 910ps E_SPI "[precisetouch.csme.perf 2.1 4341] End SPI transfer of 3712 bytes raw data from touch IC"
34801 00:16:36.827,029,634,311ps B_SPI "[precisetouch.csme.perf 1.2 4341] Begin SP! transfer of 3308 bytes raw data from touch IC"
34804 D0:16:36.828,871,395,911ps E_SPI "[precisetouch.csme.perf 2.2 4341] End 5PI transfer of 3308 bytes raw data from touch IC"

34806 00:16:36.828,877,947,911ps B_DMA "[precisetouch.csme.perf 3 4341] Begin DMA transfer of 7084 bytes raw data to shared memory”
34811 00:16:36.829,235,538,711ps E_DMA "[precisetouch.csme.perf 4 4341] End DMA transfer of 7084 bytes raw data to shared memory"

- 100 34834 00:16:36.831,673,795,512ps

2. Color preferences: For basic scenarios you will also have the option to
determine foreground and background colors for basic scenarios actions, such
as search, filter and mark (see 7.11.4.1 above). These colors will also be used
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as default colors for this scenario when added to a scenarios’ set (see 7.11.5).
The colors settings will be saved for the scenario between sessions as well.

7.12 Advanced Trace Analysis: Master/Channel
Filtering

Traces from the specific masters and channels can be filtered by setting a decoder
parameter in File Decode Prefrences dialog and/or in the Streaming Decode
Preferences dialog. Filtering channels might be important if a trace source has noisy
traffic, where not all information is relevant for the user.

The filtering can be enabled by adding a decoder parameter to the MIPI decoder. The
decoder parameter is named masterChannelfilter and has the following syntax:

<master>: <channels-to-filter>
The following expressions for <master> and <channels-to-filter> are valid:

e Single number
e Range using the “-" operator: <number-1>-<number-n>

It is also allowed to combine multiple expressions by separating them with a comma, for
example:

<master>:<channel>,<master>:<channel-1>-<channel-n>,<master-1>-<master-
n>:<channel>,<master-1>-<master-n>:<channel-1>-<channel-n>

Example on master 3, which uses channels 1 to 10, filter out channels 5 to 8. To do this is
to add a new MIPI_Decoder masterChannelfilter parameter using following steps:

1. Open File Decode Preferences or Streaming Decode Preferences depending on
the streaming mode:
Offline decode: Right-click on the capture file and then click on Decode

Preferences
I Project Explorer 32 = Q‘:;; ¥ = 7
4 = TraceProject
4 [ capture
D SpTIn CAAAE A8 31 17 1% A a4
Decade
Decade as...
Rename...
Export...
% Delete

I Decode Preferences I
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Live decode: Right-click on view menu “triangle” and then click on Streaming
Decode Preferences

fi5)] Trace Capture 1% . E':' 8
Decode and display as data is receiv Apply Start Trace Canfiguration
Automatically extract trace data fron Apply Stop Trace Configuration
memary

I Streaming Decode Preferences

Configure target during capture stai

Trace Hardware Tests

2. Press the Add button to add a new decoder parameter

Decaoder Parameters

Decader Instance Mame Yalue it
ETWDecader pathToSchemaConfigFile HCAPTUREDIRY config/etwConfig/ETWCanfiglipParam.=ml -

ETWDecader pathOfCanfigUICopySchemaDoneFalder  ${CAPTUREDIR)/ canfig/etwConfig/ 1

ETWDecader etwTimeCarelationScale 1000000000000
ETWDecader etwClockMame MPK

ETWDecader convertTolMpkTime true BEuE

7. Add a following line: MIPI_Decoder | filter | 3:5-8 as shown in the picture below

Decoder Parameters

Decoder Instance Mame Value
MIPI_Decoder masterChannelFilber 3:5-8
g T N o TSRS P, —— e e e ™ e BT Pl &8 AT R

The value of the masterChannelfilter parameter for the MIPI decoder is 3:5-8, meaning that
for master 3 channels 5, 6, 7 and 8 are filtered out and there will be no traces from these
channels visible. More complex example would be 2-4:5-8 which filters on master 2
channels 5 to 8, on master 3 channels 5 to 8 and on master 4 channels 5 to 8.

Please note that filtering on channel 0 is not supported.

7.13 Advanced Trace Analysis: Trace Capture File
Size Limit
Captured file size during live decode could be limited to a specific size. This is especially
important for long running live traces where gigabytes of data are received. The user can
choose to store on the hard drive only the last X Mbytes of the received data. Before
starting capture live trace, select the desired capture file size in the Trace Capture view.
When using a streaming destination, capture file size limit is implemented using a circular

file buffer. When tracing to memory, only the specified amount of trace data is actually
extracted, greatly improving extraction speed when running long traces.
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86 Trace Capture 2 Fpg B = 8

V] Decode and display as data is received
V] Autornatically extract trace data frorm target remory

E&.“\ TraceProject/configurati 4 31_stkr_Hedtracecfg E

7.14 Analyzing Chipset Firmware Flash Logs

The chipset firmware (FW) is able to store fatal FW events into SPI flash memory in addition
to send them out to the Intel® Trace Hub. This mechanism was developed to provide post
mortem access to firmware fatal errors even if no active capture using the Intel® Trace Hub
was performed.

The chipset firmware Image Analyzer is parsing the SPI flash log contents and decodes any
included fatal error messages.

7.14.1 Use Case Overview

1. A system in the manufacturing line is showing erratic behavior and a problem with
chipset firmware of the management engine is suspected

2. The SPI flash content of this system is captured into a file using for example a
Dediprog* programmer or the Intel ® Flash Programing Tool, which is part of the
system tools in the Firmware kit.

3. The captured SPI flash image file can be added to the trace viewer for showing any
fatal firmware messages that got stored there from former system runs.

7.14.2 Decoding Firmware Flash Logs

The chipset firmware Image Analyzer embedded in the trace viewer is used to parse SPI
flash log and decode included fatal error messages. This is done in 2 steps:

e Adding the firmware image file as a trace capture

e Running a custom decode on the Firmware image file

Adding the Firmware Image file as a trace capture:
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1. Select “"Import” from the context menu of the Trace Project capture node or choose

“File > Import > System Trace - Trace Capture”

from the main menu.

1 Project Explorer 2 =g ¥ @ b@gl
+ & TraceProject Select
(= capture g
. New , Choose import source. H
=4 Go Into
Selectanimport source:
ig Copy Ctr+C
type filter text
Paste Ctr+W
¥ Delete Delete > [BuGeneral
- > & Install
ove.. » (= Run/Debug
Rename.. F2 4 [ System Trace
Import v |E Trace capture £ Trace capture
Team
4 Export. “&
3 Exp £23 Import.. &, Team Project Set
#] Refresh Fb
Profile As 3
@ < Back Mext > Finish

2. Right click on the new capture and select Decode as...

—
File Edit Mavigate 5Search Project Analyse Run
L= OEBEE e RS 5

({5 Project Explorer &2

4 = FLOG
4 [= capture
ME_I:-.:I
B nvps Decade
== configu Decode as..
4= [s"';_ﬂ“im . Rename..
ME
@ ME_ Export..
W r'.pr ﬁ Delete
@ rvpt Decode Preferences
T vl e e -

3. In the Decode As dialog, select the “"Chipset Firmware Image Analyzer” use case.
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e

Decode As
Click OKto decode the input file(s).

Use Case: |iChipset Firmware Image Analyzer

Scan and display chipset firmware events that got logged into flash memaory.

Input File: C:Hbuildskeclipsekwnrkspace‘LTraceF‘rDjecﬂcapturekﬁv_image.bin|

TDE Parameters

Select OK, the MessageView will contain all SPI flash log fatal entries.

7.15 Advanced Trace Analysis: Decode Trace with a
Different Decode Network

To decode your trace with a different decode network, e.g. to decode just the raw MIPI
packages, do the following:

1. In the Project Explorer, right-click on the captured trace file and select Decode as...
2. In the next dialog, select the use-case (nhetwork) you want to use and click OK.
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File Edit Mavigate 3Search Project Analyse  Bun Wi
i OEEE e ariz
[75 Project Explorer 53 = 0
Bg|e ¥
PR MlyProject
4 [ capture
B swen_stp
= configuratio Decads
> = sessions Decode as.,
Renarme..
Export.,
% Delete

= Decode &3

Decodle As
Click OK to decode the input file(s),

[F=3 Eol 5

Input File:

ChTernphnshTraceProjecthcapturelsven_stp_data_spthsven_stp_data_spt.bin

Target Type: lﬁth Generation Intel{R) CorelTh) Platform L/O

Use Case: [General decaode
Description: general decode

. hipset Firrmware Image Anal
Engine Pararr: WL STP £

Marne Walue s
configuration-dir targets
network EPT_Metwork.xml
root-packettype-path  SPT_RoothetaDatasxml = Add
session-dir-path $(SESSIOMDIRY 1
streaming-rmode false Remes
target-path-pattern  $(PVSS)
timesync-xml TirneSyncxml m
to-console-rnode false -

Decoder Parameters
Decoder Instance  Mame Walue Il
ETWWDecoder pathToSchemaConfigFile $(CAPTUREDIR) configietwCanfig/ETWCanfigUipParam.sml
ETWWDecoder pathOfConfigUICopySchemaDoneFalder  ${CAPTUREDIR) config/etwConfig/ 3
ETwDecoder et TimeCorelationScale 1000000000000 | Add
ETWWDecoder etwClockMarme MPK
ETwDecoder convertTaMpkTime frue Remes
FileReader_Decoder memPagesize 16384
FileReader_Decoder bytesPerBlob 16350
FileReader_Decoder inputiwordwidth autodetect -

® [ OK J ’ Cancel
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7.16 Trace Analysis: Hints

7.16.1 Multiple Rules

Multiple rules can be active simultaneously, for example, for displaying all “Error” packets in
red and all *“Warning” packets in orange, or for filtering only for those two types of trace
entries. When using multiple rules, make sure to use the "AND"” and “"OR" logical operators
above each rule section in the TMV Configurer as required for your application.

7.16.2 Copying & Pasting of Trace Entries

After filtering your trace, you may be interested in copying and pasting the resulting trace
entry set into another application. To do so, select one or more trace entries, right click on
the trace entries, select Copy and pick the method that best matches your use-case.

7.16.3 Exporting Traces

For further analysis, it is also possible to export traces by selecting File > Export ... from
the menu bar.

In the Export dialog, browse to System Trace > Export trace capture.

2 bpor o
Select
lﬁ]
Select an export destination:
type filter text
» = General
2= CfC++
o = Install

> [= Remote Systemns
> [ Run/Debug
4 [ Systern Trace
[:] Export trace capture

> (2= Tasks

s [ Team

> [= Tracing

3 L

Click Next and select the project you want to export and provide the location where you
want to export the trace archive.
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- Export Trace Capture [f= I@
Trace Capture Export

Export trace captures,

Select the trace captures to export:

4 [7] 2 MyProject
) sven_stp_data

Exporttar  ChTemphexport | Browse,

@j Mext = [ Einish l ’ Cancel ]

Click Finish to start the export. You should find a trace archive file (.tracecpt) in the

directory you specified in the Export dialog.

7.16.4 Showing the Source of Traces

To verify from which trace source the decoded messages in the Message View are coming
from, please do the following (assuming the Message View is open and displays messages):

1) In the Message View toolbar, click the small arrow near the column picker button to
show the available column presets and select General Decode.

RAW Decode

@- Column Preset Settings...
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2) This column preset will show the Mipi Source column, which displays the origin of a
trace message, e.g. in this case BIOS and CSME:

[v] Synchronize [ | Auto-Scroll Go To Index | 0 = |__='/z Filter On  Search On 4= | |=p v (g

Index FORMATTED GTS Mipi Source _Summary

871 00h:00m: 073 335.726ms CSME SVEN: l:Normal t:debug_string s:generic [ED] RegisterProcess Ioctl
872 00h:00m:073 335.741lms C3ME SVEN: l:Normal t:debug string s:generic [ED] "dal_ lnc" RegisterFroc
673 00h:00m:073 335.761lms CSME SVEN: l:Normal t:debug_string s:generic [ED] Added Name “"dal lnc™ E
874 00h:00m:073 336.436ms CSME SVEN: l:Normal t:debug_string s:generic [LDR] LIM: "dal_lnch" proce
875 00h:00m:073 340.587ms CSME SVEN: 1l:Userl t:debug_string s:generic [DAL_LNCH] Registered HECI c
876 00h:00m:073 343.177Tms C3ME SVEN: l:Normal t:debug string s:generic [ED] "dal_ lnc" PFID (8222) 1
877 00h:00m:073 343.220ms CSME SVEN: l:Normal t:debug_string s:generic [ED] “"dal_lnc™ PID (8222) £
878 00h:00m:073 343.684ms CSME SVEN: l:Normal t:debug string s:generic [ED] RegisterForEvents Ioct
679 00h:00m:07s 471.787Tms BIOS SVEN: l:Normal t:debug string s:generic POSTCODE=<0000004F> m:BRETE
880 00h:00m:073 622.611ms BIOS SVEN: l:Normal t:debug_string s:generic POSTCODE=<00000035> m:BAETR
BE1l 00h:00m:073 €37.245ms BIOS SVEN: l:Normal t:debug_string s:generic POSTCODE=<0000003&> m:BAETR
882 00h:00m:073 &€38.422ms BIOS SVEN: l:Normal t:debug_string s:generic SmmBaseRelocate: Start m:B2
BE3 00h:00m:073 &71.71lms C3ME SVEN: l:Normal t:debug string s:generic [ED] RegisterProcess Ioctl
BE4 00h:00m:073 &71.726ma CSME SVEN: l:Normal t:debug_string s:generic [ED] “"dal_ivm"™ RegisterProc
B85 00h:00m:073 &€71.817ms CSME SVEN: l:Normal t:debug_string s:generic [ED] Added Name “"dal_ivm™ E
RRA fifth=ffim=NT7a RT3 ATAma SUFN- 1+Nnarmal t-debhne atring a-menerie [TAR1T TIM- "dal iwm™ nrares

7.17 Accessing the Online Help

The System Trace provides an online help directly available in Eclipse*. To access this help
go to Help > Help Contents. Browse to System Trace to show the online help.
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8 TRAM Language

TRAM language enables you to define scenarios (system behaviors) from simple ones
relating to complex flows and use them for search, filter, or advanced analysis.

The language is compositional and it is built on the following levels

1. Events - a single packet/message with constraints to its fields/parameters

2. Scenarios - flow over time on top of events defined by means of sequence
representation or FSM representation

3. Scenarios on top of scenarios - use scenarios as building blocks to build other
scenarios

8.1 Events

An event is a special case of a scenario referring to a single message or packet.

8.1.1 Event Syntax:

The syntax to define an event is:

<event name> = packet (<packet constraints >, < field constraints >);

e Field constraints are optional

e event_name is an alphanumeric identifier.

Example:

El = packet (Blob || ETW, Status == Error && Severity == 7);

8.1.2 Packet Constraints

Packet constraints represent a pattern denoting the packet type.
e The packet constraints supports **’ token as “all”.
e You may use “*” to denote any packet.

e Use the OR sign (“||") to denote multiple packets.
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Example:

//ETW or BLOB packets with error status

El = packet (ETW | | BLOB, PacketStatus == Error);

//all types SVEN packets

El = packet ( *SVEN¥*, Severity != User99 );

//all packets with error

E5 = packet ( * , Severity == Error);

8.1.3 Field Constraints

A constraint on a field is defined by one of the following:

field_name operation <value>
o Operationisone of: ==, = ,>=,<=, >, <

e field_namein [x : y]
o [x:y] range of values

o field_name in [set of values separated by comma]

e field_name contains <string>

e field_name begins-with <string>

o field_name ends-with <string>

o field_name =~ /<reg-exp>/

o exists(field_name)

o format (<field_name>, “<field-format >", <format constraints>)
o Comes to set constraints to “printf” fields (see section 8.1.4)

Notes:

e The Boolean operators allowed between field constraints are “&&” (and), “||” (or), and
“1” (not).
e Numerical values are treated as unsigned integers.

e <value> could be numeric, string, or mnemonic (for fields that have mnemonic value).

e <value> could be a name of another field.
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e <String> is a quoted string using single quote or double quote.
e field_name may include a bit range (for vector fields)
o field_name[upper_bit:lower_bit]

o field_name[bit]

Examples:

//all AAA packets with ADDR in a given range

E3 = packet (AAA¥*, ADDR in [PAGEl : PAGE7]);

//all BLOB packets with error status due to halt or shutdown

E5 = packet (BLOB, REASON in [HLT, SHUTDOWN] && PacketStatus == Error);

//message that begins with ERR

E6 = packet (BLOB.*, Summary begins-with “ERR”) ;

8.1.4 Format Constraints
A format constraint enables you to set constraints to formatted fields (e.g., printf).

For example, set constraints to restrict the second parameter of the following printf
“Printer number %d transfers %d bytes”

The syntax for format constraints is:

format (<field name>, “<field format >"”, <format constraints>)

e <Field_name>
o The name of the field
o <field_format>
o The formatted string that the field should match
e <format_constraints>
o Is a Boolean expression on top of parameter constraints

o The parameters are those that appear in the field-format.
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A parameter is identified by a “%i”, where “i” is the position of the parameter

(%0 for the first parameter, %1 for the second parameter, etc.).

The following parameter constraints are allowed:
» Parameter_number operation <value>
» Operation isone of: ==, I=,>=,<=, >, <
= Parameter_number in [X:Y]
* [x:y] range of values
= Parameter_number in [set of values separated by comma]
» Parameter_number contains <string>
= Parameter_number begins-with <string>
» Parameter_number ends-with <string>

= Parameter_name =~ /<reg-exp>/

//number

of bytes transferred is greater than 0.

E8 = packet (BLOB*, format (payload, Printer number %d transfers
&& Severity == USER1)

%d bytes,"

1 > 0)

8.1.5 Message Macro

The message macro streamlines the definition of events that refer to SVEN packets with

constraints on the payload field.

The format is:

<event name> = message (<printf message >, < printf parameter constraints >);

For <printf parameter constraints>, see section 8.1.4.

Example:

//two equivalent events

E1l = packet (*SVEN*, format (payload,” [Printer number %d transfers

sd bytes,"

31
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E2 = message (“Printer number %d transfers %d bytes”, $1 == 7);

8.2 Scenario Definition

A scenario is defined by a series of declarations, defining the relevant events, and a flow
definition specifying the time relationship between the previously declared events. A flow
can be a sequence or an FSM. If omitted, linear order is assumed between the events in the
declaration part.

8.2.1 Event Declaration

Event declaration is a list of events definitions separated by “;".

e <event_name> = <inline_event_specification>;
e <event_name> = reference(<predefined_scenario_name>);

Example:

//event declaration

El = message (“printer is preparing to restart”);

E2 = message (“printer is killing all active jobs”);
E3 = message (“printer is restarting”);

E4 = reference (/camera/power-flows/camera-turns-off) ;

8.2.2 Sequence Definition

The syntax is as following:

sequence (sequence expression);

Sequence_expression is as follows:
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TRAM Language
Semantics Constructs
E E occurs E is an event defined in the declaration
section

El => E2 E2 occurs after E1 El and E2 are sequences

E* E occurs zero or more times | E is a sequence

E* E occurs one or more times | E is a sequence

E? E occurs zero or one time E is a sequence

El1 || E2 E1l or E2 occur El and E2 are sequences

The order of evaluation is:

Known limitations:

1. Repeat operators (*, +, ?) cannot be located at the end of a sequence.

2. Any operator other than sequence (=>) does not work properly on top of reference event.

3. Trace entries will match no more than one event. If an entry matches more than one of the
sequence’s events, behavior may be ambiguous.

Example:

//event declaration

//sequence definition

sequence (El+ => E2 => E3);

El = message (“printer is preparing to restart”);
E2 = message (“printer is killing all active jobs”);
E3 = message (“printer %d is restarting sending %d packets”);

//printer may send several message during preparation to restart
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//event declaration

El = message (“prepare to send data”):;

E2 = message (“start send packet”);

E3 = message (“end send packet”);

E4 = message (“data transaction is done”);

//sequence definition
//loop of start-end of packet sending

sequence (E1 => (E2 => E3)+ => E4;

8.2.3 FSM Definition

An FSM is defined by the following construct:

fsm (<transitions list>)

The transition list is of the following form:

<from state name> ( transition condition ) => <to state name>

e <from_state_name> is any alphanumeric name denoting the state name

o <to_state_name> is any alphanumeric nhame denoting the state name.

e The transition_condition is an event name declared in the declaration section.
e The start state transition will not have a from_state.

e The end state transition will not have a to_state.

e An initial state can also be a final state.

Example:

//event declaration

El= message (“prepare to send data”):

E2= message (“start send packet”);
E3= message (“end send packet”);
E4= message (“data transaction is done”);
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fsm (

10

SHlE

82

S3

S3

S4

//FSM definition

Si,
82
SEP
sS4,

S

8.3 Stitch Variables

Stitch variables define a relationship between parameters of a message or fields. The format
is as follows:

field parameter name == @<stitch variable name>

e variable_name is alphanumeric string.

e First usage must use the "==" operator (where the variable value is assigned).

e Further usages of the variable keep the first assigned value.

¢ A field/parameter name can be constraints using a stitch variable using the following:

o

o

Field/parameter_name
Field/parameter_name != <stitch_variable_name>
Field/parameter _name >= <stitch_variable_name>
Field/parameter _name <= <stitch_variable_name>
Field/Parameter _name > <stitch_variable_name>
Field/Parameter _name < <stitch_variable_name>

Examples:

<stitch_variable_name>
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// reading and writing data to the same location

o)

message (“sending data to location %d,"

=
w
1

o

0==e

>

) ;

o)

E4 = message (“reading data from location %d,”

o

0 == @X);

//inconsistent number of bytes (to be used to detect bugs)

E3 = message (“server %d 1s waiting for %d bytes," %0==@X, @1 == Y);
E4 = message (“server %d received %d bytes,” %0 == @X, @1 !'= Y);
//printer transaction - stiching on a certain printer, certain server
El = message (“printer %d is preparing to restart,” %0==0dP);

E2 = message (“printer %d is killing all active jobs,” %0==Q@P):;

[o)

E3 = message (“printer %d is sending d% bytes to server %d,” %0==0EP && .

)

E4 = message (“server %d received %d bytes from printer %d,” _&& %2
== @P);

E5 = message (“server %d approves restart of printer %d,” %0==0P):;

E6 = message (“printer %d is restarting,” %0==0@P):;

sequence (E1 => E2 => E3 => (E4 => E5 )+=> EG6);

//reading and writing data to the same location

E3 = message (“sending data to location %d," $%$0==0X);

E4 = message (“reading data from location %d,” %0 == @X);
//inconsistent number of bytes (alert for bug)

E3 = message (“server %d is waiting for %d bytes," %0==0@X, Q@1 == Y);
E4 = message (“server %d received %d bytes,“ %0 == @X, @1 !'= Y);
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