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1

Document Overview

1.1

Document goals

This document is focused on CXL* 2.0 Type Memory Expander devices and the
responsibilities of the software ecosystem to manage, configure, and
enumerate these devices. However, much of the content could apply to CXL 1.1
devices that implement the Device Command Interface.

This is considered an informative document and is not meant to prescribe
explicit software requirements but to demonstrate how the interfaces provided
by CXL, ACPI, UEFI standards and the ECNs

While the document identifies separate volatile and persistent memory
architectural components and the flows differentiate volatile versus persistent
memory capacity steps, the intent is there is a single CXL type 3 common
memory driver that handles both types of devices.

The specific goals of this document include:

e Cleary delineate System Firmware, UEFI and OS driver responsibilities for
supporting CXL

o Define informative behaviors for System Firmware, UEFI and OS Drivers for
supporting CXL

¢ Demonstrate a set of high-level sequences for System Firmware, UEFI and
OS Drivers to follow for supporting CXL

Non-goals of the document include:

e Specific System Firmware, UEFI and OS driver implementation
e Specific System Firmware, UEFI and OS driver policy

e Exhaustive low-level architecture and sequences

e PCle details

Target Audience includes:

e CXL software architects and authors

e CXL memory device architects and implementers

e System engineers wanting a deeper understanding of the CXL system
software responsibilities, interfaces, and software sequences

Document Number: 643805, Revision: 1.0
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1.2 Document scope

e CXL 2.0 Memory Devices (Type 3) focused. CXL 1.1 Memory devices
implementing the Device Command Interface can also utilized this content.
e Provide enough information for CXL Memory device driver writers to create
a high-level architecture/design
e Provide enough information for CXL Memory device driver writers to create
high-level requirements and test plans
e The following are considered out of scope for the document at this time:
o Hot adding of CXL Host Bridges
o Hot add of devices in FW first: Requires platform to pass knowledge
of the VDN MEFN vector to utilize when OS hot-adds the device
o More than one level of CXL switch is not comprehended in the flows

1.3 Reference material dependencies for this

version of the document

e PCI Express* (PCle*) 5.1 Specification
CXL 2.0 Specification
o + CEDT CFMWS ECN
o + Mailbox Ready Time ECN
e ACPI 6.4
o + FADT PERSISTENT_CPU_CACHES ECN
o + ACPI0017 ECN (Code First)
o + Generic Port ECN (Code First)
e UEFI 2.9
e SNIA Persistent Memory Programming Model
e This document: Add link
e Pmem.io
o DSC White Paper
o PMDK

Document Number: 643805, Revision: 1.0 9
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Abbreviations

1.4

1.5

Abbreviations used in this document that may not be found in the CXL, PCle,
ACPI or UEFI specifications:

CFMWS - ACPI CEDT CXL Fixed Memory Window Structure

DPA - CXL Memory Device Physical Address

HB - CXL Host Bridge. See XHB.

HPA - Host Physical Address

Interleave set - Collection of DPA ranges from one or more devices that
make up a single HPA range. See Region.

LSA - Label Storage Area

OS Drivers - The collection of OS kernel components required to
implement CXL

PMEM - Persistent memory

Region - CXL term for a memory interleave set. See Interleave set.
UEFI Drivers - UEFI CXL Bus and Memory device drivers

XHB - Cross CXL Host Bridge interleave set. An interleave set the spans
multiple Host Bridges. May or may not cross sockets

Open issues

This CXL SW Implementation Guide

o Add XHB and switch position validation sequences in the creating
regions flow
o Add FW Activation flow: OS should reload CEL after a FW activation

10
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2 High-level architecture

The following sections outline the high-level architectural components, their
responsibilities, and a basic review of System Firmware interfaces.

2.1 Conceptual CXL architecture for volatile
memory support

The section describes the conceptual CXL HW and SW components required for
general CXL support with volatile CXL memory device. The architecture shown
is not based on a specific OS implementation. See the Basic Linux* CXL
architecture section for more details on the Linux CXL memory architecture.

Document Number: 643805, Revision: 1.0 11
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Figure 2-1. Conceptual CXL architecture for volatile memory support
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CXL Volatile Memory Device (Type 3)

CXL 1.1 or 2.0 Memory devices may be connected to the CXL Root Port or
a CXL switch downstream port by one or more Flexbus lanes. The device is
mapped into MMCFG and MMIO regions using standard PCIe mechanisms. The
Type 3 specific Memory Device Command MMIO mailbox interface is used to
manage and configure the device.

HDM Decoders - The MMIO mapped HDM decoders are setup by the
System Firmware for known CXL volatile capacity, by the UEFI and OS driver for
known CXL persistent capacity, and by the OS for hot added CXL volatile and
persistent memory capacity. These registers determine what Host Physical
Address (HPA) range will be mapped to the Device Physical Address (DPA) range
exposed by the device. HDM decoders are found in all up-stream CXL switch
ports as well as in each CXL Root Complex. These HDM decoders will also need
to be programmed to account for all the downstream device HDM decoder
programming. HDM decoders in the CXL Root Complex determine which root port
is the target of the memory transaction. Similarly, HDM decoders in an Upstream
Port determine which Downstream Port is the target.

CDAT - Standardized device registers to report latency and BW
information. System Firmware utilizes this information to build HMAT tables at
platform boot time for volatile CXL memory devices. At OS boot and hot-add
time, the CDAT information is utilized by the OS in combination with the SRAT
and HMAT to build a complete BW and Latency picture for the persistent
memory devices.

Command Interface - The CXL Device Command Interface utilized by
System Firmware, UEFI and OS drivers to:

Configure and manage the device

Retrieve and store persistent region and namespace configuration
information

Configure, retrieve, and clear asynchronous device runtime alerts

The command interface surfaces the following to the System
Firmware, UEFI and OS drivers:

Device Capabilities, Capacity, and Partition Information

Event Log - Each CXL Memory device is required to support space for at
least one event record in each of the Informational, Warning, Failure, or Fatal
Event Severity queues. Asynchronous notification of new entries in the list is
done using standard PCle MSI/MSIx (OS First) or VDM message interrupts (FW
First).

Health Information - The device must maintain consistent health
information including Life Used, Device Temperature, and persistent Dirty
Shutdown Count.

CXL Switch

Provides expansion of CXL Root Ports into many downstream switch ports
allowing more CXL memory devices to be connected in a scalable way. Each
switch has a set of HDM decoders that govern the upstream switch ports
decoding of the HPA. The System Firmware, UEFI and OS drivers are
responsible for programming these HDM decoders to cover all the devices and
switches connected downstream.

CXL Root Port
CXL HW connection to the CXL memory device or CXL switch port via one
or more Flexbus lanes. Equivalent to a PCIe Root Port.

Document Number: 643805, Revision: 1.0 13
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CXL Root Complex

Platform specific CXL Root Ports And the equivalent to a PCIe Root
Complex. Bus number assignments are the responsibility of the System
Firmware and exposed through the CXL Host Bridge ACPI namespace device.

ACPI0016 CXL Host Bridge Object

Virtual SW entity implemented by the System Firmware under the _SB
(System Bus) of the ACPI tree and consumed by the OS. Each ACPI0016 object
represents a single CXL Root Complex. Since the root of the CXL tree (the CXL
Root Complex) is platform specific and is not presented through a PCI BAR, the
System Firmware is responsible for generating an object to represent the
collection of CXL Root Ports that represent a CXL Host Bridge. Each HB is
represented by a unique ACPI0016 object under the top of the ACPI /SB device
tree. There are a number of ACPI methods attached to this object that the
System Firmware will implement on behalf of the OS. This is not an exhaustive
list of ACPI methods the CXL Host Bridge device is expected to support.
Assume all standard PCI Host Bridge driver methods for finding and configuring
HW will apply:

_CRS - Same as PCle Host Bridge method

_OSC - Determine FW First/OS First responsibility. Follows standard PCle
Host Bridge functionality with CXL additions. See the CXL 2.0 spec _0SC
section.

_REG - Same as PCle Host Bridge method

_BBN - Same as PCIe Host Bridge method

_SEG - Same as PCle Host Bridge method

_CBR - Retrieve pointer to the CXL Host Bridge register block which
provides access to the HDM decoders. If the platform supports hot add of CXL
Host Bridges the OS can utilize this method to find the register block after the
addition of the new HB. CXL Host Bridge hot add is considered out of scope for
this document. CXL Host Bridges present at boot will not have a _CBR method
and the CEDT CHBS must be utilized.

_PXM - Same as PCle Host Bridge method

CXL Bus Driver

A CXL enlightened version of a standard PCIE bus driver that consumes
all ACPI0O016 CXL Host Bridge ACPI device instances and initiates CXL bus
enumeration, understands the relationship between CXL Host Bridges, CXL
Switches, and CXL end-point devices, and loads device specific CXL memory
device driver instances for each supported end point it enumerates.

CXL Memory Device Driver

Each physical CXL memory device surfaced by the bus driver is consumed
by a separate instance of the CXL Memory device driver. This driver consumes
the Command Interface and typically exports those features through
OS specific IOCTLs to allow the OS In-band Management Stack components to
manage the device.

ACPI0017 CXL Root Object

Virtual SW entity implemented by the System Firmware under _SB of the
ACPI tree that represents the presence of the CXL Early Discovery Table

14

Document Number: 643805, Revision: 1.0



(CEDT). The following methods are attached to this device:
Get QoS Throttling Group DSM - Retrieve the QTG the device should be
programmed to:

CEDT

CXL Early Discovery Table — System Firmware provides this ACPI table
that UEFI and OS drivers utilize to retrieve pointers to all of the CXL Host
Bridge register blocks (CHBS) and a set of fixed memory windows (CFMWS) for
each CXL Host Bridge present at platform boot time. The pointer to the register
block allows the System Firmware, UEFI and OS drivers to program HDM
decoders for the CXL Host Bridges. While the ACPI0017 object will signal the
presence of the CEDT, this table is not dependent on the ACPI0017 object since
it must be available in early boot, before the ACPI device tree has been
created. This is a static table created by the System Firmware at platform boot
time.

CHBS

ACPI CXL Host Bridge Structure — Each CXL Host Bridge instance will have
a corresponding CHBS which identifies what version the CXL Host Bridge
supports and a pointer to the CXL Root Complex register block that is needed
for programming the CXL Root Complex’s HDM decoder.

CFMWS

CXL Fixed Memory Window Structure — A new structure type in CEDT that
describe all of the platform allocated and programmed HPA based windows
where the System Firmware, UEFI and OS drivers can map CXL memory.

CEDT Driver

The ACPI0017 CEDT and CFMWS will be consumed by a bus driver that
concatenates the HDM decoders for each CXL Host Bridge in to one or more
regions (or interleave sets) that the bus driver surfaces to the existing
PMEM/SCM stacks. Since interleave sets in CXL may span multiple CXL Host
Bridges, this driver handles XHB interleaving, and presents other drivers in the
stack with a single consistent set of regions, whether they are contained in a
single CXL Host Bridge or span multiple CXL Host Bridges.

Volatile Region
Each volatile region represents an HPA range that utilizes a set collection
of CXL Memory devices with volatile capacity.

Memory Manager

Volatile regions are typically consumed by the OS memory manager
which controls allocation and deallocation of physically memory on behalf of
other Ring 0 and Ring 3 SW components.

Document Number: 643805, Revision: 1.0 15
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In-band OS Management Stack

CXL Management Apps/UI - CXL Management applications and user
interfaces utilizing CXL Management Libraries.

CXL Management Libraries - Management Libraries covering the
standardized CXL interfaces.

CXL based in-band management libraries and Ul components that will
utilize OS implementation specific IOCTLs and pass-through interfaces surfaced
by the CXL Root Port Bus Driver, CXL Memory Device Driver, and the PMEM or
SCM Region Driver instances.

UEFI Management Stack

CXL Memory EFI Driver

CXL Bus EFI Driver

CXL Memory EFI CLI/HII

UEFI pre-boot environment CXL bus driver that surfaces EFI_BLOCK_IO
protocol (utilizing byte addressable persistent memory) for consumption by the
OS boot loader. This also provides management interfaces for the UEFI based
management stack. This may be implemented using a pre-boot CXL Bus driver
and CXL Memory device driver.

16
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2.2 Conceptual CXL architecture for persistent
memory support

This section describes the additional new and updated CXL HW and SW
components required to support CXL persistent memory devices. The
architecture shown is not based on a specific OS implementation. See the Basic

Linux* CXL architecture section for more details on the Linux CXL memory
architecture.

Document Number: 643805, Revision: 1.0 17
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Figure 2 - Conceptual CXL architecture for persistent memory support
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CXL Persistent Memory Device (Type 3)

Command Interface - The CXL Device Command Interface utilized by
System Firmware, UEFI and OS drivers to expose additional persistent memory
features:

LSA - The CXL Memory device is responsible for surfacing a persistent
Label Storage Area that the UEFI and OS drivers utilize to read and write
Region (interleave set) configuration information and
Namespace configuration information. This is required to re-assemble the
persistent memory region configuration correctly.

Region Label - Persistent configuration information that describes to
the UEFI and OS drivers the persistent memory region, the UUID of all devices
involved, the amount of persistent capacity each contributes to the region, and
the position each device contributes to the region. With persistent memory, the
ordering of the device in the region must always be preserved to re-assemble
the data from the region correctly.

Namespace Label - Persistent configuration information that describes
to the UEFI and OS drivers how each persistent memory region is subdivided
into namespaces. There are several types of nhamespaces including BTT based
block storage emulation.

Poison List - The device is required to maintain a persistent poison list
so the UEFI and OS drivers can quickly determine what areas of the media
contain invalid data and must be avoided or corrected.

FADT

Fixed ACPI Description Table - Existing ACPI table that is utilized to
report fixed attributes of the platform at platform boot time. For CXL, the new
PERSISTENT_CPU_CACHES attribute is utilized by the platform to report if the
CPU caches are considered persistent and by the OS to set application flushing

policy.

Persistent Region

Each persistent region represents an HPA range that utilizes a set
collection of CXL Memory devices with persistent capacity configured in a
specific order. The configuration of each region is described in the region labels
stored in the Label Storage Area (LSA) which is exposed through the Command
Interface.

PMEM or SCM Region Driver
Each instance of a region (interleave set) will be consumed by
a separate instance of the PMEM or SCM (Storage Class Memory) Driver. This
is probably significant re-use of the existing OS kernel NVDIMM components for
this.

Namespaces

Each region can be subdivided into volumes referred to as Namespaces.
The configuration of each Namespace is described in the namespace labels
stored in the Label Storage Area (LSA) which is exposed through the Command
Interface. Persistent memory namespaces are described in detail in the UEFI
specification.
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Partitions
Each Namespace is typically sub-divided into partitions by the OS.

File Systems
Existing file system drivers subdivide each partition in to one or more files
and supply standard file API and file protection for the user.

Memory Mapped Files

Regions are subdivided into Namespaces which are subdivided into
partitions and finally subdivided into memory mapped files by the file system.
This is one standard mechanism for applications to access persistent memory
directly with the security and convenience of a file.

Device DAX

A simplified direct pipeline between the application and the persistent
memory namespace that bypasses the filesystem and memory mapped
file usage.

Libraries (PMDK)

Most persistent memory aware applications make use of Ring3 Libraries
like PMDK to simplify the persistent memory programming model. These
libraries typically make use of Memory Mapped Files or direct Device DAX to
access the persistent memory. There will be additions to these libraries to
surface new CXL features.

Applications
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2.3 Basic Linux* CXL architecture

This section describes the basic Linux CXL architecture, the main SW
components, and a brief description about each. CXL for memory devices
utilizes the existing Linux NVDIMM architecture, replacing the NFIT based
interfaces with ACPI0017 CEDT based CXL interfaces, and adding a CXL
subsystem to handle the new CXL specific functionality.

Figure 3 - Basic Linux CXL architecture

LIBCXL LIBNDCTL
USERSPACE I0CTL SYSFS IOCTL SYSFS CEEEEN

Application Application Applications
CXL-CLI NDCTL (PMDK) (PMDK) (Traditional)

PMEM25

CXL LIBNVDIMM LIBNVDIMM
Subsystem BUS REGION

EFI_MEMORY_MAP
—

SYSTEM
MEMORY

BTT(PMEM)
APP

OS Software

Interface

Platform

PMEM PMEM PMEM
NAMESPACE NAMEPSACE NAMEPSACE

PERSISTENT MEMORY (PMEM)

CXL Subsystem

New kernel component that utilizes the information provided through
the ACPI0017 CEDT. Provides CXL specific services for the NVDIMM BUS
component. Provides CXL specific IOCTL and SYSFS interfaces for management
of CXL devices

LIBNVDIMM BUS

Existing LIBNVDIMM BUS component. Provides generic NVDIMM bus
related functionality including namespace management. Enumerates memory
device endpoints for the LIBNVDIMM REGION component

LIBNVDIMM REGION

Existing LIBNVDIMM REGION component. Consumes endpoint memory
devices produced by the LIBNVDIMM BUS, consumes the region labels on each
device (from the LSA), organizes the region labels in to interleave sets,
validates the regions, and publishes regions to PMEM, DEVICE DAX and BTT
components.

PMEM

Kernel component that represents a single instance of a region
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DEVICE DAX

A simplified direct pipeline between the application and the persistent
memory namespace that bypasses the filesystem and memory mapped
file usage.

FS DAX
Direct memory access for memory mapped file systems.
BTT

Component that consumes the devices Block Translation Table and
implements a block storage protocol on top of persistent memory.

PMEM NAMSPACE

Each region can be subdivided into volumes referred to as Namespaces.
The configuration of each Namespace is described in the namespace labels
stored in the Label Storage Area (LSA) which is exposed through the Command
Interface.

CXL-CLI
Linux CXL memory management Ring3 CLI.
LIBCXL
Linux CXL memory management Ring3 library.
NDCTL
Linux NVDIMM memory management Ring3 CLI utilized with CXL.
LIBNDCTL

Linux NVDIMM memory management Ring3 library.

22
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High-level software component
responsibilities

In its most basic form, the delineation of SW component responsibilities is:

e The System Firmware is responsible for enumerating and configuring
volatile CXL memory capacity that is present at boot.

e The OS components are responsible for enumerating and configuring all
topologies not covered by the previous System Firmware.

e The UEFI driver is optionally responsible for enumerating and configuring

persistent memory devices that are in the boot path.

The following tables describes these high-level roles and responsibilities for
major SW components in greater detail. Most of these responsibilities are
outlined in more details in the following sections of this document.

Table 2-1. High-level software component responsibilities - System Boot

Function

System
Firmware CXL
Responsibilities

UEFI CXL Bus and
Memory Driver
Responsibilities

OS CXL CEDT, Bus and
Memory Driver
Responsibilities

CXL hierarchy
enumeration

Enumerate
complete CXL
hierarchy for
volatile and
persistent capacity

Optionally:
Enumerate CXL
hierarchy for
persistent capacity in
the boot path only

Enumerate complete CXL
hierarchy for volatile and
persistent capacity

MMIO BAR
Configuration

e Configure
BARs as
needed to
enumerate the
CXL hierarchy
itis
responsible for

e  Optionally:

Configure BARs
as needed to
enumerate the
CXL hierarchy

Optionally: Configure BARs
as needed to enumerate
the CXL hierarchy

Creating
persistent
memory
region labels

N/A - System
Firmware does not
create persistent
memory region
labels

When no region labels exist in the device’s LSA:

e  Partition the device volatile and persistent
boundary according to the device’s capabilities
and admin policy. If the OS and device support
re-partitioning without a reboot

(SetPartitionInfo w Immediate flag), UEFI and
OS should assume the CDAT may have
changed.

e  Check the available System Firmware
programmed CFMWSs available and only allow
configuring of persistent memory regions that
match the available windows and HB interleave
granularity and ways

e Write the region labels following the CXL spec

Consuming
persistent
memory
region labels

N/A - System
Firmware does not
consume persistent
memory region
labels

e Read the region labels from each memory
device, verify requested configuration

e Programming the device for the region label
defined
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Function System Firmware CXL UEFI CXL 0OS CXL CEDT, Bus and
Responsibilities Bus and Memory Driver
Memory Responsibilities
Driver
Responsi
bilities

Programming
CXL HDM
decoders for
configured
regions

Program platform for
platform specific volatile CXL
capacity:

For device HDM
decoders, program
device HDM decoder
global control register to
enable HDM use,
disabling DVSEC decoder
use

Program HDM decoders
in the memory device,
upstream switch ports,
and CXL Host Bridges to
decode volatile memory.
Utilize the CDAT DSMAS
memory ranges returned
by the memory device,
and program HDMs
aligned to those ranges
For immutable volatile
configurations, set fixed
device configuration
indicator in CFMWS and
utilize Lock on Commit to
prevent others from
changing these HDMs
Program all platform HW
for each fixed memory
region that the platform
supports and surface
fixed windows through
ACPI CXL Fixed Memory
Window Structures
(CFMWS) for HB and XHB
interleaving. It is
assumed the windows
reported represent the
platforms best
performance
configuration.

Implement QoS
Throttling Group DSM
object under to the
ACPI0017 device and
map device latency and
bandwidth to supported
platform CFMWS QTG

For all volatile and memory devices not
configured by the System Firmware:

Track which volatile capacity has
already been assigned an HPA range
by the System Firmware by checking
the devices HDM decoders

Utilize the CDAT DSMAS memory
ranges returned by the memory
device, the QoS Throttling Group
(QTG) from the platform, and the
QTG from the CFMWS and program
HDMs aligned to the DSMAS ranges.
Place device in to fixed memory
window and use HPA range for
programming HDM decoders while
avoiding HPA ranges already
populated by the System Firmware.
For device HDM decoders, program
device HDM decoder global control
register to enable HDM use, disabling
DVSEC decoder use

Program HDM decoders in the
memory device upstream switch
ports, and CXL Host Bridges to
decode volatile and persistent
memory

24
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device(s) generated
MEFN

e Check device event log
source to determine what
logs need harvesting

. Harvest appropriate
event logs, consume
event log content,
generate WHEA/ELOG
CPER entries for the CXL
Event Records, notify OS
via correctable (SCI) or
uncorrectable interrupt
(example: NMI)

. Clear event records

e  Repeat until all logs
retrieved and cleared

Function System Firmware CXL UEFI CXL | OS CXL CEDT, Bus and
Responsibilities Bus and Memory Driver
Memory Responsibilities
Driver
Responsib
ilities
Event FW First: N/A e  For all volatile and
interrupt For platform specific volatile memory devices not
enabling CXL capacity: configured by the
e Program memory device System Firmware:
event log interrupt Qeterm]ne OS First/FW
steering for FW first F|rsf:_usnjlgP_OSC
MEFN vector based on ¢ OS First: Program
platform options through Inc:gnc;grfli\t”gteez\:iizt
OSC, retain ownershi :
SF XL devie memoryp for OS First MSI/MSIx
error reporting . FW First: Do not_
program the device
event log interrupts
Event FW First: N/A OS First:
interrupt e Use host specific means e Use OS specific means
handling to determine which CXL to locate the device

needing attention

e  Check if the device
generated MSI/MSI-X
because of memory
events

e Check device event log
source to determine
what logs need
harvesting

. Harvest appropriate
event logs, consume
event log content

. Clear event records

e  Repeat until all logs
retrieved and cleared

FW First:

. Handle WHEA SCI and
NMI interrupts,
consume CPER CXL
Event Records.
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Function System Firmware CXL UEFI CXL Bus OS CXL CEDT, Bus
Responsibilities and Memory and Memory Driver
Driver Responsibilities
Responsibiliti
es
ACPIO0O016 e Create ACPIO016 ACPI N/A e Consume
ACPI object objects for each CXL ACPI0016 objects
Host Bridge in ACPI and utilize
namespace standard PCle Host
e Implement standard Bridge methods for
PCle Host Bridge enumeration and
methods associated with configuration
CXL Host Bridges and
CXL _0SC
ACPIO017 e Create single ACPI0O017 N/A e Consume ACPI0017
ACPI object ACPI object for the object and
platform consume CEDT,
e Publish CEDT, CHBS, CHBS, CFMWS
CFMWS . Utilize the Get QTG
¢ Implement Get QTG DSM when
DSM associated with determining best
ACPIO017 CFMWS to utilize
when programming
HDMs during
enumeration
EFI_MEMORY |°* Create N/A e Consume
MAP EFI_MEMORY_DESCRIPT EFI MEMORY MAP
- ORs for all volatile CXL as needed for
memory _present at boot volatile capacity for
« No d_escrlptors for legacy functionality
persistent memory
ranges as the System
Firmware does not
program those HDMs
e No descriptors for hot
plug memory ranges as
the System Firmware
does not program those
HDMs
SRAT * Create proximity N/A e Consume SRAT as
domains for CPUs, needed for volatile
att_ached C_XL Host . capacity for legacy
Bridges using Generic functionality
Port Affinity Type, and
all CXL volatile memory
devices
e No SRAT entries for
intermediate switches
e Build Memory Affinity
Structures for each
volatile proximity
domain with the SRAT
Enable flag set.
HMAT and For memory devices N/A For all persistent
CDAT

containing volatile capacity:
Parse device and switch
CDAT and create HMAT
entries for CPU and
volatile memory
proximity domains found
in the SRAT

capacity:

Utilize memory device
CDAT, switch CDATSs,
and Generic Port
entries to calculate
total BW and Latency
for the path from the
CXL Host Bridge to
each device
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volatile capacity:

. Check health
status before
configuring or
utilizing
memory device

persistent capacity:

. Check health
status before
configuring or
utilizing
memory device

e SetShutdownSt
ate with
state=DIRTY
before mapping
the capacity by
programming
HDM decoders

Function System UEFI CXL Bus 0OS CXL CEDT, Bus and
Firmware CXL and Memory Memory Driver
Responsibilities Driver Responsibilities
Responsibilities
Security For memory devices | For memory devices
containing containing persistent
persistent capacity: capacity:

e Unlock device e Unlock device before
before the the memory is
memory is accessed
accessed

Managing ; ;
device health Forlmemory N For m.er.nory devices | For m.eltnory dEVIC.ES
devices containing containing containing unconfigured

volatile or persistent

capacity:

Check health status
before configuring or
utilizing memory device
Retrieve DSC from
previous boot and make
available to kernel or
application components
and if DSC has
incremented, optionally
prevent device access
or verify critical data is
intact before allowing
device to be accessed
SetShutdownState with
state=DIRTY before
mapping the capacity
by programming HDM
decoders
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Table 2 - High-level software component responsibilities - System Shutdown

and GPF
Function System Firmware UEFI CXL Bus 0OS CXL CEDT, Bus and
CXL and Memory Memory Driver
Responsibilities Driver Responsibilities
Responsibilities
rJfZZCiI::g If System Firmware « N/A e Quiesce memory
shutdown 0S shutdown handler ?fccesses to the device
L]
Z;i?:gt' Check each FADT.PERSISTENT_CPU
_CACHES = 10b:
GetShutdownState Optionally flush all CPU
== CLEAN and if caches, all Type 2
DIRTY: devices
e If CPU caches are e If HDM is not locked:
part of the Un-program device
platform HDMs to prevent any
persistence other writes
domain: Flush all e  SetShutdownState
CPU caches, all state=CLEAN after
Type 2 devices flushing data to the
e  SetShutdownStat device
e state=CLEAN
after flushing
data to the
device
Global . Enable GPF on . During CXL
Persistent the platform enumeration:
Flush e Determine if CPU Calculates and
gﬁiﬁi?lizati caches are configures CXL GPF
on zigso'?ttent and Timeouts for switches
o st bidges e
T_CPU_CACHES o
ACPI interface capacity is connected to

28
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Table 3 - High-level software component responsibilities - Hot Add

Function

System
Firmware CXL
Responsibilities

UEFI CXL Bus
and Memory
Driver
Responsibilities

OS CXL CEDT, Bus and
Memory Driver
Responsibilities

Managing
regions

e Program all
platform HW
for each fixed
memory region
that the
platform
supports for
hot-plug of
volatile or
persistent
memory and
surface fixed
windows
through ACPI
CXL Fixed
Memory
Window
Structures
(CFMWS) for
HB and XHB
interleaving.

Event
interrupt
steering

N/A

HMAT and
CDAT

N/A - _HMA method
not required since
OS will handle
natively

Not Supported

Upon hot-add event: Hot added
volatile and persistent memory
devices:

e  Program HDM decoders for
memory device based on
assigned HPA range, HDM
decoders for upstream
switch ports, HDM decoders
for CXL Host Bridges

. Reprogram GPF timeouts
and other values that
depend on the number of
device present, for CXL
switches and Host Bridges

. Utilize the CDAT DSMAS
memory ranges supported
by the memory device, the
QoS Throttling Group (QTG)
from the platform, and the
QTG from the CFMWS and
program HDMs aligned to
the DSMAS ranges.

e Utilize the Get QTG DSM
when determining best
CFMWS to utilize when
programming HDMs

Hot added volatile and

persistent memory devices:

. OS First: Program memory
device event log interrupt
steering for OS First
MSI/MSIx based on _0OSC

. FW First: Skip programming
memory device event log
interrupts

Hot added volatile and

persistent memory devices:

e  Utilize memory device
CDAT, switch CDATSs, and
CXL Host Bridge HMAT
information to calculate
total BW and Latency for
the path from the CXL Host
Bridge to the new device
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Function System Firmware | UEFI CXL Bus 0S CXL CEDT, Bus and
CXL gcﬂ(l;emory Memory Driver
Responsibilities | Responsibilities | Responsibilities

SRAT « Indicate hot Not Supported

pluggable
proximity
domains with
Memory
Affinity
Structure
HotPluggable
indicator
GPF N/A Hot added volatile and

persistent memory devices:

. Read existing switch and
host bridge GPF TO
values, calculate updated
values for persistent
memory, and configure
CXL GPF Timeouts for
switches, and host
bridges the persistent
memory is connected to

30 Document Number: 643805, Revision: 1.0



intel

Table 4 - High-level software component responsibilities - Managed Hot
Remove

Function System UEFI CXL Bus 0OS CXL CEDT, Bus and
Firmware CXL and Memory Memory Driver
Responsibilities Driver Responsibilities
Responsibilities

Preparing | N/A Not Supported Removal of volatile or persistent
for device

removal capacity that was previously

mapped:

e If memory pages cannot be
vacated, or device removal
cannot be supported, don't
allow removal

e  Quiesce all memory
accesses

e  Offline/unmap the memory
range so the device memory
becomes inaccessible

. Flush all CPU caches (what
GPF would have done)

. If HDM decoders are not
locked: Un-program the
HDM Decoders for the
device being removed

e  SetShutdownState
state=CLEAN

Managed Hot Remove of volatile

capacity that was previously

mapped:

e  Only allow removal of
volatile capacity whose HDM
decoders were not
previously locked by the
System Firmware. System
Firmware should only lock
HDM decoders for
immutable configurations
that cannot support hot add
or managed hot remove
without a system reboot.

Managed hot removed of volatile

or persistent capacity that was

previously mapped:

e Determine what HPA range
is being removed, program
HDM decoders for affected
switch ports, HDM decoders
for CXL Host Bridges to
remove assigned HPA range

e Reprogram GPF timeouts
and other values that
depend on the number of
device present, for CXL
switches and Host Bridges

Managing .
regions
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2.5

interface overview

High-level System Firmware memory

The following table summarizes the legacy memory and CXL related tables the
System Firmware produces for consumption by the OS or UEFI drivers. See the
SRAT and HMAT section of this document for more details.

Table 5 - System firmware memory interface summary

System Description Responsibility Responsibility Responsibility CXL UEFI
Firmware for CXL for CXL for CXL hot- and OS
Interface volatile persistent added driver
memory memory memory implications
capacity capacity capacity
EFI ACPI/UEFI YES NO NO Must
MEMORY HPA based consume EFI
memory Type :
MAP - EfiConvention Memory Map
descriptors | a|Memory set,
describing NonVolatile
physically clear
present
memory
ranges the
System
Firmware
has
configured

32
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the System
Firmware

System Description Responsibility Responsibility Responsibility CXL UEFI
Firmware for CXL for CXL for CXL hot- and OS
Interface volatile persistent added driver
memory memory memory implications
capacity capacity capacity
CEDT YES
CFMWS ACPI table YES YES Must
describing consume
all CXL HPA CEDT
ranges
programme CRWMS
d by the
System
Firmware at
boot time
SRAT
ACPI ta.blt? YES YES YES Without
of Pro_X|m|ty persistent
Domains -CPU proximity | -CPU proximity | -Volatile memory
and . domain for domain for Memory information
associated . . . .
memory each CPU like each CPU like proximity in the SRAT
ranges today today domains will and HMAT,
indicate Hot must
-CXL Host -CXL Host Pluggable but calculate
Bridge Generic | Bridge Generic | the size field NUMA
port proximity | port proximity | will represent distances for
domain for domain for boot time persistent
each CXL Host | each host capacity memory
Bridge bridge devices
using the
-CXL volatile Generic Port
memory NO SRAT information
proximity NO SRAT entries for CXL | i the SRAT
domain for entries for CXL | persistent combined
each volatile persistent memory with the
region memory memory
configured by device and
System intermediate
Firmware switch
CDAT.
NO SRAT
entries for CXL
volatile
memory not See SRAT
configured by and HMAT
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System Description Responsibility Responsibility Responsibility CXL UEFI
Firmware for CXL for CXL for CXL hot- and OS
Interface volatile persistent added driver
memory memory memory implications
capacity capacity capacity
Section for
HMAT YES, covers
ACPI table all of the NO N/A details
that Initiator and
describes a Target "
; proximity
?v?/t;l;(dof domains that
are listed in
Latency the SRAT
performanc

e
characteristi
cs between
each
Initiator
(CPU or GI)
proximity
domain and
each
Memory
proximity
domain

2.6 Memory provisioning

+ The proposed memory allocation scheme outlined here utilizes a fixed,
platform defined set of HPA memory windows that are fixed at platform
boot time based on the supported configurations and features for that
platform.

+ System Firmware fixed Host Physical Address (HPA) based memory
windows and restrictions for using each window, are described in the CEDT
CXL Fixed Memory Window Structure (CFMWS) to the UEFI and OS drivers.

+ CFWMS entries are produced by System Firmware and consumed by the
os.

+ The System Firmware will configure fixed memory windows for use
with volatile and persistent memory.

« The System Firmware will allocate volatile capacity from the volatile
memory windows and program HDM decoders for the volatile
capacity.

« The OS will allocate persistent capacity from the persistent memory
windows and program HDM decoders for persistent capacity based
on region labels read from the LSA.

« The OS will also allocate volatile and persistent capacity from the
same windows for hot adding new volatile/persistent memory or
managed hot removing existing volatile/persistent memory.

« The OS must check programmed CXL memory HDM decoders during
enumeration and understand what devices are already utilizing
portions of the fixed window HPA range.

« By utilizing this simple fixed mechanism, runtime OS interactions to request
the System Firmware to set up or tear down resources during OS boot time
enumeration, runtime Hot Add and Managed Hot Remove events, are
eliminated.
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The following requirements limit what the System Firmware may surface to the
UEFI and OS drivers:

e The architecture would allow mixing of any combination of the Window
Restrictions. It is the responsibility of the System Firmware to only surface
windows with Window Restrictions that the platform supports. If the
platform HW does not allow T2 and T3 CXL memory devices to utilize the
same HPA range, the System Firmware cannot report both T2 and T3
Window Restrictions in a single window.

e The System Firmware may surface windows that provide the UEFI and OS
drivers multiple options for configuring a given region. It is UEFI and OS
driver policy specific as to which possible window is utilized for configuring
the region.

e There cannot be any overlap in the HPA ranges described in any of the
CFMWS instances.

The following figure demonstrates an example of the intended architecture with

the following example fixed windows:

« Volatile HB — Window for adding interleaved volatile memory that is local to
this HB.

+  PMEM HB - Window for adding interleaved and non-interleaved persistent
memory that is local to this HB.

«  PMEM XHB - Window for adding interleaved persistent memory that spans

multiple HBs.
Figure 4 - Example per CXL Host Bridge fixed memory allocation
- CXL Host CXL Host CXL Host CXL Host
PlatformBIOS Bridge 0 Bridge 1 Bridge 2 Bridge 3
ACPIOSLDIdES — ACPI0016_0 ACPI0016_1 ACPI0016 2 ACPI0016_3 m
representation ! -
UiDo uiD1 uliD2 uiD3 *
— — — — #
- # ;?

Vaolatile Volatile Volatile Volatile ’f ;f,

PlatformBIOS HB HB HB HB 7]
allocated & 3 1 I 7z g1
configured ACP1 CXL PMEN | __| PMEM | __ | PMEM | EM Ly
Fixed Memary | HB H B HB ‘,'
Window Structures b rd !
(CFMWS) \\ PMEM XHB // v
Caching
PlatformBIOS sl
platform HW = Cirl HW
pragramming
SRAT SUT HMAT JEFL Mem
Map

See the next examples that outline the intended content of the CFMWS, for
various CXL topologies.
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2.6.1 EFI_MEMORY_MAP

The CEDT CFMWS structures are based on the resources the System Firmware
has allocated and programmed with the platform HW. See previous sections for
the outline of the EFI_MEMORY_MAP content.

The next examples outline the intended content of both the EFI_MEMORY_MAP
and CFMWS, for various CXL topologies.
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2.6.2 CEDT CFMWS Example — No XHB interleaving

The following example demonstrates how the System Firmware might set up
the fixed memory windows for each CXL Host Bridge and the resulting CEDT
CXL Fixed Memory Window Structure (CFMWS).

In this example there is no XHB interleaving.

Figure 5 - CEDT CFMWS Example - No XHB interleaving

CXL Host CXL Host CXL Host CXL Host
Bridge 0 Bridge1 Bridge 2 Bridge 3
I
1
Socket 0 |
~ i
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Windows
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PIMEM PMEM
L Hpagl PMEM HeaF [ PMEM HPA G HPAH
CFMWS 0 CFMWS 2 CFMWS 4 CFMWS &
Bas= HPA A Bass HPA B Baz= HPA C Baz= HPA D
Window Size A1 Window Size B1 Window Size C1 Window Size D1
HB 1 HB 1 HB 1 HB 1
Interleave Interleave Interleave Interleave
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Window VoL Window VoL Window VoL Window VoL
Restrictions T2 Restrictions T2 Restrictions T3 Restrictions T3
System Targetlist 0 Targetlist 1 Targetlist 2 Targetlist 3
Firmware
ACPL A
CEDT CFMWS 1 CFMWS 3 CFMWS 5 CFMWS 7
Crams Bazs HRA E Bazs HRA F Bazs HFA G Baze HFA H
Window Size E1 Window Size F1 Window Size G1 Window Size H1
HB 1 HB 1 HB 1 HB 1
Interlzave Interleave Interleave Interieave
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CXL Fixed Memory Window Structure (CFMWS).

2.6.3 CEDT CFMWS Example — x2 XHB interleaving

The following example demonstrates how the System Firmware might set up
the fixed memory windows for each CXL Host Bridge and the resulting CEDT

In this example, the platform supports a x2 Persistent XHB interleave between
CXL Host Bridges 0 and 1 and a x2 Persistent XHB interleave between CXL Host
Bridges 2 and 3.

Figure 6 - CEDT CFMWS Example - x2 XHB interleave

CXL Host CXL Host CXL Host CXL Host
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Socket 0
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Intarlzave Intarlzave Intarlzave Interizave Ways
W, W, W, W
sy sy ys sys R =
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Restrictions T2 Restrictions T2 Restrictions T3 Restrictions T3
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System Targetlist 0 Targetlist 1 Targetlist 2 Targetlist 3 3
Firmware
SIECI;II' ] CFMIWS 1 CFMIWS 3 CFMWS 5 CFMWS 7 CFMWS 9
CRAMS Base HPA E Base HPA F Base HPA G Base HPA H Base HPA K
Window Size E1 Window Size F1 Window Size G1 Window Size H1 Window Size K1
HB 1 HB 1 HB 1 HB 1 HE Interleave 2
Interlzave Interlzave Interlzave Interlzave Ways
Ways Ways Ways Ways
Window PM
Window PM Window PM Window PM Window PM Restrictions T3
Restrictions. VoL Restrictions. oL Restrictions. T3 Restrictions T3
i T2 Targetlist o
Targetlist 2 Targetlist 3 1
Targetlist 0 Targetlist 1
EFI_MEMORY_ EFI_MEMORY_ EFI_MEMORY_ EFI_MEMORY_
System DESCRIPTOR O DESCRIPTOR 1 DESCRIPTOR 2 DESCRIPTOR 3
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2.6.4 CEDT CFMWS Example — x4 XHB interleaving

The following example demonstrates how the System Firmware might set up
the fixed memory windows for each CXL Host Bridge and the resulting CEDT
CXL Fixed Memory Window Structure (CFMWS).

In this example, the platform supports a x4 Type 3 persistent XHB interleave
between CXL Host Bridges 0, 1, 2 and 3 and a x4 Type 3 volatile or persistent
XHB interleave between CXL Host Bridges 0, 1, 2 and 3. Note that in this
example, the EFI MEMORY MAP contains no persistent memory descriptors, but
it is assumed there would be other volatile memory descriptors, not shown.

Figure 7 - CEDT CFMWS Example - x4 XHB interleave

Platform
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HB UIDs

Platform
Allocated &
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Fixed
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Windows
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Fixed
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Windows
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2.6.5 CEDT CFMWS Example — x4 XHB interleaving
across multiple sockets

The following example demonstrates how the System Firmware might set up
the fixed memory windows for each CXL Host Bridge and the resulting CEDT
CXL Fixed Memory Window Structure (CFMWS).

In this example, the platform supports a x4 Type 3 persistent XHB interleave
can send between CXL Host Bridges 0, 1, 2 and 3 and a x4 Type 3 volatile or
persistent XHB interleave between CXL Host Bridges 0, 1, 2 and 3. CXL Host
Bridges 0 and 1 are in socket 0 and CXL Host Bridges 3 and 4 are in socket 1.
Note that in this example, the EFI MEMORY MAP contains no persistent memory
descriptors, but it is assumed there would be other volatile memory
descriptors, not shown.

Figure 8 - CEDT CFMWS Example - x4 XHB interleave across multiple sockets

CXL Host CXL Host CXL Host CXLHost
Bridge 0 Bridge 1 Bridge 2 Bridge 3
1 1
! 1
Socket 0 : Socket 1 |
i |
Platform ACPIO016_0  ACPIOD16_1 |! ACPIOO16 2  ACPIODIG 3 |
Assigned i |
HE UIDs _up o up 1 i _uDp 2 upD 3 |
] - ]
[ sizEL
Platform
Allocated & HPAL T3 PMEM XHB
Configured
Fixed SIZEK1
Memory
Windows T3 Volatile PMEM XHB
HPA K
i CFMWS 0 CFMWS 1
Baze HFA L Base HFA K
Resulting Window Size L1 Window Size K1
J.!‘CPI HE Interleave 4 HE Interlesve 4
Fixed Ways Ways
Memory
Windows Window PK Wiindow P
Restrictions T3 Restrictions oL
) T3
Targetlist 0
1 Targetlist 0
2 1
3 2
Z
System
Firmware . .
EFl Memory Mo persistent memory ranges defined in EFl Memory Map
Map

Since the CXL Fixed Memory Windows surfaced in the CEDT are based on the
CXL Host Bridge _UIDs, which must be unique across the platform, the
resulting windows are identical to the previous example. Thus, the organization
of CXL Host Bridges into sockets from a hardware perspective, imposes no
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restrictions on which CXL Host Bridges can be utilized in an XHB interleave. The
platform is free to choose which CXL Host Bridges it will allow to be interleaved
together without having to describe the hardware restrictions to the UEFI and
OS drivers.

2.7 Managing persistent regions

The next text outlines the responsibilities of the System Firmware, UEFI and
OS drivers to manage persistent regions across the CXL fabric.

HDM decoders

e Contain the Host Physical Address (HPA) Base and Size programmed by
the System Firmware, UEFI and OS drivers at CXL hierarchy enumeration
time.

e There is no Device Physical Address (DPA) programming in the HDM
decoders. The DPA is inferred by the device based on the HDM decoder
programming.

e In this architecture the System Firmware should utilize the “lock on
Commit” feature to lock programmed HDMs for volatile configurations that
utilize any CFMWS with the
CFMWS.WindowRestritions.FixedDeviceConfiguration set.

e UEFI and OS drivers should not utilize the “lock on Commit” for the HDM
decoders so the UEFI and OS driver are free to re-program HDMs for any
device, at any time, governed by the CFMWS Windows Restrictions and
the QoS Throttling Group.

e The CXL spec requires the memory device Get Partition Info reported
volatile capacity must start with DPA 0. The volatile or persistent capacity
also does not need to be described by a single decoder; however, all the
volatile capacity must be programmed first. If there is no volatile capacity,
the first device decoder can be used for persistent memory ranges.

e These rules force the System Firmware, UEFI and OS drivers to program
the lowest HDM decoder with volatile capacity first, and only after all
volatile DPA range has been accounted for (either programmed or
skipped) can the System Firmware, UEFI and OS drivers program any
persistent memory ranges in the remaining HDM decoders.

System Firmware Region Management Responsibilities

e The System Firmware reports the base address to the CXL Host Bridge
MMIO register block (CHBCR) in the CXL Early Discovery Table (CEDT) for
each CXL Host Bridge discovered by the System Firmware, at platform
boot time.

e The System Firmware creates a separate ACPI0016 device instance in the
ACPI device tree for every CXL Host Bridge discovered by the System
Firmware, at platform boot time.

e The System Firmware produces the CEDT ACPI table which should contain
a CHBS instance for each host bridge present at boot and one or more
CFMWS instances to describe the platform resources available to the UEFI
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and OS CXL bus driver.

UEFI and OS Region Management Responsibilities

e UEFI and OS drivers enumerate the entire CXL hierarchy of CXL memory
devices and CXL switches following the PCle/CXL specified bus
enumeration sequence.

e For each CXL memory device found UEFI and OS drivers:

o Retrieve device HDM decoder capabilities.

o OS drivers only: Program device HDM decoder for volatile memory
not configured by System Firmware.

o Program device HDM decoders for persistent memory. Each region
label on the device will require a separate HDM decoder to be
programmed on the device. The UEFI driver will only need to
program HDMs for persistent memory capacity that is part of the
persistent memory boot path.

e For each CXL Switch UEFI and OS drivers:

o Programs the CXL Switch's Upstream Port matching HDM decoder
Memory Base, Memory Size, Interleave Granularity, Interleave
Ways based on the summation of all the downstream devices and
switches (relative to this Host Bridge) HDM decoder programming.

o Based on the Pos field in the region label on each device in the
region, program the CXL Switch's Upstream Port matching HDM
decoder Target List. The order of the CXL Downstream Switch Ports
in the target list must match the configured ordering of each device
in the region to maintain consistent region data.

e For each CXL Host Bridge the UEFI and OS drivers:

o Program the CXL Host Bridge matching HDM decoder Memory
Base, Memory Size, Interleave Granularity, Interleave Ways based
on the summation of all the downstream devices and switches
(relative to this HB) HDM decoder programming.

o Based on the Pos field in the region label on each device in the
region, program the CXL Host Bridge’s root port matching HDM
decoder Target List. The order of the CXL Root Ports in the target
list must match the configured ordering of each device in the
region to maintain consistent region data.

e For UEFI and OS drivers that update the interleave set/region
configuration data as part of managing the interleave sets:

o In addition to the previous responsibilities, UEFI and OS drivers
that update the region labels must follow the power fail safe label
update rules as specified in the CXL specification.

o After updating region configuration information on the device, UEFI
and OS drivers are responsible for re-programming the CXL HDM
decoders for all effected switch ports and CXL Host Bridges, as
outlined previously.

The following figure demonstrates the components involved in managing
regions.
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Figure 9 - Components for Managing Regions
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2.7.1 Example - Volatile and persistent x2 interleaved
regions

This example demonstrates contents of the region label retrieved from each
device's LSA, the System Firmware CFMWS, and how the System Firmware,
UEFI and OS drivers would program the HDM decoders in each memory device,
each switch, and each HB to implement the desired interleave.

In this example, 2 devices are interleaved together with volatile capacity and
the same 2 devices are interleaved together with persistent capacity and each
device contributes 64MB of volatile and persistent capacity, for simplicity.
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Figure 10 - Example - Volatile and persistent x2 interleaved regions

CFMWS 0 CFMWS 1
Base HPA 0o Base HPA 1TB
Window Size 1TB Window Sizz 1TB
ENIW 0 (x1) ENIW 0(x1)
HEIG 3 (2K) HEIG 3 (2K)
HDM 0 HDM 1
Window VoL Window Pl
Base 0 Base 178 e | ® N R
Tametlist A Targatlist A
Size 128MB Size 1286MB
'G i BRI (XL Host Bridge A
w 1(x2) W 1(x2) 2 way@2K
Target Port0 Target Port0
Port1 Port1

Device 0 Device 1
HDM O HDM 0
Base 0 Base 0
Size 128MB Size 128MB
1G 3 [2K) 1G 3 (2K)
W 1(x2) w 1(x2)
HDM 1 HDM 1
Base iTB Base 1TB
Size 12EMB Size 12EMB
16 3 (2K) G 3 (2K)
W 1(x2) w 1(x2)
‘GetPartitioninfo. ‘GetPartitioninfo.
VolCapacity = VolCapacity =
64MB 64MB
‘GetPartitioninfo. ‘GetPartitioninfo.
PmemCapacity = PmemCapacity =
64MB 64MB
Label Storage Area Label Storage Area
Region Label 0 Region Label 0
Size 64MB Size 64MB
N 2 N 2
Pos o Pos 1
1G 2K 1G 2K
‘ 0 | | 1 ‘ Region 0 data
block layout
‘ 2 | | 3 ‘ pattern
‘ 0 | | 1 ‘ Region 1 data
‘ 2 | | 3 ‘ block layout
pattern

Here is example Linux SYSFS hierarchy demonstrating how this configuration
would be interpreted by the CXL Subsystem component in the Linux

architecture.
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Note: This is provisional/draft output and will be updated with more accurate

text in another release.

/sys/bus/cx1l/devices/root@

— address_space®

— devtype

— end

— start

— supports_ram
— supports_type3
— uevent

— address_spacel

— devtype

— end

— start

— supports_pmem
— supports_type3
— uevent

— devtype
— dport@ -> ../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00
— portl
— decoderl.0
devtype
end
locked
start
subsystem -> ../../../../bus/cx1
target_list
target_type
uevent
— devtype
— dport@ -> ../../pci00o0:34/0000:34:00.0
— subsystem -> ../../../bus/cx1l
— uevent
— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00
— subsystem -> ../../bus/cx1
— uevent

— uport -> ../platform/ACPI0017:00

//
//

//

//
//

//

//

CFMWSO
cx1_address_space
1TB

7]

CFMWS1
cx1l_address_space
1TB

1TB

cx1_root

Host Bridge A
Port o0

HDM ©

cx1_port
Port @ Address

HB assignment

HB parent
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2.7.2 Example - Region interleaved across 2 CXL
switches

This example demonstrates contents of the region label retrieved from each
device's LSA, the System Firmware CFMWS, and how the System Firmware,
UEFI and OS drivers would program the HDM decoders in each memory device,
each switch, and each HB to implement the desired interleave.

In this example, all 8 devices are interleaved together into a single region and
each device contributes 64MB of persistent capacity, for simplicity.

Note how the Switch interleave granularity is programmed to 2K and the Host
Bridge interleave granularity is programmed to 1K, so that each switch utilizes
HPA[12:11] and the Host Bridge utilizes HPA[10] to select the target port. This
allows proper distribution of the HPA in a round robin fashion across all the
ports in each HostBridge.HDM.InterleaveTargetList[ ] and
Switch.HDM.InterleaveTargetList[ ] the region is associated with. This leads to
good performance since maximum distribution of memory requests across all
HBs and switches is achieved, as shown in the resulting region data block
layout pattern at the bottom of the figure.

Figure 11 - Example - Region interleaved across 2 switches
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Port3 Port3
4 way@2K 4 way@2K
rats
Device 0 Device 1 Device 2 Device 3 Device 4 Device 5 Device 6 Device 7
HDMO HDMO HDMO HDM O HDMO HDM O HDMO HDMO
Base 0 Base 0 Base 0 Base 0 Base 0 Base 0 Base 0 Base 0
Size  512MB. Size  512M8 Size  512MB Size  512mB Size  S12MB Size 5128 Size  512MB Size  512MB
6 20K 6 2(K) 6 2(K) 6 2(K) 6 20 6 2(1K) 6 2() @
w 3(x8) W 3(xg) W 3(x8) W 3(x8) W 3(8) W 3(xg) w 3(x8) w Rxe)
VolCapacity =0 VolCapacity = 0 VolCapacity =0 VolCapacity = 0 VolCapacity = 0 VolCapacity = 0 VolCapacity =0 VolCapacity = 0
PmemCapacity = PmemCapacity = PmemCapacity = PmemCapacity = PmemCapacity = PmemCapacity = = PmemCapacity =
&3 64MB. 64MB. 64MB. 64MB. 64MB 64MB BMB.
1) Program
Label Storage Area Label Label st A A A Label A Are Device.HDM.IG =
. . X Device.Regionlabel.IG
Region Label Region Label Region Label Region Label RegionLabel RegionLabel Region Label RegionLabel
Size  64MB Size  64MB Size  E4MB Size  64MB Size  64MB. Size  E4ME Size  64MB Size  64MB
N 8 N 8 N 8 N 8 N 8 N 8 N 8
Pos 0 Pas 2 Pos a Pos 6 Pos 1 Pos 2 Pos 5
18 K 16 K 16 1K 16 1K 16 1K 16 1K 16 1K
0 2 2 5 1 3 5 7 Region 0 data
block layout
8 10 12 14 9 11 13 15 pattern
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2.7.3 Example - Region interleaved across 2 HBs

This example demonstrates contents of the region label retrieved from each
device's LSA, the System Firmware CFMWS, and how the System Firmware,
UEFI and OS drivers would program the HDM decoders in each memory device,
and each HB to implement the desired interleave.

In this example, all 8 devices are interleaved together into a single region that
spans multiple CXL Host Bridges and each device contributes 64 MB bytes of
persistent capacity, for simplicity.

Note how the Host Bridge interleave granularity is programmed to 2K and the
platform XHB interleave granularity is pre-programmed to 1K so that the Host
Bridge utilizes HPA[11] to select the root port and the platform XHB interleave
granularity utilizes HPA[10] to select the Host Bridge. This allows proper
distribution of the HPA in a round robin fashion across all the Host Bridges in
the platform XHB CFMWS.InterleaveTargetList[ ] and each root port in the
HostBridge.HDM.InterleaveTargetList[ ] the region is associated with. This
leads to good performance since maximum distribution of memory requests
across all HBs and switches is achieved, as shown in the resulting region data
block layout pattern at the bottom of the figure.

Figure 12 - Example - Region interleaved across 2 HBs

3) This region spans multiple
Host Bridge Root Ports.
Program HB.HDMLIG =

2) select CFMWS with
CFMWS.HBIG >= Device.HDM.IG

HDM 0

HDM 0
transactions across all Host Base 0

Bridge Root Ports

Base 0
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Platform
XHB decoder
2" Way@1K iG 3(2)

2 (x4) W 2(a)
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Port1
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Ports 4 way@2K

Device 0 Device 1 Device 2 Device 3 Device 4 Device 5 Device 6 Device 7
HDMO HDM O HDMO HDM O HDM O HDM 0 HDM O HDM o
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sze  s12mB size  S12MB Size  S12MB Sige  S12MB sge  512m8 Size  512MB Size  S12MB Size  512MB
6 201K 6 201 6 201K G 2(1K) 6 20K 6 2(K) 6 201K
W 3(x8) W 3(x8) W 3(a) w3 w308 W 3(@) W 3(a)
VolCapacity =0 VolCapaxity =0 VolCapacity =0 VolCapacity =0 VolCapacity =0 VolCapacity =0
PmemCapacity = PmemCapacity = PmemCapacity = PmemCapacity -
samB 20 64mB saMB 6amB 6amB sam8
1) Program
Label st Label Storage A Label st Label st Label st Label Storage A Device.HDMLIG =
Region Label Region Label RegionLabel RegionLabel Region Label RegionLabel RegionLabel RegionLabe DeVice-Regionlabel 16
Size  64MB Size  64MB Size  64MB size  64MB Size  64MB Size  B4MB Size  B4MB Size  54MB.
N 8 N 8 N 8 N 8 N 8 N 8 N 8
Pos o Pos 2 Pos 4 Pos 3 Pos 1 Pos. 3 Pos 5
15 e 16 1K 16 K 16 1K 16 1K 6 1K 16 1K

Region 0 data
block layout
pattern

Here is example Linux SYSFS output demonstrating how this configuration
would be interpreted by the CXL Subsystem component in the Linux
architecture.
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Note: This is provisional/draft output and will be updated with more accurate text in another release.
/sys/bus/cx1l/devices/root@

— address_space@ // CFMWSO
devtype // cx1l_address_space
end // 1TB
start // @

supports_pmem
supports_type3

uevent

— devtype // cx1_root
— dport@ -> ../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // Host Bridge A
— portl // Port @

— decoderl.0 // HDM ©

— devtype // cx1_port

— dport® -> ../../pci0000:34/0000:34:00.0 // Port @ Address

— subsystem -> ../../../bus/cx1l

— uevent

— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // HB assignment
— port2 // Port 1

— decoderl.0 // HDM @

— devtype // cx1_port

— dporte -> ../../pci0000:35/0000:35:00.0 // Port 1 Address

— subsystem -> ../../../bus/cx1l

— uevent

— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // HB assignment
— port3 // Port 2

— decoder1.0 // HDM ©

— devtype // cx1_port

— dport® -> ../../pci0000:36/0000:36:00.0 // Port 2 Address

— subsystem -> ../../../bus/cx1l

— uevent

— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // HB assignment
— port4 // Port 3

— decoder1.0 // HDM ©

— devtype // cx1_port

— dport® -> ../../pcio000:37/0000:37:00.0 // Port 2 Address

— subsystem -> ../../../bus/cx1

— uevent

— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // HB assignment
— subsystem -> ../../bus/cx1l

— uevent
— uport -> ../platform/ACPI0017:00 // HB parent
— devtype // cx1_root
— dport5 -> ../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:01 // Host Bridge B
— porté // Port @

— decoderl.o // HDM @

— devtype // cx1_port

— dport® -> ../../pcioo00:38/0000:38:00.0 // Port © Address

— subsystem -> ../../../bus/cxl

— uevent

— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // HB assignment
— port7 // Port 1

— decoderl.0 // HDM ©

— devtype // cx1_port

— dporte -> ../../pci@000:39/0000:39:00.0 // Port 1 Address

— subsystem -> ../../../bus/cxl

— uevent

“— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // HB assignment
— port8 // Port 2

— decoder1.0 // HDM ©

— devtype // cx1_port

— dporte -> ../../pci0000:3A/0000:3A:00.0 // Port 2 Address

— subsystem -> ../../../bus/cx1l

— uevent

— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // HB assignment
— port9 // Port 3

— decoderl.0 // HDM ©

— devtype // cx1_port

— dport® -> ../../pcioo00:3B/0000:3B:00.0 // Port 2 Address

— subsystem -> ../../../bus/cx1

— uevent

— uport -> ../../LNXSYSTM:00/LNXSYBUS:00/ACPI0016:00 // HB assignment
— subsystem -> ../../bus/cx1l

— uevent

“— uport -> ../platform/ACPI0017:00 // HB parent
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2.7.4 Example - Region interleaved across 2 HBs and 4

switches

This example demonstrates contents of the region label retrieved from each
device's LSA, the System Firmware CFMWS, and how the System Firmware,
UEFI and OS drivers would program the HDM decoders in each memory device,
and each HB to implement the desired interleave.

In this example, all 8 devices are interleaved together into a single region that
spans multiple CXL Host Bridges and multiple Switches, and each device
contributes 64 MB of persistent capacity, for simplicity.

Note how the switch interleave granularity is programmed to 1K, the Host
Bridge interleave granularity is programmed to 512B and the platform XHB
interleave granularity is programmed to 256B so that each switch utilizes
HPA[10] to select the Downstream Port, each Host Bridge utilizes HPA[9] to
select the root port and the platform XHB interleave granularity utilizes HPA[8]
to select the Host Bridge. This allows proper distribution of the HPA in a round
robin fashion across all of the Host Bridges in the platform XHB
CFMWS.InterleaveTargetList, each root port in the
HostBridge.HDM.InterleaveTargetList, and each switch port in the
Switch.HDM.InterleaveTargetlist[ ] the region is associated with. This leads to
good performance since maximum distribution of memory requests across all
HBs and switches is achieved, as shown in the resulting region data block
layout pattern at the bottom of the figure.
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Figure 13 - Example - Region interleaved across 2 HBs and 4 switches
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2.7.5 Example - 2 regions interleaved across 2 and 4
devices

This example demonstrates contents of the region label retrieved from each
device's LSA, the System Firmware CFMWS, and how the System Firmware,
UEFI and OS drivers would program the HDM decoders in each memory device,
each switch, and each HBs to implement the desired interleave.

In this example, 4 devices are interleaved together into region 0, 2 of the same
devices are also interleaved together into region 1, and each device contributes
64 MB bytes of persistent capacity, for simplicity. Note that a second set of
region labels are utilized to describe the second interleave and that HDM
decoder 1 on the device, switches, and the CXL Host Bridge is utilized to
program the second HPA range.

Figure 14 - Example - 2 regions interleaved across 2 and 4 devices

WSO
Base wPA )
D o Window Sz 1TB
HDM O HDM 1 Enw Dixt)
Base 0 Base  256MB
Base 0 Base 256MB. Heie 2
Size 256MB Size. 128MB i Window P
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G 2(1K) 3(26) TargetList A
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w 2(x4) 1x2)
w ox1) w 0(x1)
Target PortQ Target Port2
List Port 1 List Port 3 CXL SWITCH B Target  Port0 Target  Port0
Port 2 4 way@1K List List
Port 3
2 way@2K
EDEDED
Device 0 Device 1 Device 2 Device 3
HDM O HDM 0 HDM 0 HDMO
Base 0 Base 0 Base 0 Base 0
Size  256MB size  256MB Size  256MB Size  256MB
G 2(K) 6 2016 6 20K 6 2(1K)
W 2(4) W 2(4) W 2(xd) W 2(x4)
HDM 1 HDM 1
Base 256MB Base 256M8
Sze  128MB Size  128MB
G 3(K) 6 3(2K)
woo1(e) w 1(x2)
it . ‘GetPartitioninfo.
VolCapacity = 0 VolCapacity = 0 VolCapacity = 0 o
GetPartitioninfo. i
ovs bme 128v8 A
Label Storage A A ST Label Storage A
eslonianely) Region Label 0 Region Label 0 Region Label 0
g | GID size  64MB Size  64MB Size  64MB
1 & N 4 N 4 N 4
(Es © Pos 1 Pos 2 Pos 3
0s e 16 1K 16 1K 16 1K
Region Label 1 Region Label 1
Size  64MB Size  6aMB
N 2 N 2
Pos 0 Pos 1
G %) 16 %
‘ 0 | | 1 ‘ ‘ 9 | ‘ 3 | Region 0 data
block layout
‘ £ | | g ‘ ‘ ® | ‘ 7 | pattern
‘ 0 1 Region 1 data
block layout
‘ 2 3 pattern
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2.7.6 Example - Out of order devices within a switch or
host

This example demonstrates contents of the region label retrieved from each
device's LSA, the System Firmware CFMWS, and how the System Firmware,
UEFI and OS drivers would program the HDM decoders in each memory device,
each switch, and each HBs to implement the desired interleave.

In this example, 4 devices are interleaved together into region 0 on the same
CXL Host Bridge and each device contributes 64 MB bytes of persistent
capacity, for simplicity. However, the devices are plugged into the CXL Root
Ports of the CXL switch in a random order compared to the ordering specified
by the region label Position field found on each device. This could happen if the
system the devices were originally plugged into failed and the devices were
moved to an identical system for data recovery purposes, but the original
ordering was shuffled in the process. Since the CXL switch and CXL Host Bridge
HDMs contains a target list that specifies the order the root ports are
interleaved, there is no need to reject this configuration. The UEFI and OS
drivers program the CXL Switch or CXL Host Bridge HDMs target list to match
the position of the device specified in the region label storage in the device’s
LSA without the need for a configuration change.

As long as all of the devices are plugged in to the same CXL Host Bridge, either
directly, or through a CXL switch as shown in the example case here, the
Target List in the CXL switch HDM decoder or CXL Host Bridge HDM decoder
can be programmed to fix the ordering. See the next examples for additional
constraints when verifying device ordering across CXL Host Bridges.
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Figure 15 - Example - Out of order devices within a switch or host bridge
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2.7.7 Example - Out of order devices across HBs
(failure case)

This example demonstrates contents of the region label retrieved from each
device's LSA, the System Firmware CFMWS, and how the System Firmware,
UEFI and OS drivers would program the HDM decoders in each memory device,
each switch, and each HBs to implement the desired interleave.

In this example, 4 devices are interleaved together into region 0 with 2 devices
on one host bridge and 2 devices on the next host bridge using an XHB region.
Because platform HW may restrict ordering across host bridges and the OS
cannot re-configure it, the ordering of the devices across host bridges now
matters and adds an additional responsibility when checking for valid regions.

This example shows an illegal configuration because Device 0 and Device 1
must be on CXL Host Bridge A and Device 2 and Device 3 must be on CXL Host
Bridge B. The first HPA range will be claimed by CXL Host Bridge A, so the
device in POS 0 must be on CXL Host Bridge A. The second HPA range will be
claimed by CXL Host Bridge B, so the device in POS 1 must be on CXL Host
Bridge B. The third HPA range will be claimed by CXL Host Bridge A, so the
device in POS 2 must be on A. The fourth HPA range will be claimed by CXL
Host bridge B, so the device in POS 3 must be on B, and so on.

The suggested algorithm for software to check for proper device connection to
each host bridge is outlined in the Verify XHB configuration sequence.
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Figure 16 - Example - Out of order devices across HBs (failure case)
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2.7.8 Example - Verifying device position on each HB
root port

This example demonstrates contents of the region label retrieved from each
device's LSA, the System Firmware CFMWS, and how the System Firmware,
UEFI and OS drivers would program the HDM decoders in each memory device,
each switch, and each HBs to implement the desired interleave.

This example demonstrates the verification required to ensure that each
devices position in the region lands on the correct root port of the host bridge.
While the ordering of root ports in the HB can be changed by reshuffling the
HB.HDM.InterleaveTargetList[], the devices must still be connected in such a
way that a valid setting for the HB.HDM.InterleaveTargetList[] array can be
computed. In this case the devices are connected in such a way that valid
settings exist.

The suggested algorithm for software to check for proper device connection to
each root port on the host bridge is outlined in the Verify HB root port
configuration sequence.

Figure 17 - Example - Valid x2 HB root port device ordering
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List to match the
. w 2 (x4) w2 (x4 W2 (x4] w 2 (x4) . N .
order of the devices ) ) Valid Configuration -
position in the GetPartitioninfo. GetPartitioninfo. it SW re-orders the
region, relative to LI =) VoiCapacity =0 VolCapacity =0 e switches HDM Target
this switch GetPartitioninfo. GetPartitioninfo. ! List to match the
PmemCapacity = PmemCapacity = ty = = .
64MB 64MB EAME 64MB order of the devices
L S e (=lEz e Label Storage Area Label Storage Area position in tbe
= region, relative to
RegionLabel 0 RegionLabel 0 Region Label 0 Regionlabel 0 this switch
Size  64MB Size  64MB Size  64MB size  64MB
N 4 N A N 4 N 4
W 1 Pos 3 b s 2 Pos [
16 1k 16 1k [ 1k 16 1k
1 3 Region O data
[ 2 | T i
> z e ] [a]
pattern

Document Number: 643805, Revision: 1.0 57



intel.

This example demonstrates the verification required to ensure that each
devices position in the region lands on the correct root port of the host bridge.
While the ordering of root ports in the HB can be changed by reshuffling the
HB.HDM.InterleaveTargetList[], the devices must still be connected in such a
way that a valid setting for the HB.HDM.InterleaveTargetList[] array can be
computed. In this case the devices are not connected in such a way that valid
settings exist.

The suggested algorithm for software to check for proper device connection to
each root port on the host bridge is outlined in the Basic high-level sequences
Verify HB root port configuration sequence.

Figure 18 - Example - Invalid x2 HB root port device ordering
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This example demonstrates the verification required to ensure that each
devices position in the region lands on the correct root port of the host bridge.
While the ordering of root ports in the HB can be changed by reshuffling the
HB.HDM.InterleaveTargetList[], the devices must still be connected in such a
way that a valid setting for the HB.HDM.InterleaveTargetList[] array can be
computed. In this case the devices are not connected in such a way that valid
settings exist because the devices are not balanced across all of the root ports
that the region spans.
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The suggested algorithm for software to check for proper device connection to
each root port on the host bridge is outlined in the Verify HB root port
configuration sequence.

Figure 19 - Example - Unbalanced region spanning x2 HB root ports
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2.8 Partitioning and Configuration Sequences

The following sections outline the basic responsibilities and sequences for
partitioning the amount of volatile and persistent capacity on the device,
configuring the persistent memory interleaving, and enumerating partitions and
regions.

2.8.1 Volatile and Persistent Memory Partitioning

The following sequences outline the basic steps in partitioning the amount of
volatile and persistent capacity the device will utilize. This sequence can be
performed by several entities including System Firmware, UEFI driver, and OS
driver. These sequences are only executed when the device partitioning needs
to be changed. The OS can optionally utilize the Managed Hot Remove and Hot
Add sequences to re-partition memory without rebooting.

Figure 20 - High-level sequence: System Firmware and UEFI driver memory

partitioning
System Firmware: Optional
Pre-boot Memory Partitioning UEF [l}rl\.rer: Optional
0S5 Driver: N/A
‘ Identify Memory Device | Platform HW
Interaction
Device _d'_xs_” t N IdentifyMemoryDevice. Persistent & Volatile
support partitioning PartitionAlignment > 0? memary capacity step
|:| Non-CXL specific step
| Get Partition Info |
No partitian N GetPartitioninfo.ActiveVolatileCapacity or

GetPartitionInfo ActivePersistentCapacity

change needed
change needed?

Determine desired volatile partition size from range: Oto
TotalCapacity —VolatileOnlyCapacity - PersistentOnlyCapacity
|
set Partition Info wo Immed Flag
[ desired volatile partition size |

Reboot system

set Partition Info w Immediate Flag :
'l ( desired volatile partition size )

Platform
HW
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Figure 21 - High-level sequence: OS memory partitioning

System Firmware: N/A

S UEFI Driver: N/A
osM Partit . .
emory Fartitioning 05 Driver: Optional
‘ Get Partition Info |
No partition N GetPartitonInfo.ActiveVola_tileCapacib,r_or
change needed GetPartitoninfo ActivePersistentCapacity

change needed?

««sp Optional sequence
‘ Identify Memory Device

Platform HW
. g Interaction
Device doesn't N IdentifyMemaryDevice. . .
support partitioning Partitionlignment » 07 Persistent & Volatile
memary capacity step
Determine desired volatile partition I:‘ MNon-CXL specific step
sizefrom range: 0 to TotalCapacity— fined i
PersistentOnlyCapacity &

T _: Optional step
Lot

CFMWS.WindowRestriction.
FixedDeviceConfiguration==17%
Immediate partition Pl Y Pt

change requested? ‘1\/_’-.-__.__;.“‘ S |

L _ _Sequence

: : Remove
|
| Managed Hot Add Sequence |

I
Set Partition Info wo Flags

[ desired volatile partition size )
| T

Platform
- (——| Reboot system

| { v
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2.8.2 Persistent memory region configuration

The following sequence outlines the basic steps in configuring persistent
memory regions to interleave memory across multiple devices. This sequence
can be performed by several entities including UEFI driver, and OS driver. This
sequence is only executed when the device’s persistent memory region
configuration needs to be changed and the data does not have to be preserved
(example: data is backed up somewhere).

Figure 22 - High-level sequence: Persistent memory region configuration

System Firmware: N/A

Persistent Memory Region Configuration UEFI Driver: Optional
0% Driver: Optional

| Get Partition Info |

Memaory

Partitioning & — — — — N GetPartitioninfo ActivePersistentCapacity =07
Segquence CEDT
Utilize available fixed memory window
restrictions, HB interleave granularity/ways,
and COAT DSMAS performance rangesto B CEMWS
select region configuration

r———_———_—| —————— = =, MOTE: It is importantthat the

NOTE: It issuggested ~ §_ DeviceRegionlabelHPA==0 | . rgsyiting region configuration
that fixed HPAs NOT be T * doesnotcross COAT DSMAS

utilized inthe Region 7 Get LSA | " memoryrange boundaries.

labels sothatthe OS is
free to place the HPA
region anywhere it likes

I CDAT range size restrictions
should be fallowedwhen
creating the region.

«=sp Optional sequence

I:l ACPI Interaction

| I:I Persistent memory
| set LSA | capacity only step
J{ Persistent & Volatile
memory capacity step

Sequence outlined in
another figure in this doc
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The following sequence outlines the basic steps the System Firmware performs
when enumerating memory devices with volatile and persistent capacity. This
sequence is performed by the System Firmware on every system boot.

Figure 23 - High-level sequence: System Firmware enumeration

System Firmware Enumeration

volatile & persistent capacity

Create CEDT CFMWS volatile

System Firmware

g " 5[ CEDT
& persistentwindows
.
Assign HPA ranges from
volatile CEDT CFMWS
I
‘ Program HDM decoders ‘
Né Immutable volatile
configuration?
Indicate fixed configuration in CEDT
CFWMS.WindowRestrictions. >
FixedDeviceConfiguration [ CFMWs |

UEFI Driver: N/A
| 05 Driver: NSA
‘ Get Partition Info |
Memary N GetPartitionInfo.ActiveVolatileCapacity =0 |
Partitioning & ———— GetPartitionInfo. ActivePersistentCapacity »07?
Sequence
Determine optimal perf config,
Platform
i < program platform HW for

«««p Dptional sequence

Platform HW
Interaction

D ACPI Interaction

Volatile memory
capacity only step
Persistent memory
capacity only step
Persistent & Volatile
memaory capacity step

D Man-CXL specific step

Sequence outlined in
another figure in this doc
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2.8.4 OS and UEFI driver enumeration
The following sequence outlines the basic steps the OS and UEFI drivers

performs when enumerating memory devices with volatile and persistent
capacity. This sequence is performed by the UEFI Driver and the OS on every

system boot.

Figure 24 - High-level sequence: UEFI and OS enumeration

Persistent Memory Enumeration UEFI Driver: Optional

System Firmware: NJA

05 Driver:

| Get Partition Info |

Memory N
Partitioning [{— — = —— GetPartitioninfo ActivePersistentCapacity »0?
sequence
‘ Get LSA ‘ ««ap Optional sequence
Persistent Platform HW
MEn’IE-I-FV RE%'DH —_———— Region Label(s) Found? Interaction
Configuration \
D ACPI Interaction
Sequence
. . CEDT |:| Volatile memory
c f:"rer'f"t'_RegétD:ﬂ_ P capacity only step
onfiguration ign .
- CPMWS Persistent memory
HPA Ranges Sequence \
CFMW5S capacity only step
| Persistent & Volatile
PFDEFBITI HOM decoders ‘ memaory DEDEEiW step

!

|:| MNon-CXL specific step

Sequence outlined in
another figure in this doc
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2.9 Asynchronous event handling

The following figure outlines the basic architecture of asynchronous event
handling and the associated components. There are two memory error
notification paths with CXL, the OS first PCle/CXL MSI/MSIx path that notifies
the OS CXL memory device driver directly in the form of the interrupt, or the
FW First PCIe/CXL MEFN VDM where the platform HW turns the VDM MEFN

message in to a platform firmware interrupt such as SCI or SMI on IA
platforms.

Figure 25 - CXL event notification architecture
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2.10

Dirty shutdown count handling

There are some basic rules that influenced the resulting dirty shutdown count
handling flow presented here. These rules include:

If there are writes that the OS previously sent (before marking the device
as CLEAN) and they are still sitting in some device buffer that is not
persistent, then it is the device’s responsibility to maintain the promise that
those stores are persistent, and if it cannot, change the state to DIRTY.

If the device’s shutdown state is set to CLEAN and it drops writes that occur
after being set to CLEAN, the state can remain CLEAN. It is the OS’s
responsibility to set the device shutdown state to DIRTY before allowing any
writes.

Assuming the device’s HDM decoders are not locked: The OS should un-
program the HDM decoders for the memory device after the last write has
completed and before setting the SetShutdownState state=CLEAN.

It is an OS error to send more writes after setting the device’s shutdown
state to CLEAN and un-programming the HDM decoders prevents writes
after the device is clean.

The device is free to implement the persistent domain using flush-on-power
fail volatile buffers and if those flushes fail, the device must change the
state to DIRTY, even if software decided it is done using the device and
marked it as CLEAN.

It is the OS’s responsibility to ensure CPU caches are properly flushed if
caching of persistent data is enabled before setting the device’s shutdown
state to CLEAN.

It is the OS’s responsibility to quiesce all further CXL.MEM activity to the
device and optionally flush CPU caches, before setting the shutdown state
to CLEAN.

In case there are conditions where the OS fails to complete the flushing and
does not set the device’s shutdown state to CLEAN, the System Firmware
should flush CPU caches, before setting the shutdown state to CLEAN.

The following figure outlines the basic System Firmware, OS and Device steps
for handling, detecting, and reporting a dirty shutdown, the device phases, and
timeline.

66

Document Number: 643805, Revision: 1.0



Figure 26 - CXL dirty shutdown count handling logic
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Devicenotin use

Devicein use

Device normal shutdown
S
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Device reset:
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|:| 0S execution step

Device reset:

if GPF Phase 1 & 2 complete successfully:
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D Device execution step
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Reset during,this phase

Device reset:
if any committed writes from the
“Device in use” phase are lost (there
should be none}:

shutdown_state changed to DIRTY
else

shutdown_state remains CLEAN
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2.11 SRAT and HMAT

The following examples outline the architectural assumptions for implementing

the SRAT and HMAT with CXL volatile and persistent memory capacity.

The following proximity domains may appear in the System Firmware

generated SRAT:

Table 6 - SRAT and HMAT content

accelerator
device initiator

Proximity Affinity Type Affinity Structure Memory Range

Domain

Each CPU 0 - Processor Enabled: SET Local memory (example:

socket attached via DDR)

Each CXL host 6 - Generic Port Enabled: SET N/A

bridge

Each volatile 1 - Memory System Firmware is

memory range Enabled: SET responsible for creating

reported by SRAT memory range

CXL type 2 and HotPluggable: entries for every portion of

3 region Platform specific the CMFWS it has
NonVolatile: CLEAR | Programmed volatile

device HDM decoders from
Each CXL type 5 - Generic Enabled: SET System Firmware is
1 and 2 Initiator responsible for creating

SRAT memory range
entries for Type 2
accelerator memory
ranges
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The following general rules apply to the System Firmware generated HMAT:

+ HMAT returns best case latency (unloaded) L, and best-case bandwidth B,
between pairs of proximity domains described in the SRAT.

+ Since the SRAT does not contain proximity domains for persistent memory
capacity, the HMAT will not contain performance information related to
persistent memory capacity.

« If a path P is made up of subpaths P1, P2, ..., Pn

« L(P) = L(P1)+L(P2), ..+L (Pn) where L is the latency
+  B(P) = MIN [B(P1), B(P2), ..,B(Pn)] where B is the Bandwidth
« Subpaths can be one of two types
+ External Link
A. L and B can be computed based on knowledge of the link
width, frequency and optionally retimer count. This is
described in further detail below.
« Internal Link
A. Internal to a CXL device - Device CDAT returns L and B of
each subpath.
B. Internal to a CXL switch - Switch CDAT returns L and B of
each subpath.
C. Internal to the CPU - System Firmware gets L and B from
CPU datasheet. OS infers this from the HMAT.

The following general rules apply to the OS generated NUMA paths:

« SRAT does not contain persistent memory proximity domains.

+ Therefore, HMAT does not contain persistent memory performance
information.

« OS is responsible for calculating the NUMA path performance for all
persistent memory enumerated at OS boot.

« OS is responsible for calculating the NUMA path performance for all volatile
and persistent memory added at OS runtime through the Hot Add
sequence.

« OS utilizes a combination of HMAT information, device and switch CDAT
information, and the CXL link status to calculate the performance L and B
for each NUMA path.
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2.11.1 SRAT, HMAT and OS NUMA calculation examples

The following examples outline the previous responsibilities and demonstrate
how the L and B are calculated by the System Firmware and the OS.

In this example, a single socket system has no memory attached at system
boot. The SRAT is limited to proximity domains for CPU and root ports attached
to the CPU. Note that each CXL host bridge will have a unique SRAT proximity
domain. Also note how the device handle for the Generic Port SRAT entries
identifies the UID of the host bridge representing the proximity domain and
that matches the UID in the CEDT CHBS, CFWMS HB Interleave Target List,
and the UID returned from the ACPI0016 _UID method.

Figure 27 - SRAT and HMAT Example: Latency calculations for 1 socket system
with no memory present at boot

AX
x
HBX
MC
MEX
Px
P
X

Wi
X

ACCx CXL Accelerator device

Initiator in the accelerator device
Core initiator

XL host bridge

Native DDR memory comtroller

XL memory expander device

XL port

Persistent Memory target

CPU socket

SWITCHX CXL Switch

volatile Memory Target
Inter-socket port

At

a minimurm, the HWAT contains a

performance matrix of Processorsto .

GenericPorts utilizing platform
specific peformance data

—
£ SRAT CHBS CFMWS
- ~
*y Each CXL Host _bluD

N - Bridge will have Proximity | Affinity Type Affinity Structure Device '," HB
o~ ' >s aGenericPort Domain Handle .| Target

_lm ey proximity domain =~ v~ ,_; List

I s 1 inthe SRAT ‘\\ €1 0- Processor . - 0D

HB1 &-Generic Port t:}EPI _UlDofhost hridé;:, 7 5

Y| He2 &—GenericFort | ACPI_UID of host bridge /! ‘.\{ .| ACPIDD16 UD

~ § e e "
KEY o

Each GenericPort SRAT entry will have a device handle
that iz the UID of the hostbridge representing this praximity
domain. This UUID matches whatis reportedinthe CEDT
CHBS, CFMWS HB Interleave Target List, and _UID
method attachedto each ACPI0016 host bridge object.

System Firmware HMAT Latency calculation matrix

First Second Latencycalculation

proximity proximity

domain domain

€l HB1 L[C1, HB1)=Latency from 51 datashest
€l HBZ L[C1, HB2) = Latency from 51 datashest
HB1 HB2 L[HB1, HB2)= Latency from51 datashest

In this example, a two-socket system has no memory attached at system boot.
The SRAT is limited to proximity domains for each CPU and the root ports

attached to each CPU. Note that each CXL host bridge will have a unique SRAT
proximity domain.
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Figure 28 - SRAT and HMAT Example: Latency calculations for 2 socket system
with no memory present at boot

SRAT
— L Proximity Affinity Type
— M = Each CxL Host Domain
I I | “~._  Bridgewilhavea
— > GenericPort €1 0-Processor
— — ™ 1 L7 proximity domain A © 0-Processor
N 2 = w | - inthe SRAT
— o — v | HBL &-Generic Port
I T \\\
— 51 52 L | HB2 &—Generic Port
\
11
1 | HBS 6—Generic Port
i
‘| HBE &—Generic Port
KEY
ACCx CXL Accelerator device . .
o TS T T seadlaE Ao System Firmware HMAT Latency calculation matrix
¥ Core initiator . _
HBx CXL host bridge Flrst_ ] Seco_nd_ Latency calculation
MC  Native DOR memory comtroller proximity proximity
MEx XL memory expander device domain domain
Px XL port
PMX Persistent Memory target €1 HB1 L[C1, HB1)= Latency from $1datashest
5X  CPU socket
SWITCHX CXL Switch cl HB2 L[C1, HB2)= Latency from S1datasheet
v volatile Memory Target c1 HBS L[C1, XC1)+L[XC1, ¥C2)+L[XC2, HBS)=
¥Cx  Inter-socket port Latencies fram51, 52, Platform datasheet
- ) et HBE L[C1, XC1)+L[KC1, XC)+L[XC2, HBE)=
At a minimum, the HWMAT contains a " Latencies from§1,52, Platfiorm datasheet
performance matrixof Processors -~
to Generic Ports utilizing platform .
specificperformance data
" HB1 HB2 L[HB1, HB2) = Latency from §1 datashest
* HB1 HBS L[HB1, XC1)+ L[XC1,¥C2) + L[XC2 HES) =
N Latencyfrom 51, 52, Flatform datasheet
LY
* | HBL HBE L[HB1, XC1) + L[XC1,¥C2) + L[XC2 HEE) =
Latencyfrom 51, 52, Platformdatashest

In this example, a one socket system has native DDR attached memory, a CXL
Type 2 accelerator device with volatile memory, and a CXL Type 3 memory
expander device with volatile memory attached. This shows example Latency
calculations the System Firmware performs to build the latency portion of the
HMAT.
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Figure 29 - SRAT and HMAT Example: Latency calculations for 1 socket system
with volatile memory attached at boot

Interleave
m| CXL | —
VM1 |ME1 |& m| (C1 DDR | Set
— Ch1
U DIMM1
51
ACC1 =
™
VM2 < | CXL o oor || DPIMM2
2 £
KEY SRAT
ACCx CXL Accelerator device T N
Ax  Initiator in the accelerator device Proximity e
Cx  Core initiator Hotas,
HBx XL host bridge c1 0 - Processoe
MC Native DDR memory comtroller
MEX CXL memory expander device HBL & — Ganaric Port
P XL port -
PMx Persistent Memory target e SRS
5x  CPU socket AL 5 - Generic Initiater
SWITCHx CXL Switch
Ve wvolatile memory Target Whil 1 — Memany
XCx Inter-socket port = P
System Firmware HMAT Latency calculation matrix s =2l
First proximity domain Second Latency calculsion
proximity
domain
HBL1 HB2 L[HE1, HE2) = Latency from 51 datashest
c1 VML L[C1,HB1}+ L(HB1,P2)+L{P2,wNi1)

L[C1,HB1)= Latency fromS1 datashest
L[HB1,P3}=Link Latency Calculation®
L[P2,WM1) = Latency from MEL.CDAT. DSMAS

[+ § VmzZ L{C1,HB2) + L{HB2,P4) + L[P4,uT1Z)
Similar calculationsto above
Cc1 VM3 Calculated the sameas today
Al VM1 L{A1,P4)+L{P4,HB2) + L{HB2,HB1} + L{HB1,P3} + L[P3,VM1}

L{&1,P4) = Latency from ACCL CDAT.DSMAS
L|F4,HBZ2) = Link Latency Calcultion®
L(HB2,HB1) = Latency framS1 datasheet
L[HEB1,P3]) = Link Latency Calculation®
LIP2,WM1) = Latency from MEL.CDAT. DSMAS

Al VM2 Latencyfrom ACCL.CDAT.DSMAS

Al [T ES L{A1,P4)+L{P4, HB2) + L{HB2,MC) + L{MC, DIMML)
L[A1,P4) = Latency from ACC1 CDAT.DSMAS
L|F4,HBEZ2) = Link Latency Calculation®

L[HB2,MC) = Latency from 51 datasheet

L{MC, DIMM1) = Basedon DIMM1 SPD & DDR Chifreq

In this example, the same one socket system as the previous example has
native DDR attached memory, a CXL Type 2 accelerator device with volatile
memory, and a CXL Type 3 memory expander device with volatile memory
attached. This shows example Bandwidth calculations the System Firmware
performs to build the bandwidth portion of the HMAT.
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Figure 30 - SRAT and HMAT Example: Bandwidth calculations for 1 socket

system with volatile memory attached at boot

intel

VM1 - C¥L — c1 Interleave
ME1 0 % DDR | Set
<L I pbimMmi
51 O
ACC1 =
VM2 o« | CXL | & oor || PIMM2
Al a T Ch2
KEY
ACCx CXL Accelerator device SRAT
Ax  Initiator in the accelerator device — -
Cx Core initiator Proximity Affinity Type
HBx XL host bridge Comain
MC Native DDR memory comtroller
MEx CXL memory expander device €1 - Processor
Px XL port :
PMx  Persistent Memory target —— EEzmImE
T (A0 STEdEE HEZ E—Generic Port
SWITCHx CXL Switch
vMx Veolatile Memory Target Al 5—Generic Initiator
XCx Inter-socket port
VM1 1-Memaory
- = = VM2 1-M
System Firmware HMAT Bandwidth calculation matrix e
B _ B A 1—-Memory
First Second Bandwidth calculation
prroximity proximity
domain domain
HB1 HB2 L{HB1, HB2) = Latency from 51 datashest
cl VM1 MIN[B{C1,HB1], B{HB1,P3), B[P3,yM1]]
B(C1,HB1)=Bandwidth from51 datashest
B(HB1,F3) = Link Bandwidth Calculation®
B{P3,VM1)} = Bandwidthfrom ME1.CDAT.DSMAS
c1 VM2 Similar calculations to above
c1 VM3 Calculated the same as today
Al VM1 MIN[B{A1,P4), B[P4,HE2Z}, B(HB2,HB1), B{HB1,P3), B{P3,VI1}]
B(Al,P4) = Bandwidth from ACC1.COAT. DSMAS
B(P4,HB2) = Link Bandwidth Calculation®
B[HB2,HB1)=Bandwidth fram51 damsheet
B[HE1,P3)=Link Bandwidth Calculation®
B(P3,¥M1) = Bandwidthfrom ME1.COAT.DEMAS
Al VM2 Bandwidthfrom ACC1.CDAT.DSMAS
Al S MIN[B{A1,P4), B[P4,HE2), B[HE2,MC), B[MC,DIMM1]]
B(Al,P4) = Bandwidth from ACC1.COAT. DEMAS
B[P4,HBZ) = Link Bandwidth Calculation®
B{HB2,MC) = Bandwidth fromS51 datasheet
B{MC,DIMM1) = Based onChlfreq * 2 [#interdeave ways)

In this example, a two-socket system has two CXL Type 2 accelerator devices
with volatile memory, and two CXL Type 3 memory expander devices with
volatile memory attached. This shows example Latency calculations the System
Firmware performs to build the latency portion of the HMAT.
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Figure 31 - SRAT and HMAT Example: Latency calculations for 2 socket system
with volatile memory attached at boot

VMZ

CXL

VM3

CXL [
o
CXL E

KEY Mative memory is not
ACCx CXL Accelerator device shown in this examp|e
Ax  Initiator in the accelerator device
Cx  Core initiator
HBx CXL host bridge SRAT
MC  Native DDR memory comtroller — -
MEx CXL memory expander device Proximity Affinity Type
Px XL port Domain
PMx  Persistent memory target
sx  CPU socket C1,¢C2 0 - Processor
SWITCHx CXL Switch .
wMx  Volatile Memory Target Inl.mllcz. E=EErERERe
XCx Inter-socket port EL
Al A2 5 —Generic | nitigtor
System Firmware HMAT Latency calculation matrix | vm1,vmz 1-Memory
First proximity | Second Latency calculaion VM2, VIivd 1-Memory
daomain proximity
domain

c2 HBS L(C2, HBS)=Latency from 52 datashest
c2 HBG LIC2, HBB) = Latency from 52 datashest
c2 HB1 L(C2, ¥C2)+L[XC2, ¥C1) + L(XC1, HB1)= Latenciesfrom$51, 52, Platform datashest
2 HB2 L[C2, XC2)+L[XC2, XC1)+L[XCL, HB2) = Latenciesfrom51, 52, Platform datashest
HBS L[HE1, HB2 )= Latency from 52 datashest
HB1 HB5 L[HB1, ¥C1)+ L[C1,¥C2) + L[XC2,HB5) = Latency from 51, 52, Platform datashest
HB1 L{HB1, ¥C1)+ L(XC1,¥C2) + L{XC2,HBE) = Latency from51, 52, Platform datashest
c2 VM2 L{C2,%C2) + L[XC2,XMC1) + L[XC1,HBZ} + L{HB2,P4) + L[P4,\M12)

L[C2,%C2), LXC2,¥C1), L[XCL,HBZ) = Latency from 51/52 datashest

L[HE2, P4) = Link Latency Calculation®

L{P4,¥M2) = Latency from ACC1.CDAT.DSMAS
Al VM3 L{A1,P4)+ L{P4,HB2) + L[HB2,XC1) + L{XC1,%C2) + L{XC2,HBS) + L[HBS,P7) + L(P7, W13}

LiA1,P4) = Latency from ACC1.CDAT.DSMAS

L{P4,HB2) = Link Latency Calculation®

L{HB2,XC1), L{XCL,X¥C2), L{XCZ, HBS) = Latency from 51,52 datasheet

L{HBS,P7) = Link Latency Calculation®

L[P7, ¥M3) = Latency from ME2 CDAT.DSMAS
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In this example, a one socket system has a CXL Type 3 memory expander
device with persistent memory attached via a switch, either at OS boot time, or
added after OS boot via the Hot Add sequence. The system also has a CXL
Type 3 memory expander device with volatile memory, added after OS boot via
the Hot Add sequence. This shows example NUMA path Latency calculations the
0OS performs for each persistent memory device present at OS boot time, and
volatile and persistent memory devices added later via the Hot Add sequence.
Note that the OS relies on SRAT and HMAT information, the switch and device
CDAT information, and PCle link status to determine the overall latency and
bandwidth for these devices.

Figure 32 - SRAT and HMAT Example: Latency calculations for 1 socket system
with persistent memory and hot added memory

grmmmmmm—— e — e —
A
Volafile memory | [
m{panderHthr Vil VML g |, CXL E C1
. ME1 | Q| @ S .
Added after boot : 1 ( A
[ . ! ACC2 ! Volaile memory
s1 | CXLi [g VM4 | + accelerator Hot
T
SWITCH1 I s | Added after boot
[ | X
CXL 4
PM2 |ME2 |& o a L h T ’
I Native memory is not
= shown in this example
SRAT
KEY
ACCx CXL Accelerator device Proximity Domain | Affinity Type
Ax  Initiater in the accelerator device
Cx  Core initiator a 0-Processor
HBx CXL host bridge X
MC  Native DOR memory controller HB1, HB2, HB3 E-Genaric Fort
MEX CXL memory expander device
Px XL port System Firmware HMAT Latency calculation matrix
PMx  Persistent Memory target
Sx  (CPU socket CPU & Memaory Latency calculation
SWITCHX CXL Switch Generic proximity
vMx  volatile memory Target Port domain
XCx  Inter-socket port proximity
domain
1 HB1 L[C1, HB1)=Latencyfrom 51datashest
1 HB2 L[C1, HB2) = Latencyfrom S1datasheet
05 NUMA path Latency calculation matrix €1 HB3 L(C1, HB3)= Latencyfrom 51 datasheet
First Second Latency calculation
proximity proximity
domain domain HB2 HB3 L[HB2, HB3) = Latency from 51 datashest
cl PM2 L[C1,HB2)+ L[HB2,P4) + L{P4,PS) + L{PS, PE) + L{P6,PMZ)
L[C1,HB2)= Latency from HMAT
L(HB2,P4)= Link Latency Calculstion®
L[P4,P5) = Latency from SWITCHL CDAT. DEMAS
L[PS, P&} = Link Latency Calculation®
L[P&,PM2) = Latency from ME2. CDAT. DSMAS
cl VM1 L[C1,HB1)+ L[HBL,P3) + L[P3, V1)
L[C1,HB1) = Latency from HMAT
L(HB1,P3)= Link Latency Calculstion®
L(F3,VM1) = Latency from ME1.CDAT. SMAS
cl vMa L[C1,HB3)+ L{HB3,P8) + L[PS, VM)
L[C1,HB3) = Latency from HMAT
L[HE3,P2)=Link Latency Calculstion®
L[P8, V4] = Latency from ACC2 CDAT. DSMAS
A2 PM2 L[A2,P8) +L{P8,HB3) + L{HB3,HB2) + L{HB2,P4) + L{P4,P5) + L{PS,PE) + L[PG, PM2)
L[A2,P8) = Latency from ACC2 CDAT.DSMAS
L(F2,HE3) = Link Latency Calculstion®
L[HB3,HB2) = Latency from HMAT
L[HB2,P4) = Link Latency Calculetion®
L[P4,P5) = Latency from SWITCHL CDAT. DEMAS
L[PS, P&} = Link Latency Calculation®
L[P&,PM2) = Latency from ME2. CDAT. DSMAS
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2.11.2 GetQoSThrottlingGroup _ DSM calculation
examples

To execute the GetQoSThrottlingGroup _DSM, the OS needs to calculate the
bandwidth and latency from the CXL host bridge to the device. The calculations
required for the _DSM are identical to the OS NUMA path performance
calculations, except the CXL Host Bridge root port to the CPU performance
component is not included. The following shows the previous PMEM and Hot
Add example and the calculations required to call the GetQoSThrottlingGroup

_DSM.
Figure 33 - GetQosThrottlingGroup _DSM example
. R —— )
Volatile memory ol o =
1
epantertol | | VM1 MEL (@ HEBRCL) \
Added after boot | | |
Ve —) ! Volatile memory
51 m VM4 i accelerator Hot
SWITCH1 T | Added after boot
— I
PM 2 ME2 (8] CXL LN <t CXL g _______________ ‘
o o - h
L T Native memory is not
— shown in this example
KEY 05 GetQoSThrottlingGroup _DSM calculation matrix
ACCx CXL Accelerator device - -
Ax  Initiator in the accelerator device Mef"”"" Dsm L (s B RV AT
Cx  Core initiator device argument
:Ex ﬁz;rgssoar;g% controller pM2 Read & Write | L{HB2,Pd)+L[P4,P5)+L(PS,P6)+L(P6,PM2Z)
MEx CXL memory expander device Latency L{HE2,P4)=Link Latency Calculation®
Pr  CHL port [picoseconds) L{P4,P5) = Latency from SWTCH1.CDAT. DSMAS
¢ L{P5,F&) = Link Latency Calculation®
:::x E:GSEEEQ e L{P&,PM2) = Latency from ME2.CDAT DSMAS
SWITCHX CXL Switch }
L Read&Writ= | MIN[B[HB2,P4),B[P4,P5),B(5,Pe),B(PE,PM2]]
el "’“fme EE[E"”'";F"EE" Bandwidth B(HE2,P4) = Link Bandwidth Calculation®
HED ITEF-GraRE Me/s) B{P4, 5 = Bandwidth from SWITCHL COAT.DSMAS
B{P5, P&) = Link Bandwicith Calculation®
B{PE,PM2) = Bandwidth from ME2. COAT DSMAS
VM1 Read & Write | L[HBLP3)+L{P3,VM1)
Latency L{HE1,P3}=Link Latency Calculation®
(picoseconds) L{P3,VM1) = Latency from MEL.CDAT.DSMAS
Read & Write | MIN[B[HBL,P3],B[P2,yM1]]
Bandwidth B[HB1,P3)= Link Bandwidth Calculation*
[MBs) B{P3,VM1) = Bandwidthfrom MEL CDAT. DSMAS
VM4 Read & Writ= | L{HB3,PS)+L{PS, VM4)
Latency L{HB3,P8)= Link Latency Calculation®
|picoseconds) L{P2,vM4) = Latency from ACC2.CDAT. EMAS
Read & Write | MIN[B[HB3,P8),B(P8\VM4]]
Bandwidth B{HB3 P8} = Link Bandwidth Calculation*
(MB/s) B{P,VM4) = Bandwicthfrom MEL.CDAT.SMAS
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2.11.3 Link bandwidth calculation

Here is the basic CXL link bandwidth calculation the System Firmware and OS
utilize in the previous examples. This calculation is performed at each CXL Host
Bridge root port and, if present, at the downstream ports of the switch as
outlined in the previous examples.

LinkOperatingFrequency (GT/s) = Use the current negotiated link speed,
PClelLinkStatus.Speed, to reference the device’s supported link speeds bit
mask, PClelLinkCapabilities2.SupportedLinkSpeedsVector

DataRatePerLink (MB/s) = LinkOperatingFrequency (GT/s) / 8
(bytes/Transfer)
LinkBandwidth (MB/s) = PCleLinkStatus.NegotiatedLinkWidth x

DataRatePerLink

2.11.4 Link latency calculation

Here is the basic CXL link latency calculation the System Firmware and OS
utilize in the previous examples. This calculation is performed at each CXL Host
Bridge root port and, if present, at the downstream ports of the switch as
outlined in the previous examples. Unless the PCle link speed or width are
severely degraded, all these terms may be considered negligible, relative to the
device latencies, by the OS implementation.

LinkPropagationLatency (ps) = This term is assumed to be negligible relative to
the other latencies and 0 is used for the rest of the calculation

FlitLatecny (ps) = FlitSize (bytes - From CXL spec) / LinkBandwidth
(MB/s - From Link Bandwidth calculation)

RetimerLatency (ps) = This term is assumed to be negligible relative to
the other latencies and 0 is used

LinkLatency (ps) = LinkPropagationLatency + FlitLatency +
RetimerLatency
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2.12 Operation ordering restrictions

The following section outlines specific ordering of operations requirements that
the UEFI and OS drivers shall adhere to when implementing a CXL memory

driver.

e System Firmware, UEFI and OS drivers shall wait for
MemoryDeviceStatusRegister.MailboxInterfaceReady before executing
mailbox commands.

e System Firmware, UEFI and OS drivers shall wait for
MemoryDeviceStatusRegister.MediaStatus==Ready before executing .MEM
transactions.

e Persistent capacity required ordering requirements to maintain data
consistency:

o

If GetSecurityState.SecurityState == Locked, the device shall be
unlocked before persistent memory requests utilizing the HDMs
begin.

Anytime the memory device transitions from security locked to
security unlocked, the OS shall invalidate all CPU caches and all
Type 2 cache lines that map to persistent memory, before memory
requests are started.

Shall set SetShutdownState state=DIRTY before the first write to
pmem via CXL.memory.

If FADT.PERSISTENT_CPU_CACHES == 10b, OS shall flush all CPU
caches and all Type 2 cache lines that map to persistent memory,
before setting SetShutdownState state=CLEAN.

OS should un-program the memory device’s HDM decoders after the
last write to pmem via memory.

OS shall set SetShutdownState state=CLEAN after writes have
completed and HDM decoders un-programmed.

e Persistent capacity optional RAS requirements for best practices:

o

SetTimestamp before SetEventInterruptPolicy to minimize the device
generating logs without timestamps.
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2.13 Basic high-level sequences

The following sections outline the basic high-level sequences with major steps
outlined in the previous high-level responsibilities table. This only covers high-
level steps that are specific to the CXL memory device driver sequences. The
rest of the document provides details on these steps.

2.13.1 System Firmware boot sequence

The following figure outlines the basic high-level System Firmware boot
sequence.
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Figure 34 - High-level sequence: System Firmware boot
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platform HW before seting ¢~ ] [ Device Discovery & Milbox Ready Sequence |

- [====- : Internal
timestamp orreadingthe ‘1 SetTimestamp blecf
CDAT. Seethe Operation  °, ‘ Get Partition Info )
Ordering Restrictions * HE, SW!tEh
section for details. & Device
N I HOM
Platform HW H Program platform HW for volatile & volatile hot add ranges ‘ TeSOUTCES
8 assigned D Platform HW Interaction

| Assign HPAs to eachvolatile device and save settings H settings .
I D ACPI Interaction

Loop through all CXLHost Bridges

D Volatile memory capacity anly step

Loop through CXLRoot Ports
Loap through all CXLSwitches D Persistent memory capacity only step
Loop through all CXL Memory Devices
- D Persistent & Volatile memory capacity step
\ Media Ready Sequence |
| Program HDM for assignedvolatile HPA range I D Non-CXL specific step

Sequence outlined in
another figure in this doc

| Program upstream switch HDM for assgned volatie HPA range i

v _: Optional step

| Program host bridge Root Port HOM assigned volztile HPA range

CEDT
Platform HW Program platform HW for persistent & persistent hot addranges |
Pt (o ]
Build CXL specifictahles CFMWS

| Build SRAT & SLIT ACPI tablesfor volatile memary SRAT
I
Utilize CXL hierarchy infoand CDAT infoto build HMAT for -
———=> HMAT
completevolatileCiL tree, present at boot -

I
| Build memory mapfor volatileranges EFl Memory Map

‘ Determine platform persistence domain, build FADT FADT

‘ Build ACPI devicetreeand CXL Host Bridges ACPIO016 | ACPIOD17
Centinue platform setup

:_ UEF! Boot Sequence :

08 Boot Sequence
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2.13.2 UEFI setup and boot sequence

The following figure outlines the basic high-level UEFI setup and boot
sequence.

Figure 35 - High-level sequence: UEFI setup and boot

UEFI Setup UEFI Boot System Firmware: NfA

UEFI Driver:
‘ 05 Driver: N/fA
| User enters setup ‘ | Device Path for boot has PMEM |
‘ ‘ CEDT
‘ Verify ACPI CEDT & CHES
CFMWS
I I CFMWS
Enumerate CXL Host Bridges
Enumerste CXL Root Ports
| Read HDM Decoders |
I Save # HDOMs & programmed HPA ranges |
Enumerate CXL Switches
| Read HDM Decoders |
Internal table } Save # HDMs & programmed HPA ranges |
of HB, Switch
& Device Enumerate CXL Memory Devices
HDM
resources, Read HDOM Decoders ‘
programmed I Save # HDMs & programmed HPA ranges ‘
HDMs & | Device Discovery & Mailbox Ready Sequence ‘
assigned —
settings Get Partition Info
Get LSA - Retrieve Region labels
Verify Region Confij ion & |
Assign HPA Ranges Sequence |
I I
Loop through CXLHost Bridges
Loop through CXLRoot Ports Internal table
of HB, Switch
Loop through CXL Switches B Device
Loop through CXLMemaory Devices HOM
— —— FESOUFCES,
| Device Initialization Sequence | programmed
| Media Ready Sequence ‘ HDMs &
| Program HDM for assigned persistent HPA range I assigned
settings
Program upstream switch HDM for assigned persistent \
HPA range ‘
Program host bridge Root Port HDM for assigned |
persistent HPA range ‘
D Platform HW Interaction

I I

Continue PMEM namespace enumeration, find |:| ACPI Interaction
BTT, create block device, installBlocklO protocol
I |:| Volatile memory capacity only step

Interact with userto
manage PMEM via HIl/CLI |:| Persistent memary capacity only step

(Partition change | |
FW update requires reboot)?

Platform
HW

|:| Persistent & Volatile memory capacity step

|:| Mon-CXL specific step

Sequence outlined in
another figure in this doc

P _: Optional step
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2.13.3 OS boot sequence

The following figure outlines the basic high-level OS boot sequence.

Figure 36 - High-level sequence: OS boot

System Firmware N/A
UEFI Driver: N/A
OS Driver:

05 Boot

Enumerate ACPIOD16CXL Host
Bridges, retrieve _0SC

T
‘ Verify ACPI CEDT & CFI |(_ CEDT
I CHBS
Enumerate CXL Host Bridges CFMWS
Enumerate CXL Root Ports

‘ Read HDM Decoders |

| Save # HDMs & programmed HPA ranges }

Enumerate CXL Switches

| Read HDM Decoders
]

‘ Save # HDMs & programmed HPA ranges I

Enumerate CXL Memary Devices

05 First: Program Event Log alert MSI/MSIx |

Save programmed HPA ranges from HDMs
Get CDAT memory range DSMAS(s] via device CDAT
DOE
Calculate GPFPhase 2 Time(T2) required for thedevice=
‘GPFPhase2Duration.DeviceGPFPhase2TimeBase *
‘GPFPhase? Duration DeviceGPFPhase2TimeScale:

Read HDM Decoders |
1

| Save # HDMs & programmed HPA ranges I
| Device Discovery & Mailbox Ready Sequence |
‘ Set timestamp for event records — Set Timestamp |
Get Partition Info
Get LSA - Retrieve Region labels

Internal
table of
vol/pmem
end point
devices,
switches,
HBs -
supported #
HDMs and
currently
programme
d HDOM
ranges

T
4| Verify Region Configuration & Assign HPA Ranges Sequence }»(——

Calculate TIMAX as maximum T1 valuereported for each
Type 182 device organized by CXL Host Bridge and Switch
I

Calculate T2ZMAX as maximum T2 valuereported for each
Type 3 device organized by CXL Host Bridge and Switch
I

Loop through CXL Host Bridges

Loop through CXLRoot Ports

Loop through CXLSwitches

Loop through CKLMemary Devices

Internal
table of
vol/pmem
end Foint D Platform HW Interaction
devices,
switches, D ACPI Interaction
HBs - Volatil R
supported # D u:| al;;:memor\r capacity
HDMs and \'. i .
currently Persistent memory capacity
programmed only step
Persistent & Volatile memory
HDM ranges s
capacity step

Mon-CXL specific step

Sequence outlined in another
figure in this doc

——
L_ I Optional step

GPF Persistent & volatile
memory capacity step

FADT

Determine persistence domain
Device Initiali i
Media Ready Sequence

Program HOM for assigned HPArange :\
L -

[
|

1

L . i I

‘ Program upstream switch GPF Phase1 &

2 timeoutvalues

! Program host bridge Root Port HDM

1 for assigned HPA range

Program host bridge Root Port GPF Phase
1&2timeoutvalues

NOTE: The 08 may leave
the persistentHDM decoder
> programming setup by the
== UEFI driver, to support
persistentmemory boot

I
After unlocking devices: Invalidate/Flush CPU Caches Sequence Platform HW
| . —

Utilize HMAT for CXL Host Bridge, CXL switch CDAT, and added memory device
CDAT infoto build BW & Latency info for O5 memory NUMA allocation

L ~
| Continue PMEM/SCM namespace enumeration, Device DAX, FS DAX, etc ‘ ~.
I

| Allow persistent memory access

|

s, NOTE: These calculations
~, are covered inthe SRAT

& HMAT czectionofthe
document
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2.13.4 OS shutdown sequence

The following figure outlines the basic high-level OS graceful shutdown
seqguence.

Figure 37 - High-level sequence: OS shutdown

05 Shutdown System Firmware: N/JA
UEFI Driver: NSA
05 Driver:

Quiesce all CXL.mem host activity for
persistent memory HPA ranges

T
Platform Invalidate/Flush CPU
HW Caches Sequence
I
Loopthrough CXL Hast Bridges I:I Platform HW Interaction
Loop through CXLRoot Ports |:| ACPI Interaction
Loop through CXLSwitches

I:l Volatile memory capacity only step

Loop through CXL Memory Devices

Un-program device HDMs for I:‘ Persistent memaory capacity only step

persistent memory

I:l Persistent & Volatile memory capacity step
Set Shutdown State CLEAN |

I:‘ Non-CXL specific step

___________ o ___

Platform Transition system to Sx power :
HW | state or generate warm reset | Sequence outlined in

l{ another figure in this doc

P _: Optional step
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2.13.5 System Firmware shutdown sequence

The following figure outlines the basic high-level System Firmware graceful
shutdown sequence. This flow only applies to platform designs that utilize a
System Firmware shutdown handler invoked from the OS on a graceful
shutdown.

Figure 38 - High-level sequence: System Firmware shutdown

System Firmware Shutdown System Firmware: Optional
UEFI Driver: NfA
0S Driver: NfA
Enumerate CXL Host Bridges
Enumerate CXL Root Pors
Enumerate CXL Switches
Enumerate CXL Memory Devices
Device Discovery & Mailbox
Ready
Get Shutdown State
Device List of
N Save device to be devices
Shutdown L
—— marked CLEAN |ater requiring
CLEAN? shutdown
All persistent memory devices have Y
Shutdown State == CLEAN? “~—__~" "~~~ 7777 ] |:| Platform HW Interaction
1
- : |:| ACP! Interaction
Platform Invalidate/Flush CPU 1
HW Caches Sequence . |:| Volatile memory capacity only step
1
l |:| Persistent memory capacity only step
. | List of . X .
Forall devices requir devices |:| Persistent & Volatile memory capacity step
Set Shutdown State CLEAN | iri
| requiring |:| Non-CHL specific step
I shutdown
Platform "7 Outi
System Shutdown | ' | Optional step
Sequence outlined in
another figure in this doc

84 Document Number: 643805, Revision: 1.0



intel

®
2.13.6 OS hot add sequence
The following figure outlines the basic high-level OS memory device hot add
sequence for a single memory device.
Figure 39 - High-level sequence: OS hot add
05 Hot Add (single memory device) System Firmware: N/A
| UEFI Driver: N/A
0S Driver:
User Hot Adds CXL 2.0 memory expander inempty slot&
downstream ports bring up the link
I
CXL Root Port Slot Status Register - Presence Detect Changed
interrupt generated
T
| Configure device PCle BAR memory |
I
Perform PCle MMCFG cycles to program device using platform HPX
specific config space settings from _HPX -
|| HBIL.T2MAX=Readupstream hos bridge GPF Phse2T2MANvalue |
I
‘ Start new instance of CXLmemory driver |
I
05 First: Program Event Log alert MSI/MSlx (—{ _0sC
Get CDAT memory range DSMAS(s) via device CDAT DOE
Calculate Device GPF Phase 2 Time (DeviceT2) required for
the device= GPFPhase2Duration. DeviceGPFPhase2TimeBase
* GPFPhase?Duration. DeviceGPFPhase?TimeScale
|| HEIL.T2MAX=MAX[HE[).T2MAX, DeviceT2] |
T
| Read HDM Decoders
nternal tableof (—{ Save # HOMs & programmed HPA ranges | D Platform HW Interaction
Device Discovery & Mailbox R Sequence
vol_[pmem_ end | A cady Seq | D ACPI Interaction
paint devices, ‘ Set timestamp for event records- Set Timestamp |
switches, HBs - — D . \
! Get Partition Info Volatile memaory capacity only stef
supported # HDMs | | TV capacity only st
and currently ‘ Get LSA - Retrieve Region |abels ‘ D Persistent memary capacity anly step
programmed HDM Verify Region Configuration &
ranges i T e F e Internal table D Persistent & Volatile memaory capacity step
. of assigned
Device Initialization Sequence HB, Switch & D Non-CXL specific step
Media Raadly Sequence Dewtc: HDM Sequence outined in
Program HDM for assigned HPArange K—-— Settings another figure in this doc
| . N Optional step
After unlocking devices: Invalidate/Flush o
CPU Caches Sequence Platform HW ) ! .
; D GPF Persistent & Volatile memary capacity step
Program swith?HDI\fls for zdded volatile & Fem—
persistentHPA ranges .
P witch GPF Phase 2 timeout of essigned
rogram “pﬂrﬁ:;u e H, switch &
— . Device HDM
Program host bm?ge HDMs for added volatile & setings
persistentHPA ranges
Program upslreamhcslbrlidgeGPFPhasehirrmul ‘
HB[].TZMAX
= : ; HMAT
Utilize HMAT for CKI_. Host Brl_dge‘ CXL s_wwtch CDAT, and O Fost Bridzes
added memory device CDAT infoto build BW & Latency | €— RS
infafor OS memory NUMA allocation =
. CXL Volatile Memory
Continue PMEM/SCM namespace enumeration, Device '
DAX, F5 DAX, 05 B cach i N
g . memm: cache managers, e Y, These calculations are
‘ Allow hot added volatile & persistent memory access | + coveredin the SRAT & HMAT
I section of the document
| Motify user of new device/region zvailability ‘
85

Document Number: 643805, Revision: 1.0



intel.

2.13.7 OS managed hot remove sequence

The following figure outlines the basic high-level OS memory managed hot
remove sequence.

Figure 40 - High-level sequence: OS managed hot remove

0S Managed Hot Remove System Firmware: NfA
UEFI Driver: N/A
| 0S Driver:

Administrator requests one or more CXL memory
regions or devices be removed from the system (via
attn button or other mechanism)

1 Notify administrator 1 N
: devices can't be :{— ——————— 05 Supports/allows removing this device?
|___removed | CeoT
Find CFMW$S matchingthe region
being removed SRR
CFMWS

i Notify administrator | Y
: devicescan'the & —— — — ——— CFMWS.WindowRestrictions.FixedDeviceConfiguration==17
H removed i

Determine which devices are inthe same
region asthe device being removed by
matching HDM HPA programming range
I

Gracefully stop effected Applications, memory mapped files, file
systems, namespaces, regions & stop all CXL.mem host activity
I
Offline all devices in effected regions, and free all use of
memory resources on effected CXL memory devices

|:| Platform HW Interaction

I
Invalidate/Flush CPU
Platform HW @it Sorrmr |:| ACPI Interaction
|

Standard PCle hot-remove flow is triggered |:| Volatile memory capacity only step
(via hot pluginterrupt if attn button)
I

|:| Persistent memory capacity only step
Program host bridge HDMs for removed

volatile & persistent HPA ranges |:| Persistent & Volatile memory capacity step

,  Reprogram host bridge GPF timeouts &
: other valuesthatdepend on # devices
! present

|:| Non-CXL specific step

v _: Optional step
Program switch HDMs for removed t--
volatile & persistent HPA ranges

Sequence outlined in
another figure in this doc

Reprogram switch GPF timeouts & other
valuesthatdepend on & devices present |

Un-program device HDOMs for
persistent memory

Set Shutdﬂrwrli State CLEAN T
| Free HPA range from CFMWS window |(— CFMWS
________________ I ______, |[CrmW5
:_ Notify administrator devices can nowhbe removed
B I

i 1
Platform HW Devices physically removed from system :
e
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2.13.8 Verifying ACPI CEDT, CHBS and CFMWS sequence

The following sequence outlines the basic steps the OS and UEFI drivers
perform when verifying the consistency of the ACPI CEDT, CHBS and CFMWS
tables produced by the System Firmware.

Figure 41 - High-level sequence: Verifying CEDT, CHBS, CFMWS

Persistent & Volatile

System Firmware: NJA .
UEFI Driver:  Optional Verify ACPI CEDT & CFMWS [ memory eepadiiy step
05 Driver: 1 | Optional step
[
CEDT I:l ACPI Interaction
Retrieve ACPI CEDT,
CHBS & CFMWS CHBS I:ISequenoe outlined in
another figure in this doc

Allinstances of CHBS.CXLVersion == 1 &
CHBS Length == 64K?

Do any pair of CHBS.Base & CHBS Length
overlapeach other?

\” " invalid CEDT: Overlapping CFMWS Base
! HPA & WindowSize

Do any pair of CFMWS. BaseHPA &
CFMWS.WindowsSize overlap each other?

All instances of CFMWS. BaseHPA are

1
I ~
Invalid CEOT: CFWMS BaseHPA or N
! :<—<> 256MB aligned & CFMWS. WindowsSize

! WindowSize not 256MB aligned
e e e e ————— ' is multiple of 256MB?

All instances of CFMWS.HostBridgelnterleaveWays

1
1 Invalid CEDT: CFWMS InterleaveTargetlist | N >
: does not match HostBridgelnterleaveWays b < have CFWMS.InterleaveTargetlist with correct

L o e — . number of entries?

1 Invalid CEDT: Unsupported CFWMS i
: InterleaveArthmetic. TBD until other :d<> CFMWS.InterleaveArthmetic == 0?
! values are defined in CEDT
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2.13.9 Device discovery and mailbox ready sequence

The following figure outlines the basic high-level sequence the System
Firmware, UEFI and OS drivers will execute to determine if the CXL end point
device found during PCI enumeration is a CXL memory device, discovery of the
mailbox interface and polling on mailbox ready status for the device. After this
sequence the device’s mailbox interface can be utilized.

Figure 42 - High-level sequence: Device discovery and mailbox ready

System Firmware: Device Discovery & Mailbox Ready
UEFI Driver:
05 Driver: |

Ifthe device reports PCI Class Code of CXL
Memory Controller Device, bind driver

=+ Optional sequence
N
I:‘ Platform HW Interaction Correct device? ———3 Log failure, alertuser

I:I ACPI Interaction
Retrieve CXL Device Register Interface
D Volatile memory capacity only step BAR through Register Locator DVSEC
I

Retrieve CXL Device Capabilities Device Status
Registers, Primary Mailbox Registers,

I:‘ Persistent & Volatile memory capacity step Secondary Mailbox Register pointers
I
Retrieve MB Registers: Command Register, MB

Status Register, Background Command Status
Register, and the Command Payload Registers
I

I:‘ Persistent memaory capacity only step

I:‘ Mon-CXL specific step

L _: Optional step
L

Sequence outlined in Verify MB Capabilities interrupt capabilities and

another figure in this doc retrieve command payload register size
|

Read Mailbox Capabilities Register |
I
| Read Memory Device Status Register |

MemoryDeviceStatusRegister. <$_Y_ _ }f - I__oé error, p_rE\r_eEt_fa rther :
DeviceFatal == 1? : use, replace device !

Delay
100ms MemoryDeviceStatusRegister.
ResetNeeded =07
MemaoryDeviceStatusRegister. P ,
M I FW halted: L
FWHalt== 17 <>_"'__ S altec:- o8
» Efror, prevent
W : further use, :
MailboxCapabilitiesRegister Mailbox | =—===--=-f oo )
-ap € " FW halted: Reset device | | rcplacedevice
ReadyTime exceeded? I

N N MemoryDeviceStatusRegister.
MailboxinterfaceReady == 17

| Mailbox not ready:

: Log error, prevent
1 further use,

1 -

L _ _replace device
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Media ready sequence

intel

The following figure outlines the basic high-level sequence the System
Firmware, UEFI and OS drivers will execute to determine if the memory device
is ready for media accesses using the HDMs. After this sequence the device’s

media can be utilized

using the HDMs.

Figure 43 - High-level sequence: Media ready

Media Ready

System Firmware:

UEFI Driver:
05 Driver:

Read CXL Range 1 Size Low DVSEC H Delay 100ms |

CXLRangelSizelow.
Memory_Active == 17

| Time waiting for media ready+= .1

Sec |

I
----3}

B

Time waiting for media ready
< CXLRangelSizelow.
Memory_Active_Timeout?

Read Memory Device Status Register

MemoryDeviceStatusRegister.
DeviceFatal == 17

MemoryDeviceStatusRegister.

FWHzlt==1? <

Log error, prevent further
use, replace device

Y
——3
I

MemoryDeviceStatusRegister.
ResetNeeded =07

Y N ! FW halted: Log
- _Q -2 error, prevent
y  further use,

I
L replace device

:_ FW haited: Reset device

{MemoryDeviceStatusRegister
MediaStatus == Ready)? ,
1

further use,
replace device

Media not ready:
! Log error, prevent

Media not ready: Log ;
error, prevent further 1
use, replacedevice

== Optional sequence

I:‘ Platform HW Interaction

l:l ACPI Interaction

l:l Volatile memory capacity only step

l:l Persistent memory capacity only step

l:l Persistent & Volatile memory capacity step

l:l Mon-CXL specific step

T _} Optional step

L/
Sequence outlined in
another figure in this doc
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2.13.11 Verifying region configuration and assigning

HPA ranges sequence

The following sequence outlines the basic steps the OS and UEFI drivers
perform when verifying the persistent memory region configuration and
assigning HPA ranges from the CEDT. The sequence is performed anytime a
persistent memory device is enumerated by the OS and UEFI drivers on every
system boot, and by the OS drivers when handling a hot add of a device.

Note that intermediate CXL switches between CXL memory device and the CXL
Host Bridge do not play a part in determining proper region configuration. If
the connected devices in the region span multiple CXL Host Bridges, the OS
and UEFI drivers must verify proper device ordering across host bridges. If the
correct devices are connected to each host bridge, the order the devices are
connected within the host bridge does not matter, as shown in the out of order
memory region examples.

90
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Figure 44 - High-level sequence: Verifying region configuration

Verify Region Configuration & Assign HPA Ranges System Firmware: NfA
UEFI Driver: Optional
05 Driver:

‘ Vvalidate all Region Label checksums per

CXL spec Devices grouped by unigue
= —1 = = RegionLabel UUID:
Group devices into regions byunique  {----=-=-- UUID  Nlabel Position

region UUID X )
'" Tinvalid Configarations: Non-unique UUIDs far ~ v X 4 2
; multiple regions. Don't allow useof any } Duplicate UUIDs with — — i : ;
| regions with same UUID until configurationis ; any other regions? — — "% T

e corrected ___________ e of)
1

Get next unique region ULID lf"

ettt eiviulaietalatetatae ittt Number of devices with same
) Invalid Configuration: Notall devices are

'l present —Alert user that devices are missing

RegionLabel UUID == RegionLabel Niabel
for all devices?

Invalid Configuration: RegionLabel Position is
incorrecton one or more devices

Each RegionlLabel Position is represented exactly
once from Oto Regionlabel Nlabel- 1, inclusive

RegionLabel HPA is identical for
all devices??

RegionLabel.InterleaveGranularity
is identicalfor all devices?

ion: Inconsistel
specified for region

nt Alignment RegionLabel.alignment is

identical for alldevices?
""" “Invalid Configuration: Inconsistent Rawsize |
' specified for region

RegionLabel.Rawsize > 0 & is
identical for alldevices?

Find CDAT DSMAS with:
Device . CDAT.DSMAS EfiPersistentMemory set &
RegionLabel DPA >= Device CDAT.DSMAS.DPAStart &
Regionlabel Rawsize <= Device CDAT.DSMAS DPALength

Matching DSMAS Found?

\ boundaries !

I Unsupported Configuration:The platformdces | py i Cceot
: not currently provide resources to configurethe : CD_UId not find a 5
L _____reauested region configuration ! suitable CVIWS? CFMWS

—— Assign HPA range for this region from unused HPA space [&—|_CFMWS
< inthe CFMWS, mark range allocated, save HPA range
I
I Ci HDM Settings |
More region UUIDs to Y
Internal table )
check & configure?
of vol/pmem
end point 1
devices, Loop through all volatile devices that do not have
switches, HBs i HDM decoders programmed Persistent memory capacity
- supported # | Determine optimum volatile configuration | |:| only step
HDMs and H i i
| Find CF for Volatil L Volatile memaory capacity
currently T only step
programmed I ™77 opti
H ional stey
HDM ranges : Unsupported : N Could not finda v :._ _' o p
i |1 Configuration | suitable CFMWS? .
Lo |:| ACPI Interaction
| | CFMWS
Assign HPA range for volatile config from Sequence outlined in
| CFMWS, mark range allocated, save HPA range | ERAINES anather figure in this doc
I Calculate HDM Jer Settings | I:l Non-CXL specific step
MOTE: UEFI Driver does notperformthesze steps'
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2.13.12 Find CFMWS for region sequence

The following figure outlines the basic logic to find a suitable CFMWS for each
region being configured. The sequence is performed anytime a persistent
memory device is enumerated by the OS and UEFI drivers on every system
boot, and by the OS drivers when handling a hot add of a device.

Figure 45 - High-level sequence: Finding CFMWS for region

System Firmware: NfA Find CFMWS for Region
UEFI Driver: Optional
05 Driver:

Loop through each persistent device with the

. Note: These calculations are coveredinthe
same Region UUID and verify same QTG

SRAT & HMAT sectionofthe document

Calculate CXL Host Bridge to CXL

device latency & Bandwidth
. ! ACPI0017
{ NOTE: UEFI Driver will not call this Get the platform specified QoS Thrattling | [Getats
H DSM & utilizes platform specific API e | | Dsm
i to getthe same package T

1 Unsupported Device: The platform : N

Il
: cannotdetermine a QoS Throttling
! Group for the device
C
Unh_alan_ce Configura N _-f._ Allof the returned GetQTGDsmResults.QTGRecommendation[ ]
devicesinthe same region have (- - =<

' - match for each device inthe region?
the same QTG |

GetQTGDsmResults. QTGRecommendations
Package is present?

'
|
R

Select highest untested
GetQTGDsmResults. QTGRecommendation[next] |

Unsupported Configuration: The platform N
provided a valid QTG for the device, but no ‘ More GetQTGDsmResults. QTGRecommendation[next] to test?
appropriate CFMWS resource could be found

CEDT

GetQTGDsmResults QTGRecommendation[next] == CFMWS.OQTG?

CFMWS. WindowRestrictions & (PMEM | T3) = (PMEM | T3)?

[ Verify XHB Configuration Sequence |

N
XHB cenfigurationiscorrect?
| Verify HB Root Port Configuration Sequence | |:| Persistent memory capacity only step
N Persistent & Volatile
HB Root Port configuration is correct? memory capacity step
N T _} Optional step
Un-allocated HPA range found in t--
CFMWS for total Rawsize requested? D ACPI Interaction
RegionlLabel HPA == 0? Y Sequence outlined in
another figure in this doc
N Un-allocated HPA range
found in CFMWS for specific
?
manElEER HPA range requested?
of assigned Determine the order this regions end-point device HDMs.
HB, Switch & [&— will be programmed in, relative to the other regionsthat
Device HDM have fixed HPA locations in the region |abel
settings

92
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2.13.13 Find CFMWS for volatile sequence

The following figure outlines the basic logic to find a suitable CFMWS for
volatile memory being configured by the OS. The sequence is performed
anytime a volatile memory device is enumerated by the OS drivers on every
system boot, and by the OS drivers when handling a hot add of a device.

Figure 46 - High-level sequence: Finding CFMWS for volatile

System Firmware: N/A Find CFMWS for Volatile
UEFI Driver: N/A
05 Driver:

Loop through each volatile device to be

e i e e Mote: These calculations are coveredinthe

" SRAT & HMAT section of the document

‘ Calculate CXL Host Bridge to CXL }

device latency & Bandwidth
N S PSS ACPIO017

: NOTE: UEFI Driver will not callthis ‘ Get the platform specified QoS Throttling 1| GetatG
1 DsM

DSM & utilizes platform specific API

i to getthe same package
: Unsupported [_)EViEE The platfo_rm | N GetQTGDsmResults QTGRecommendations
| cannotdetermine a QoS Throttling | Package is present?

! Group for the device l

Group for the device's performance |

[__________T______. ______ ¢
Unbalance Configuration: Not all N Lo All of the returned GetQTGDsmResults QTGRecommendation[ |
==~ match for each device inthe region?

1
! !
| devicesinthe same region have -l
! the same QTG I

Select highest untested
GetOQTGDsmResults QTGRecommendation[next]

: Unsupported Configuration: The platform : N
: provided a valid QTG for the device, but no More GetQTGDsmResults. QTGRecommendation[next] to test?
: appropriate CFMWS resource could be found
CEDT
H Select next CEDT.CFMWS |(7 CEMWS
CFMWS
More CEDT.CFMWS to test? N
N
GetOTGDsmResults QTGRecommendation[next] = CFMWS.QTG?
N
CFMWS. WindowRestrictions & (VOL | T3) == (VOL | T3)?
N

Un-allocated HPA range found in
CFMWS fortotal sizeto configure?

|:| Volatile memaory capacity only step
P _: Optional step

[
|:| ACPI Interaction

Sequence outlined in
another figure in this doc
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2.13.14 Verify XHB configuration sequence

For platforms that support XHB regions, the following sequence outlines the
basic steps the OS and UEFI drivers perform when verifying the XHB persistent
memory region configuration. The sequence is performed anytime a persistent
memory device is enumerated by the OS and UEFI drivers on every system
boot, and by the OS drivers when handling a hot add of a device.

Figure 47 - High-level sequence: Verify XHB configuration

System Firmware: NfA
UEFI Driver: Verify XHB Configuration
05 Driver:

Are alldevicesinthisregionon
the same (XL Host Bridge?

. Note: These checks
N CFWMS.HEIG »>= ", require knowledge of

Device. RegionLabel Interleave Granularity? ™ the CXL HostBridge
a specific device is

. connectedio. How

., this relationshipis

Invalid XHB Configuration: The XHB granularity does not
supportthe requested region interleave granularity

Invalid XHB Configuration: The XHB granularity to device V' ({2°{CFMWS.IG-Device Regionlabel IG) *
granularity ratio requires a larger number of devices than {27 CFWMS ENIW)}> Device RegionLabel NLabel)? 7 determinedis O
. 3 ? .
currently configured specific, as F‘.uIE
doesnotprovide a

mechanismto know
the Bus a particular
device is assignedto.

CFWMS.InterleaveTargetList[n] must contain alldevices, x where:
(Device[x].RegionLabel.Position >> [CFMWS.HBIG —
Device[x].RegionLabelInterleaveGranularity)] & ((2"CFMWS.ENIW)-1) =n

Invalid XHB Configuration: One or more devices are not
connected to the correct HB. Use calculated hostbridge list
andthe device's RegionLabel Positiontoalertuser to
corrections thatneed to be made to the physical CXLhierarchy

N Are all devices physically grouped together
correctly on each host bridge inthe HB order
specified by the CFMWS.InterleaveTargetlist?

|:| Persistent memory capacity only step
|:| Persistent & Volatile memory capacity step
|:| Non-CXL specific step

:__: Optional step
L

Here are some example region configurations and how this algorithm allows
SW to determine correct device placement on each host bridge. This XHB
algorithm does not need to check device ordering within a host bridge or
intermediate switch that might be present. Those are covered in the following
section for CXL Host Bridge root port ordering checks.
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Here is an example valid x2 XHB configuration and illustrated steps this
algorithm executes:

2.13.14.1 x2 XHB example configuration checks

Figure 48 - Example valid x2 XHB configuration execution steps

CEMWS 0
e K
HBIG 1(5128)
erlesveTargellist

hs - -

Device[x]. RegionLabel Position==
[CFMW35.HBIG- ™

Device[x]. RegionLabel 1G)) &

[(2*CFMW S ENIW)1

And the resulting calculations used to verify the configuration:

Configuration XHB Device ; CFMWS. ((2~CF n
CFMWS | RegionLabel | Regiontabel. | peie™™ | MwsEN
Position Dev.Regi | IW) -1))
onLabel.I
G
-x2 XHB w x8 | CFMWS.E | NLabel = 8 0000 1-0=1 271-1=1 | 0
device region NIW =1 0001 0
-4 devices on | (x2) Interleave 0010 1
each HB Granularity = | 0011 1
-Different CFMWS. 0 (256B) 0100 0
host bridge HBIG 0101 0
and device -1 0110 1
Interleave 0111 1
12B
Granularity ® )
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Example of an invalid x2 XHB configuration that this check would catch:

Figure 49 - Example invalid x2 XHB configuration

CFRYWS O
ENIW 1 (x2)
HEIG 1 (5128}
Freslesrve TorgestList A

8
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Here is another example valid x2 XHB configuration:

Figure 50 - Example valid x2 XHB configuration

CFMWS O

ENIW 1(x2)

And the resulting calculations used to verify the configuration:

Configuration XHB Device ; CFMWS. ((2~CF n
CFMWS | RegionLabel | Regiontabel. | ppy et MWS.EN
Position Dev.Regi IW) -1))
onLabel.I
G
-x2 XHB w x8 CFMWS.E | NLabel = 8 0000 0-0=0 271-1=1 | O
device region NIW = 1 0001 1
-4 devices on (x2) Interleave 0010 0
each HB Granularity = | 0011 1
-Same host cFMws. | 0 (256B) 0100 0
bridge and HBIG 0101 1
device =0 0110 0
Interleave (256B) 0111 1
Granularity
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2.13.14.2

x4 XHB example configuration checks

Here is an invalid x4 XHB configuration example that would require more
devices than are connected:

Configuration XHB Device i CFMWS. ((2~CF n
CFMWS | RegionLabel | Re€gionkabel. | jg ' MWS.EN
Position Dev.Regi | IW) -1))
onlLabel.I
G
-x4 XHB w x8 CFMWS.E | NLabel = 8 Invalid configuration: The CFMWS.IG will
device region NIW = 2 send 1K down each HB so with 256 for
-2 devices on | (x4) Interleave device IG there would need to be 1K/256B
each HB Granularity = | — 4 devices on each HB which is 16 devices
-Different cFMws. | 0 (2568) and is > Dev.RegionlLabel.NLabel.
host bridge HBIG
and device = 2 (1K) This is caught by the following test in the
Interleave :
. previous flow:
Granularity

If ((2~"(CFMWS.IG-Dev.RegionLabel.IG) *
(2A"CFWMS.ENIW)) >
Dev.RegionLabel.NLabel) //invalid
configuration

98
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Here is an example valid x4 XHB configuration:

Figure 51 - Example valid x4 XHB configuration

CEMWS D
ENIW 2(x4)
HEXG 1(5128)

And the resulting calculations used to verify the configuration:

Configuration XHB Device ; CFMWS. ((2~CF n
CFMWS | RegionLabel | Regiontabel. | yp7G' MWS_EN
Position Dev.Regi | IW) -1))
onLabel.I
G
-x4 XHB w x8 CFMWS.E | NLabel = 8 0000 1-0=1 21 2- 00
device region | NIW = 2 0001 1=11b 00
-2 devices on (x4) Interleave 0010 01
each HB Granularity = | 0011 01
-Different CFMWS. 0 (2568) 0100 10
host bridge HBIG 0101 10
and device -1 0110 11
Interleave (512B) 0111 11
Granularity
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Here is another example valid x4 XHB configuration:

Figure 52 - Example valid x4 XHB configuration

CFMWS 0
ENW 2 (ed)
HEG 1(2568)

| /]

/T

| ua V| wee { | wec/| | HeO |
S A A Y SR I i
Sy | 'Lf""_'IE . L‘.‘“‘E’(_J 'sf’"f__}
poo:|[pdo1]|[Doao:|[Doasi "=
D100:|| D01 || D120:]| D1A L :

LTI LTI

LTI LT G

And the resulting calculations used to verify the configuration:

Configuration XHB Device ; CFMWS. ((2~CF n
CFMWS | RegionLabel | Reégiontabel. | jg;a' MWS.EN
Position Dev.Regi | IW) -1))
onLabel.I
G
-x4 XHB w x8 CFMWS.E | NLabel = 8 0000 0-0=0 21 2- 00
device region NIW = 2 0001 1=11b 01
-2 devices on (x4) Interleave 0010 10
each HB Granularity = | 0011 11
-Same host CFMWS. 0 (256B) 0100 00
bridge and HBIG 0101 01
device =0 0110 10
Interleave (256B) 0111 11
Granularity
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Example of an invalid x4 XHB configuration that this check would catch:

Figure 53 - Example invalid x4 XHB configuration

CFMYWS O
ENIW 2 (x4)
HEE 1 (5128}
Frerleenve Tar getlist A
:
]
| XHB |
| | ]
| vBA || HBB | | HBC | | HBD |
SRR PR (R I
L TTCH )| SwmoH | SWICH | swic |
e arles iy e feion Label
D00 |[01p ][00 | [09 11 |
poo1 Y o110 || paoa |[Da12a | * ¢
LTTT LTI LT Taa? G 2568
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2.13.14.3

x8 XHB example configuration checks

Here is an invalid x8 XHB configuration example that would require more
devices than are connected:

Configuration XHB Device i CFMWS. ((2~CF n
CFMWS | RegionLabel | Re€gionkabel. | jg ' MWS.EN
Position Dev.Regi | IW) -1))
onlLabel.I
G
-x8 XHB w x8 CFMWS.E | NLabel = 8 Invalid configuration: The CFMWS.IG will
device region NIW = 3 send 512B down each HB so with 256 for
-1 devices on | (x8) Interleave device IG there would need to be 1K/256B
each HB Granularity = | — 4 devices on each HB which is 16 devices
-Different cFMws. | 0 (2568) and is > Dev.RegionlLabel.NLabel.
host bridge HBIG
and device = 2 (1K) This is caught by the following test in the
Interleave :
. previous flow:
Granularity

If ((2~"(CFMWS.IG-Dev.RegionLabel.IG) *
(2A"CFWMS.ENIW)) >
Dev.RegionLabel.NLabel) //invalid
configuration
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Here is an example valid x8 XHB configuration:

Figure 54 - Example valid x8 XHB configuration

intel

HBG | | HBH |

--J---

D-:ll(.'l'

--J---

J J

AnE e

And the resulting calculations used to verify the configuration:

Configuration XHB Device ; CFMWS. ((2~CF n
CFMWS | RegionLabel | Regiontabel. | g1’ MWS_EN
Position Dev.Regi | IW) -1))
onLabel.I
G
-x8 XHB w x8 CFMWS.E | NLabel = 8 0000 0-0=0 27 3- 000
device region | NIW = 3 0001 1=111b | 001
-1 device on (x8) Interleave 0010 010
each HB Granularity = | 0011 011
-Same host cFmMws. | 0 (256B) 0100 100
bridge and HBIG 0101 101
device =0 0110 110
Interleave (256B) 0111 111
Granularity
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2.13.15 Verify HB root port configuration sequence

The following sequence outlines the basic steps the OS and UEFI drivers
perform when verifying that each device in each region is grouped correctly on
each CXL Host Bridge root port of the requested region configuration. The
sequence is performed anytime a persistent memory device is enumerated by
the OS and UEFI drivers on every system boot, and by the OS drivers when
handling a hot add of a device.

Figure 55 - High-level sequence: Verify HB root port configuration

System Firmware: NfA
UEFI Driver:
Verify HB Root Port Configuration 0S Driver:

I Get next CXL Host Bridge this region spans

Mote: These checks require
| knowledge ofthe CXL HostBridge
I andRoot Port a specificdevice is

% Get next CXL Host Bridge Root Port this region spans | - connectedto. How this relationship

is determinedis OS specific, as
Y Arealldevicesinthisregiononthe -~ ¢ PCle doss notprovide a
sameCXL Host Bridge Root Port? / mechanismto knowthe Bus a

particular device is assignedto.

| Determine how many CXL Host Bridge Root Ports this region currently spans, NumRootPorts r

| Calculatethe position mask: NumRootPorts = 2**PositionMask for the region I[ Positi orts
| 1 2
Calculate the PortGrouping for each device on this CXL Host Bridge _32‘ :
Root Port: PortGrouping = Regionlabel Position & PositionMask
Invalid HB Configuration: One or more N Doalldevicesinthisregionconnectedtothis
devices are not connected to the CXL Host Bridge Root Port havethesame
correct CXL Host Bridge Root Port PortGrouping?
Save the required HB.HDM. InterleaveTargetlist[] orderingdetermined by the PortGrouping.
The CXL Host Bridge Root Port with the devices containingthe lowest PortGroupingvalue
must be the first Root Port inthe HB.HDM.InterleaveTargetlist[]. The root port with the
devices containingthe highest PortGrouping must be the last Root Port inthe target list. 2| Internal
table of
assigned HB,
N s therea switchconnectedto this Switch &
CXL Host BridgeRoot Port? Device HOM
settings
Save the required upstream Switch HDM InterleaveTargetlist]] orderingdetermined by | — | e

the devices Regionlabel.Position. The switches upstream Root Port with the device
containing the lowest RegionLabel.Position value must be the first Root Port inthe
Switch. HDM.InterleaveTargetlist[]. The switches upstream root port with the device
containingthe highest RegionLabel Position must be the lastRoot Port inthe target list.

| D Persistent memory capacity only step

Y B D Persistent & Volatile memary capacity step
More C¥L Host Bridge Root Portsto check?

-

D Mon-CXL specific step

More C¥L Host Bridgesto check? -
1| Optional step
L

The following sections outline examples of the previous CXL Host Bridge root
port configuration checks required for persistent memory regions.
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2.13.15.1 Region spanning 2 HB root ports example
configuration checks

Here is an example valid region spanning 2 HB root ports and illustrated steps
this algorithm executes:

Figure 56 - Example valid region spanning 2 HB root ports

| 4 The
HOM O HB.HOM. InterlzaveTangetlist]]

s then progra

Interizave Part 2 4 n
Target base
List

_ Hsa |
RPO || RP 1 RP2 [l<RP3 |
|

swich__| ]

7
[Re¢/[ [Red [ [re2] [Fes |

[ pa11i | poo1! | pao1: | po11:

LT L

WL Tonmmw
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Example of an invalid region spanning 2 HB root ports that this check would
catch:

Figure 57 - Example invalid region spanning 2 HB root ports

HDMID

Interlzave Part 2
Target Paort 1
List

HB A
RPO [| RP1 | | RP2 || RP3
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Region spanning 4 root ports example configuration

checks

Here is an example valid region spanning 4 HB root ports:

Figure 58 - Example valid region spanning 4 HB root ports

LML| |

RP O | RP1]|

LRP2
A N | ™~

Example of an invalid region spanning 2 HB root ports that this check would

catch:

Figure 59 - Example invalid region spanning 4 HB root ports

HOM O

Taget  Port2
List Port 1
Port 3
Paort 0
HB A
RPo| [RP1| [RP2[ [RP3 |
I I | |

Do;llié Do;;iﬂ DO:(;::;: Il 00;1'{'12
p1a0- || p101: | paoo: || D1z
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2.13.15.3 Region spanning 4 HB root ports and x2 XHB
example configuration checks

Here is an example valid region spanning 4 HB root ports on a x2 XHB:

Figure 60 - Example valid region spanning 4 HB root ports on a x2 XHB

Example of an invalid region spanning 2 HB root ports on a x2 XHB that this
check would catch:

Figure 61 - Example invalid region spanning 4 HB root ports on a x2 XHB
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2.13.16 Calculate HDM decoder settings sequence

The following figure outlines the basic high-level sequence the UEFI and OS
drivers will execute in preparation for programming the HDM decoders.

Figure 62 - High-level sequence: Calculate HDM decoder settings

System Firmware: N/A
UEFI Driver: Optional

Calculate HDM Decoder Settings 08 Driver:

HB.HDM.Base = Assigned HPA startfrom CFMWS

HB.HDM.Size =Regionlabel Size * Regionlabel Nlabel

HB.HDM.IG = Regionlabel IG

HB.HDM.IW =#downstream portsthat are required to connect all devices inthe region

HB.HDM.TargetList =See Verify XHB Configuration & Verify HB Root Port Configuration Sequences
T

Persistent & Volatile
memory capacity step

v _: Optional step

Switch.HDM.Base = Assigned HPA startfrom CFMWS L--

Switch.HDM.Size = Regicnlabel Size * RegionLabel Nlabel |:| ACPI Interaction

Switch HDMIG = CFMWS.HBIG + CFMWS ENIW

Switch HDMIW = #downstream portsthat are required to connect all devices, on this host bridge, inthe region Sequence outlined in

Switch.HDM.TargetList =See Verify XHB Configuration & Verify HB Root Port Configuration Sequences another figure in this doc
I |:| Non-CXL specific step

Device. HDM.Base = Assigned HPA startfrom CFMWS

Device. HDM.Size =Regionlabel Size * Regionlabel Nlabel
Device. HDM.IG = RegionLabel.IG
Device. HDM.IW =RegionLabel NLzbel

3 l X ) Internal table of
Save result_mg HDM settlng_s for device, assigned HB, Switch &
switch, and host bridge Device HOM settings

!
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2.13.17

The following figure outlines the basic high-level sequence the platform UEFI
and OS drivers will execute to handle the memory device initialization.

Device initialization sequence

Figure 63 - High-level sequence: Device initialization

System Firmware: Optional
UEFI Driver: Optional
OS Driver:

Device Initialization

Retrieve list of supported device
logs - Get Supported Logs

I
Retrieve Command Effect Log (CEL)
- Get Log

|:| Platform HW Interaction

I:l ACPI Interaction

|:| Volatile memory capacity only step

Utilize CEL content to control :
allowed pass-through commands 1
to the device '

Retrieve list of capabilities—
Identify Memory Device
I T T e e .
H Retrieve listof configurable device NOTE: UEFI }

alerts — Get Alert Configuration Driver does D Mon-CXL specific step
T not perform ;

Program configurable device alerts these steps D SE';::"D':,DUN'HN in
— Set Alert Configuration : another Tigure

I:l Persistent memaory capacity only step

I:‘ Persistent & Volatile memary capacity step

0S5 First: Setup interrupt steering
paolicy—5et Event Interrupt Policy

| Retrieve Poison List Sequence |
I

. _: Optional step
Lt

I:l Security Interaction

MOTE: It is platform and OS5 specific as to whether

| Handle Health Information Sequence

I
| Set Shutdown State DIRTY

| devices are locked, and what entity will unlockthe
devices. Devices mustbe unlocked before accessing
the device through.memusingthe HDMs

Master/User
Passphrase
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2.13.18 Handle event records sequence
The following figure outlines the basic high-level flow that the System Firmware

and OS drivers will need to execute to retrieve outstanding event records from
each of the device’s event logs.

Figure 64 - High-level sequence: Handle event records

System Firmware:
UEFI Driver: N/A
0S Driver:

Handle Event Records

H Read Event Status Register |
MemoryModuleEventRecord.DeviceEventTyp

Exit Flow EventStatusRegister. (HealthStatusChange | MediaStatusChange |

B Evte:tStatu s hasbits LifeUsedChange | TemperatureChange)?
set?

Get Event Records for event
logs with status register bits set

Y

!
1
]
! MemoryModuleEventRecord.
! DeviceEventType == LSAError
i
I

EventRecord.|dentifier == 2\ Y pomoomeee- |
MemoryModuleEventRecord? = | Data path :
| error occurred: |
I retrieve logs, :
1

_________________ , ! perform :
EventRecord.Identifier == | lgnore non- | Handle ! Report | ' maintenance |
(GeneralMediaEventRecord | <>——)' Type 3 Event | Health | error, re- : oor replace |
DRAMEventRecord)? v | Record 1| Information | | writelsA ! device |
Sequence |, using 1 '-----p-----

| SetlsA |

DPAtoHPA Address | | | 717777

Translatlon Sequence

: Unmap,fcrffllnephvsmal !
pages containing HRPA

i OSFirstCopyrecord |
. :--- -‘,"a' 05 Error Logs :
L __ Content |nt0 05 Logs [P

|r FWw F|rst Cop‘,r record 1,_

Fw F_|r5t. Cre_ate CPER ErrorLog & WHEA/ELOG . . .
notify 05 with WHEA/ELOG 5CI D Persistent & Volatile memory capacity step

I
Clear Event Records ‘ D MNon-CHL specific step

Y Seguence outlined in
GetEventRecords.Flags. another figure in this doc

MoreEventRecords == 17

. _: Optional step
Lo
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2.13.19

The following figure outlines the basic high-level sequence the UEFI and OS
drivers will execute to retrieve the list of poisoned address locations the CXL
end point device is tracking.

Retrieve poison list sequence

Figure 65 - High-level sequence: Retrieve poison list

Retrieve Poison List

IdentifyMemoryDevice.
PoisonHandlingCapabilities.

System Firmware: NfA
UEFI Driver:
05 Driver:

N Desired PMEM DPA Range

ScansForPoison==1?

Retrieve known poison list—
Get Poison List

Continue
retrieving the
listusingthe
starting Translation Sequence

GetPoisonlist
PhysicalAddress Errors
& Length
GetPoisonList.
PoisonListFlags.
MoreMediaErrorRecords
=17

FULL PMEM DPA

GetPoisonlist PoisonlistFlags
PoisonlistOverflowed == 1?

and potentizlly clear

Determine scan mediatime to get
known poison list—Get Scan
Media Capabilities

overflow Read Mailbox Status Register
v | Waitforother |
. . MailboxStatusRegister. 1 background
\___W_a_it_chr__} Y GetPoisonList BackgroundOperation==1? operation to
| scan Medie —— __< PoizonListFlags. : I
| scan e | I _complete
l

ScanMedialnProgress
- =17

mplet

Retrieve mailbox interrupt
capabilities —Read Mailbox
(Capabilities Register
I

MailboxStatusRegister.
BackgroundCommand

CompletelnterruptCapable == 17

NOTE: UEF]

Scan device to build Scan device to build known Driver does
known poison list— poison list—Scan Media w not perform
Scan Media Background Command these steps
Complete Interrupt enabled
Waitfor interrupt
Read Background Command
Status Register
P —m————— 3 BackgroundCommand EmE | —— !
i Couldnot StatusRepish 1 Couldnot |
; retrieve ! — = - BackgroundCommand ; retrieve |
| poison list i ponaitie PET;;EEEECDMDIHE StatusRegister. ! poison list: ;
= ? = i
| Proceed ! e ReturnCode == | Procesd
| with current | N BackgroundCommand SUCCEsS? N | with current |
} listordon't Iﬁ—< StatusRegister. < > 4)‘ listordon't ;
! ReturnCode == I usedevice |
L PollingScan Media SUCCESS? Interrupt driven Scan Media et

Retrieve Poison List—Get Scan ‘

=+ Optional sequence Ccntlnﬁe = a—
. retrievingthe
Platform HW Interaction
|:| listusingthe DPAtn.IIPA Address
D ACPI Interaction starting Translation Seguence
ScanMedia Handle/Log Memory
D Volatile memory capacity only step Physicaladdress Errors
& Length Restart the stopped

Scan Media using
GetscanMediaResults.
ScanMediaRestart
PhysicalAddress&
Length

GetscanMediaResults.
ScanMediaFlags.
MoreMediaErrorRecords == 17

D Persistent memory capacity only step

|:| Persistent & Volatile memory capacity step
I:I Non-CXL specific step

|:| Sequence outlined in
another figure

i _} Optional step
L

GetscanMediaResults
ScanMediaFlags.
ScanStoppedPrematurely == 17
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Handle health information sequence

intel

The following figure outlines the basic high-level sequence the System
Firmware, UEFI and OS drivers will execute to handle the memory device’s
initial health information.

Figure 66 - High-level sequence: Handle health information

Fm——————————

System Firmware: Optional
UEFI Driver: Optional
05 Driver:

|:| Persistent & Volatile memory capacity step
|:| Non-CXL specific step

P _: Optional step

Handle Health Information

Retrieve current device health -
Get Health Info

I
I Log Health Information :
b mmm e e e e )

1

Save DirtyShutdownCount and

make available to other kernel
and application components

GetHeakhInfo.

<

HealthSatus==0?
GetHeathinfo. GetHeahthinfo, GetHealthinfo. GetHealthinfo.
MediaStatus & MediaStatus== MediaStatus= MediaStatus ==
[xD4 | Ox05 |  x037 x027 w017
7
Noxosb. N N N N
____l/_ _____ I . _I_ T i/ GetHeathinfo.
AllData | | UV AiDem 11 WriteT 1T Wieds 7! AdditionaBtatus
loss 1 W_"te b lost - || Persistengy |1 Mot | CorectedVolatile <
Imminert- | | Persistency \ Renlace | \lost- ! Ready- |  EmorCount==0?
Prepare 1, 0S5 1 PEE 0 allowRo ! Repair |
fordevie | | MMINENt- | device | | accessto 1! devies, !
failure, ! : Preparefor : o K device, | : re Iacé : Geteathino.
© 0 device | o1, TR AdditionaBtatus. <
replace 20ingRO, | | oreplace 1y _device | correctedPersistent
device | oo i deviee ErrorCount==0?
——————— | replace
' deviee |
oo ! GetHeakhinfo.
AdditionaBtatus. <
Lifellsed==0?
GetHeathinfo.
jm—mmmmmmm— Additionabtatus.
1 Device : DeviceTemperature==0x017
: Temperature | N N
Lo Critical- |
: Shutdown 1
: platform : JL
Device Temperature

Warning - Alert admin,
reduce device
temperature

| Perform device

N | maintenance,
:: EI repairdevice,
:. replace device

GetHealkthinfo.

> Mediastatus =02

 admin, migrate datafrom
:_ device, replaredevice
GetHeakhinfo.
AdditionaBtatus.
DeviceTemperature
=07

I Life Used Warning - Alert 1

N
H Alertadmin, |
| repairdevice, :
, Mmigratedata
N I from device, :
replacedevice |
Lom e e e e e e = 1
GetHeakhInfo.
AdditionaBtatus. 1~ iz Jsd )
Lifelsed==0x01? Critical- :
[
N N | Migrate data 1
! from device, |
I replace !
\__ device |
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2.13.21 FW first event interrupt sequence

The following figure outlines the basic high-level FW first asynchronous
interrupt sequence.

Figure 67 - High-level sequence: FW first event interrupt

FW First VDM EFN Interrupt System Firmware:
| UEFI Driver: N/A
05 Driver: N/A

| CXL Device generates EFN VDM interrupt |
I

| Platform HW generates SMI |

| SMI Entry, CPU rendezvous & SMM |
| Handle Event Y Sequence |

Exit SMI D Mon-CXL specific step

Sequence outlined in
anather figure in this doc

2.13.22 OS first event interrupt sequence

The following figure outlines the basic high-level OS first asynchronous
interrupt sequence.

Figure 68 - High-level sequence: OS first event interrupt

05 First M51/MSIx Interrupt System Firmware: NfA
UEFI Driver: N/A
05 Driver:

| CXL Device generates MSI/MISx interrupt |
T

PCle/CXL HW generates
memory driver interrupt

I
| Enter Interrupt Handler |

T
| Handle Event Re:mrds Sequence | l:' Non-CXL specific step
| Exit Interrupt Handler | Sequence outlined in
\l, another figure in this doc
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The following figure outlines the basic high-level flow that the System Firmware

intel

Invalidating/Flushing CPU caches sequence

and OS drivers will need to execute to invalidate or flush CPU caches to
persistent memory.

Figure 69

- High-level sequence: Invalidating/flushing CPU caches

NOTE: If the System Firmware repaorts

System Firmware: CPU caches are persistert, the OS (and
UEFI Driver: N/A applications) may bypass flushing for
05 Driver: Invalidate/Flush CPU Caches Sequence improved performance. Inthis mode, itis

the responsibility of the platformto ensure
CPU caches are ultimatelyflushed.

-~_ N
ACPI.FADT.PERSISTENT_CPU_CACHES == 10b? -;':_ : S mm e m e e o N
- ]
] |
]
Platform | Flushvalid datafromallCPU caches & :
HW -~ invalidate the cache contents I
oy I

== Optional sequence

MOTE: After unlocking the device or performing a
Secure Erase or Sanitize, the cpu caches could

. containinvalid data from pre-fetch operations

%, occurring while the device was locked or being
erasedisanitized. The cpu does notconsiderthis
valid data sothis flush operation, when sent after
those operations, onlyinvalidates the cache and
doesn'twrite anything back

|:| Platform HW Interaction
|:| Persistent memaory capacity only step
I:‘ Mon-CXL specific step

v _: Optional step
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2.13.24 HPA to DPA translation sequence

The following figure outlines the Host Physical Address to Device Physical
Address translation that occurs in the Platform XHB HW and HDM decoder HW
for the CXL Host Bridge, CXL Switch, and CXL Memory Device. This is the logic
outlined in the CXL specification.

Figure 70 - High-level sequence: HPA to DPA translation

HPA to DPA Translation System Firmware: N/A
UEFI Driver: N/A
N CFMWS.ENIW = 07 05 Driver: N/A

Y N T

| Invalid Interleave Configuration

CFMWS.InterleaveAthimetic == 0?

/o XHB interleaving, N= O

1) Find the index in to the CFMWS.InterleaveTargetList] N]

HCFMWS.ENIW <8, N = HPA[B+CFMWS HBIG+ CFMWS ENIW-1:8+CFMWS HBIG]

I CFMWS.ENIW =8, N = HPA[S1:8+CFMWS.HBIG] MOD 3

If CFMWS_ENIW =9, N = HPA[B+CFMWS HBIG] + 2* HPA[51:9+CFMW5 HBIG] MOD 3

I CFMWS.ENIW =10, N = HPA[94CFMWS HBIG:8+CFMWS HBIG] + 4* HPA[S1:10+CFMWS.HBIG] MOD 3

2) XHE Platform HW: Forward request to the host bridge
from CFMWS TargetList] N]

‘ 3) Host Bridge HW: Find HB HDM decoder where

HB.HDM Base <= HPA < HB HDM Base + HB.HDM Size

HB.HDM Decoder found?

4) Host Bridge HW: Extract InterleaveWay bits from the
HPA starting at bit HB.HDM.IG + & for HB.HDM.IW bits
I
5) Host Bridge HW: Forward request to Port Number
from HB.HDM Targetlist] Interleaveway]

i 6) Switch HW: Find Switch HDM decoder where |
! Switch.HDM Base <= HPA < Switch HDM Base + ]
! Switch HDM.Size !

l:‘ Platform XHB HW step - If supported

-—— - l:‘ CXL Host Bridge HW step
! 8) Swicth HW: Forward request to Port Number from

3 Swicth.HDM.TargetList[ InterleaveWay] ! I:‘ CXL Switch HW step - If switch is present
,,,,,,,,,,,,,,,, e
9) Memory device HW: Find Switch HDM decoder where l:‘ CXL Memory Device HW step
Switch.HDM.Base <= HPA < Switch.HDM Base + —
Switch HDM Size 1| Optional step
Lot

Device. HDM Decoder found? Dmp.wmes.' Return (=25
with all 1's or poison

10) Memory Device HW: Retrieve cached values or calculate the DPABase for the winning HDM:
Device.HDM[0].DPABase = Device.HDM[0].DPASkip
Device HDM[m+1].DPABase = Device HDM[m+1].DPASkip + Device HDM[m].DPABase + [Device HDM[m] Size /2 A Device HDM[m].IW)

11) Memory Device HW: Calculate HPAOffset = HPA —
Device HDM . DPABase

N
Device. HDM.IW < 8? M Invalid Interleave Configuration

12) Memory Device HW: Calculate DPAOFset by removing
Device HOMIW bits from HPAOffset startingwith bit position
Device HDM.IG + 8, shiftingthe HPAOffset to the right by IW
positions, starting at bit Device. HDM.IG + Device. HDM.IW + 8

| 13) Memory Device HW: Calculate DPA = DPAOffset + Device.HDM.DPABase ‘

l

Here are some example HPA to DPA translations referencing the steps in the
previous flow.
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HPA to DPA
Translation

Example 1

Example 2

Configuration
description

See Memory Region
Example - Region
interleaved across 2 CXL
switches for configuration
-1 HB

-2 Switch

-4 devices on each HB

-x8 pmem interleave set

See Memory Region
Example - Region
interleaved across 2 HBs
for configuration

-x2 XHB interleave

-4 devices on each HB

-x8 pmem interleave set

Platform HW XHB
configuration

N/A

CFMWS.Base 0
CFMWS.WindowsSize 1GB
CFMWS.ENIW 1 (x2)
CFMWS.HBIG 2 (1K)

Target List: HB A, HB B
HB HDM Configuration Base 0 Base 0
Size 1GB Size 1GB
DPA Skip 0 DPA Skip 0
IG 2 (1K) 1G 3 (2K)
IW 1 (x2) IW 2 (x4)
TargetList: PortO, Portl TargetList: PortO, Portl,
Port2 , Port3
Switch HDM Base 0 N/A
configuration Size 1GB
DPA Skip 0
IG 3 (2K)
IW 2 (x4)
TargetList: PortO, Portl, Port
2, Port3
Device HDM Base 0 Base 0
configuration Size 1GB Size 1GB
DPA Skip 0 DPA Skip 0
IG 2 (1K) 1G 2 (1K)
IW 3 (x8) IW 3 (x8)
Example HPA - Host HPA 0x3400 HPA 0x3400
Physical Address
Step 1: XHB Platform N/A Platform HW: Extract 1 bit
HW extract (CFMWS.ENIW) from HPA
InterleaveWays starting at bit 10
(CFMWS.HBIG + 8) = 1b
Step 2: XHB Platform N/A Platform HW: Forward

HW forward request to
host bridge

request to CFMWS.TargetList[
1]=HBB

Step 3: HB find
decoder

HB A: Decoder 0

HB B: Decoder 0

Step 4: HB extract
InterleaveWays

HB A: Extract 1 bit (IW)
from HPA starting at bit 10
(IG+8) = 1b

HB B: Extract 2 bit (IW) from
HPA starting at bit 11 (IG+8)
= 10b

Step 5: HB forward
request to port

HB A: Forward request to
TargetList[ 1 ] = Portl
(Switch C)

HB B: Forward request to
TargetList[ 2 ] = Port2
(Device 6)

Step 6: Switch find
decoder

Switch C: Decoder 0

N/A
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HPA to DPA Example 1 Example 2
Translation
Step 7: Switch extract Switch C: Extract 2 bits (IW) | N/A
InterleaveWays from HPA starting at bit 11

(IG+8) = 10b
Step 8: Switch forward Switch C: Forward request N/A

request to port

to TargetList[ 2 ] = Port2
(Device 6)

Step 9: Device find
decoder

Device 6: Decoder 0

Device 6: Decoder 0

Step 10: Device
calculate DBA Base

Device 6:
Decoder0.DPABase = 0

Device 6: Decoder0.DPABase
=0

Step 11: Device
calculate HPAOffset

Device 6: 0x1400

Device 6: 0x1400

Step 12: Device
calculate DPAOffset

Device 6: Remove 3 bits
(Device.IW) from HPAOffset
starting at bit 10 (Device.IG
+ 8), shift upper address
bits right 3 bits = 0x400

Device 6: Remove 3 bits
(Device.IW) from HPAOffset
starting at bit 10 (Device.IG
+ 8), shift upper address bits
right 3 bits = 0x400

Step 13: Device
calculate DPA

Device 6: 0x400

Device 6: 0x400

Example final
translated DPA

DPA 0x400 on Device 6

DPA 0x400 on Device 6
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2.13.25 DPA to HPA translation sequence

The following figure outlines the Device Physical Address to Host Physical
Address translation that System Firmware (FW First), UEFI and OS drivers may

need to implement if consuming General Media Event Records that report a
DPA from the device.

Note that when the IW bits are added back into the address, software needs to
insert the correct number for that device in the IW which is equivalent to that
device’s RegionLabel.Position.

Figure 71 - High-level sequence: DPA to HPA translation

ati System Firmware: Optional
DPA to HPA Translation VEFI Driver: Optional

I 05 Driver: Optional

Read all Device. HDM decoders or retrieve cached information
I

1) Calculate the DPABase for each Device HDM
Device HDM[0].DPABase = Device HDM[0].DPASkip
If Device HDM[m+1].IW <8, Device HDM[m+1]. DPABase =Device HDM[m+1].DPASkip + Device HDM[m].DPABase + (Device.HDM[m].Size / 2 » Device HDM[m].IW)
If Device HOM[m+1].IW »= 8, Device HDM[m+1].DPABase = Device.HDM[m+1].DPASkip + Device HDM[m].DPABase + Device HDM[m].Size /(3% 2 * (Device HDM[m].IW-8))
I
2) Find the Device HDM decoder where Device. HDM.DPABase
<= DPA < Device HDM.DPABase + Device HDM Size. |

N
Device HOM Decoder found? %>% Invalid DPA

| 3) Calculate DPAOffset = DPA - Device. HDM . DPABase |
T
‘ 4) IW = Device.RegionLabel Position ‘

")L"' |

1 Invalid Interleave Configuration

Device HDMLIW < 87

5) Calculate HPAOffset usingthe Regionlabel.Position:

HPAOffset[51:Device HDM IG+8] = DPAOffset[51:Device HDMIG+8] * (2 A IW)

HPAOffset[Device. HDM.IG+7:0] = DPAOffset[Device HDM.IG +7:0]

If Device HDM.IW = 9, HPAOffset[Device. HDM.IG + Device. HDM.IW] = Device Regionlabel Position & Ox1

If Device HDM.IW = 10, HPAOffset[Device HDM.IG + Device HDM.IW: Device HDM.IG +8] = Device.RegionLabel Position & 0x3

| 6) Calculate HPA = HPAOffset + Device HDM Base | |:| CXL Memory Device SW step

Here are some example DPA to HPA translations referencing the steps in the
previous flow.

Document Number: 643805, Revision: 1.0 119



intel.

DPA to HPA
Translation

Example 1

Example 2

Configuration

See Memory Region

See Memory Region

description Example - Region Example - Region
interleaved across 2 CXL interleaved across 2 HBs
switches for configuration for configuration
-1 HB -x2 XHB interleave
-2 Switch -4 devices on each HB
-4 devices on each HB -x8 pmem interleave set
-X8 pmem interleave set

Device HDM Base 0 Base 0

configuration Size 1GB Size 1GB
DPA Skip O DPA Skip 0
IG 2 (1K) 1G 2 (1K)
IW 3 (x8) IW 3 (x8)

Example DPA - Host
Physical Address

DPA 0x400 on Device 6

DPA 0x400 on Device 6

Step 1: Calculate DBA
Base for each device
HDM

Device 6:
Decoder0.DPABase = 0

Device 6: Decoder0.DPABase
=0

Step 2: Find device
decoder

Device 6: Decoder 0

Device 6: Decoder 0

Step 3: Calculate
DPAOffset for decoder

Device 6: 0x400

Device 6: 0x400

Step 4: Use
Device.RegionLabel.Pos
ition as the IW

IW = RegionLabel.Position =
5

IW = RegionLabel.Position =
5

Step 5: Calculate
HPAOffset

Device 6: Insert 3 bits
(Device.IW) into DPAOffset
starting at bit 10 (Device.IG
+ 8), shift upper address
bits left 3 bits = 0x3400

Device 6: Insert 3 bits
(Device.IW) from HPAOffset
starting at bit 10 (Device.IG
+ 8), shift upper address bits
left 3 bits = 0x3400

Step 6: Calculate
HPA from HPAOffset

HPA 0x3400

HPA 0x3400
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2.13.26 GPF sequence

The following figure outlines the high-level sequence for GPF. The System
Firmware, UEFI and OS Drivers, and the platform HW/FW all play apart in the
GPF sequence.

Figure 72 - High-level sequence: GPF

@ System Firmware GPF Init Flow

Enable GPF on platform Platform HW
Platform vendor

specific interfacetn System Firmware determines FADTPERSISTENT CPU CACHES
repar_t EEEsiEE if CPU caches are persistent 5 = =
domain to platform

HW/FW

® 05 Driver GPF Init Flow (0S Boot & 05 CXL Hot Add)

|
05 driver calculates switch & host bridge max GPF TO
values forthe complete CXL hierarchy forvolatile &
persistent memory, and configures max GPF Timeouts for
those switches and host bridges
T

‘ 05 driver SetShutdownState DIRTY for ‘

persistent devices
@ SW Runtime Flow System Firmware GPF
I:I responsibility
Write data to PMEM [ ] os Driver GPF responsibity
Y oL Host SW & Application GPF
_______ Y ~c~, ACPIFADTPERSISTENT_ responsibility

' S~ CPU_CACHES == 10b?

Platform HW/FW GPF
responsibility

Cache & Memory Device
HW/FW GPF responsibility

l:‘ ACPI GPF relevant interface

@ Platform HW/FW GPF Shutdown Flow .'__} Optional step
Lo

Platform determines that
unplanned event has occurred
requiring platform to shutdown

Platform CPU Y
Caches persistent?

—_—

Flush CPU caches

Flush Failed?

Y Mark GPF Phase 1
’ final status failure

Phase 1: Generate GPF Phasel
with Payload[1] =1 to eachHB
J

Phase 1: Generate GPF Phasel
with Payload[1] =0 to eachHB

Quiesce device 10

Payload[1] =17

Disableinternal
Phase 1 Phase 1 device caches
CXLMemory CXLCache Flushinternal
devices devices device caches

I
1

Phase 1: Wait for GPF Phase 1 completion or TO |

Phase 2: Generate GPF Phase 2 to each HB
indicating final GPF Phase 1 success/failure

I
Flush completed writes and all internal
device context to persistent memory

1
i
i
i
;
Phase 2 GPFPhase1&2 N ;
CXL Cache complete successful? :
devices & ;
volatile Phase 2 Change internal device Change internal device | |
CXLMem persistent ShutdownState CLEAN ShutdownState DIRTY 3
devices CXLMem devices | ] :

Phase 2: Wait for GPF Phase 2 completion or TO |
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